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About This Book

Internet of Things (TOT) refers 1o physical and virtual objects that have umigque sdenities
and are connectzd to the Intermet 1o facilitste inielligent applications that make energy,
logistica, industrisl contro), retuil. sgriculture and many other domains “smarter” . Internet of
Things is a new revolation of the Internet that is ragidly gathering momentum driven by the
advancements in semsor networks, mobile devices, wircless communications, networking
and clowd technologies. Experts forecast that by the vear 202100 there will be a total of 50
hilllon devices/things consected (o the internet.

This book is written as & textbook on [nternet of Things for educational progrems
at collepes and universities, and also for JoT vendors and service providers who may be
imerested In offering a broader perspective of lniernet of Things © sccompany their own
custnther and developer truining programs. The rypical reader s cxpected 1o huve complesed
a coaple of courses in programming wsing tradibosal high-level languages st the college-devel,
gl i either & seninr or n beginning graduste sudent in one of the wience, lechanlogy,
engineering of mathematics (STEM) fields

Like our compunion book on Cloud Computing, we have mried 1o write s compeehensive
bk thal transfen knowledpe thrmgh an immersive "haids on” spprosch, where the resder is
provided the vocessary guidance and knowledge 1o develop working code for real-wordd InT




12

mmmdwmu#nﬁﬂ
inatructional masterial within the book further enhunces the learning process, in our opinion.
Phesse als check out the sccompanying website for this book tat contan additional suppon
for instruction and leaming.

The book is organized fnto 3 makn parts, comprising of & wtal of 11 chapeees. Pant | covers
the bailding bocks of Internet of Things (l6Ty) and their characseristics. A taxonomy of loT
wysiemn is proposed comprisisg of venom loT kevels with increaang levels of complexity.
Domain specific Internet of Things and their real-workd applications are described A peneric
design methodalogy for 10T is proposed. An IoT sysiem management approach using
NETCONF-YANG is described.

Part 11 introduces ihe resder 1o the programming aspects of Intemet of Things with
& view towands rapid prototyping of comples ko applications. We chose Python as the
mmw&ﬂﬁmﬂ.ﬂuMHhﬂmhﬂnm
muwwummmumwﬂmﬂmmwmﬂn
Python, may abio be casily used within the methodology outlined in this book. We describe
packages, frameworks end cloud services Including the WAMP-Autofighn, Xively chowd
and Amazon Web Services which can be used for developing foT systems. We chose the
l.qhn,ﬂhhfwhuphhﬁhhiwnmﬂdmﬂm
ragisd prisotyping of practical loT applications. Reference srchitectures for different kevel of
lnT-mlkﬂumnﬂthﬂﬂlEuuﬂurhhmphﬂ:mmﬁhm
10T domains including home sutomation, sman crvimment, smarn cities, logistics, retl.
smai crergy, sman agriculmure, industrial control and sman heahth, are described.

Part 1] introduces the reader 1o advanced topics on loT inchuding 0T dita snalytics and
Tools for [oT Case studies on collecting and snalyring dots gencrased by Internet of Things
in the cloud afe described.

Wmmdhuwd:dumndmmmhﬂmm
w0 pruvide & rigorous “no hype” guide w0 [memet of Things. li is expecied that diligens
reaiders of this book can use these exarcises o develop their own loT applications. We
adopiod sn indurmal approsch (0 describing well known coscrpis primarily because those
uﬂummﬂﬂhﬂnmﬂwmmﬂdhﬂmhnﬂ-
drmly on mack 1o developing mbust loT applicazions & opposed to meee theory.

While we frequenily refer to affertngs from commercial vendors, such s Xively, Amaton,
wﬂmmmthu-mﬁmmumn
lnwmﬂmmMM{wmlhhﬂl Al
urncdemarks and pridacts helong i their respective cwners and ihe underlylng principles and
mumu#umm-ﬂm#nﬁhm
ure thome of ihe authors abombe.

Habga & Madisesti & 2001




13

Chapter-1: introduction 1o Intemet of Things
Frovides an overview of Intermet of Things, bailding blocks of loT, loT enabling techaologies,
charscteristics of loT systems and 0T levels.

Chapier-2: Domain Specific loTs

Describes the charscteristics and spplications of domain.specific loTs including home
snmation, SN evironment, sman cities, loghstics, retail, smart energy, smart agricubtire,
indhmtrial coatrol and smart health,

Chapler-3; loT and M2M

Diescribes the differences and similanities between asd 10T and M2M und applications of
SON and NFV in loT. :

Chapter4: loT System Management with NETCONF-YANG
Describes NETCONF pritocal, YANG duts modeling lenguage, und an approach for loT
ayutern management using Netopeer wals,

Chapter-5; loT Plattorms Design Methodology
Diescrites & generic design methodology for Laternet of Things.

Chapter-5: loT Systems - Logical Design using Python

Provides an introduction to Pythan, fnstalling Python, Python data types & data struchares,
control fow, functions, modules, packages. file input/output, dutaftime operations and
o lmnsen

Chapter-T: loT Physical Devices & Endpoints
Provides sn introduction 1o Respberry Pi device, progrmming Raspberry Py with Python,
interfacing sensors and actuaton with Raspberry Pi.

Chapter-8: loT Physical Servers & Cloud Offerings
Provides an introduction Lo the wse of cloud platforms and frameworks such s WAMP-AutoBabn,
Xively and AWS for developing loT applications.

Chapter-i: Case Studies lllustrating loT Design
Prowides instruction on the design of several cise studios based on Python sl Raspberry P

wamrnet of Things - A Hands-On Appromch
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wrnan sgriculture, industrial control sod smant health.

Chapter-10: Data Analytics for loT
Describes approsches for collecting and snalyzing data generated by loT systenu in the
cloud.

Chapter-11: Tools for laT

Describes various wols for loT including Chef, Pappet, NETCONF-YANG and 6T Code
Generation.

Book Website

For more information on the book, copyrighied source code of ull cxamples in the book. lab
exercises, and instroctor materinl, visit the book website: www. intesnet-of-things-book com

Hanga & Madises, £ 7015
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1.1 Introduction

Iiternes of Things (10T) comprises things that have unigue identities gnd are consected 1o the
liskernet, While many existing devices, such s networked computers or 40-enshied mobils
phones, alreaty have some form of unigue Kentities and sre also connected 1w the Internet,
the focus an 10T is in the configurtion, control and netwarkitig via the Intermet of devices of
“things” that are traditionally ot associssed with the Infernet. These imclude devices sach
as thermostans, utility meters, a Muetooth-connocted hesdaed, i gation pumps and sensors,

ot control circults for an electric car's engine. Internet of Things is a new revolution in the
capabilities of the endpints that are conoecied 1o the Intermet, and is being driven by the
sidvancements in capabilities (in combsination with lower couts) in sensor networks. mobile
devices, wircless communications, networking and cloud technologies. Experts forecaat that
by the yesir 2020 there will b a total of 50 billioy devicesthings connected to the Internet.
Therelore, the major industry plavers are excited by the prospects of pew markets for their
products. The products include hardware and software components for loT endpoints. hibs,
of comtrol centers of ihe JoT univene.

Figure | 1 Inferring information and knowledge from data

The scope of ToT is nol limited 1o just consecting things (devices, applisnces, machines)
1o the Internet. 10T allows these things 1o communicate and exchange data (control &
information, that coukd include data sssocisted with users) while executing meaningful
spplications townrds a common user or machine goal. Dua il does not have a meaning

Bahga & Madisstt, & 2014



1.1 Introduction 21

Figure 1.2: Applications of o

until it is contextualized processed into usefal information. Applicstions on IoT networks
extract abd create information from lowes level data by fillering, processing, caleporizing,
condensing and contextualizing the data. This information obtained is then organined snd
structured to infer knowledge about the system and/or its users, iis environment, and its
operations and progress wwards its objectives, allowing & smaner performance, as shewn in
Figure 1.1. For example, conxider & serics of raw sensor incasurements ((72.45) ; (B4, 561)
penerned by & weather monitoning station, which by themselves do not have any meaning or

imrrst of Things - A Hands On Aoproach




2 Introduction to Internet of Things

comteat. To give meaning 1o the daty, 8 contest ls udded. which in this example can be thal
mwummwmwnﬂmmmmwm
conext added we know the meaning (or information) of the measurcd data tuples. Further
information i ubiained by categorizing, condensitg or processing this data. For example.
the average temperature and humidity readings for last five minuies is obtained by sverging
the last five dota tuples. The next atep is 10 organize the information and understand the
MMMHMHmMHﬁMmhMﬂm
HMuﬁmkﬂdiﬁnﬁpmhhﬂhmﬁnﬂﬂMlm
and this alert may be conditioned on the user's geographical position as well,

The applications of Inlernet of Things span 8 wide sange of domains (ncloding (bat mot
limiteed 40) homes, cithes, environment, eaergy systems, retall, logistics, industry, agriculture
and health as listed in Figure 1.2 For homes, 10T has several applications such as smarn
lighting that adapt the Highting 10 suit the ambient conditions, umun that can
be remotely monitared and controlled, intruvion detection sysiems, detectons,
cic. For cities, loT has applications such us smart parking systems ihat provide status
updstes on available siots, smart lighting that belps in saving energy, smart mads that provide
information on driving conditions and strecruml health monitoring systesms. For envieonment,
1oT has applicathons such as weather monitoring, air and noise pollution. forest fire detection
and river Aood detection systems. For energy systems. ToT has agplicatsons such as including
wman grids, grid insegration of renowable energy sources and prognostic health manage ment
systemna. For retail doe 1oT has spplications such ss joventory mansgement. smarn
peyments and smart vending machines. For agriculture domain, loT has spplications wch
as umart irrigation sysiems ihat belp in saving waier while enhanclog productivity and
m“ﬂ_““ﬂ“dlﬂhﬁhﬂhﬂﬁﬂ
progaosis systems that help in predicting fiults and determining the canse of faults and
mummmmummumm-mﬂ
fitness monitoring systems and wearshle electronics.

1.1.1 Definition & Characteristics ol loT
The Internet of

Thirgs (10T hus been defined os |1]:

AR 1 0 e e (Tt -y | =P L1 I s T 1
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1.1 Introduction 21

Let us examine this definition of ToT further o put some of the terms inss perspéctive.

» Dynamic & Self-Adaptlog: 10T devices and systems may have the capability 1w
Mﬂpﬂﬁwﬂmlﬂuﬁuﬁuu-ﬂm
conditions, user’s contexd, or sensed environment. For example, comider 8 surveillance
sysseen comprising of a pumbst of surveillance cameras. The surveillance camer
m#ﬁﬂﬁ“nm#ﬁﬂ“ﬂﬂmm&i
day or night. Camerna coubd switich from lower resolatian to higher resolition modes
when arty metion is detected and alert neartyy cameras 1 do the same. In this example,
the surveillance system is adapting itself based on the context und changing (eg..
dynamic) conditions.

o Self-Contignring: 10T devices may have self-configuring capability, allowing a large
number of devices 1o work 1ogether to provide certain functionality (such s weather
mmmmhmmmmmmﬂh
the 10T infrastructure ), setup the networking, and fetch laeut software upgrades with
ninimal manual or wser intervention.

o Interoperable Communication Protocols: 10T devices may support & number of
immmwmmmmmu
also with the infrastrocture. We describe some of the commonty used communication
protocols and models in later sectiona.

o Unique Identity: Each IoT device has a unique identity snd & unique identifier (such
as an TP address or a URTL JoT systerms may hove intelligent interfisces which adapt
based on the context, allow communicating with user znd the environmental contec
JoT device interfaces allow users 1o query the devices, monitor their status, and
comtrol them remotely, in sssoctation with the control, configurtion and management
infrsstructure.

fhwﬂhnl-h—ﬂ-mhhfdnhumuun;wmh
information network that allows them w conmuticate und exchunge duta with other
devices and systems. JoT devices can be dynamically discovered in the network, by
other devices and/ir the herwork, und have the capability 10 describe themmebves (and
their charscteristics) 16 other devices of user applications, For example, o weathes
menitoring node can describe ity manitoring capabilities to snother connected pode
so that they can communicate sod exchauge data. Inlegration into the miorms
network helps in making loT sysiems “smanes” due 1o the collective intel .
the individual devices in collsboration with the infrastructure. Thus, the data from
a large mumber of connected weather monitoring loT nodes can be aggregated

analyzed W predict the westher .

et of Things - A Hande-On Approsch



24 Introduction to Intarnat of Things

12 Physical Design ol loT

1.2.1 Things in loT

The “Things" in foT wsually refers 1o IoT devices which bave unique identities and can
perform remote sensing, aciuating and monitoring capabilities. loT devices can exchange
data with other connected devices snd applications (directly or Indirectly), or collest data
from other devices and procesa the data either locally or send the data o centralized servers
or cloud-hased spplication back-ends for processing the data, or perform some tska locally
and other tasks within the loT infrastructure, based on teasporal and space coastreinty (Le.
memary, processing capabilities, communication litencies and speeds, snd deadlines).

Figure 1.3 shows a block diagram of a typical 10T device. An IoT devico nay consis of
MWthﬁMhﬁiﬁdmmmm
VO fnterfaces for sensors, (1) interfuces for Internet comnectivity, (1) memory snd storage
interfaces and (iv) audio/video interfaces. An IoT device can collect various types of data
from the on-hoard or attached sensors, such a emperature, humidity, lght imensity. The
sersed data can be communicaied ither W olher devices o cloud-based serverv/morage. loT
devices can be connected 1o sctustons that allow thesm o intesact with other physical entities
(including noo-10T devices and systema) in the vicinity of the device. For cxample, o relay
wwilch comnected 10 an JoT device can tum an sppliance oa/uff based on the commands sent
to the 1T device over the Internet.

JoT devices can alio be of varied types, for instance, wearshle sensors, eman watches,
LED lights, satomobiles mnd industrial machines. Almost all [oT devices geserute dats in
some form of the other which when processed by data snalytics aystems leads 10 useful
information to guide further actions locally of remotely. For instance, sensor data genersted
by & soil moistare monitoring device in  gurden, when processed can help in determining
the optimum watering schedules. Figure | 4 shows different types of loT devices.

122 loT Prolocols

Link Layer
Link layer protocols determine how the data is physically sent over the nerwork's physical
layer or medium (e.g., copper wire, coaxial cable, of a radio wave). The scope of the link
layer ks the local network connection to which host is sttached. Hosts on the same link
exchangy data packets over the link layer using link luyer protwcols. Link layer determines
how the packets are coded ind dgnaled by the hardware device over the medium 10 which
thie host |8 attached (such 13 & coaxial cable). Let us now ook st some link layer protocols
which are relevant in the context of ToT.

& BOLY - Kthernet ; IEEE 8023 is & collection of wired Ethernet standards for the link

Bahga & Madisefli, & 303




of laT 25

Figure 1.3: Generic block diagram of an loT Device

keyer. For example, 802} is the sandard for |0BASES Ethernet thit uses coaxial

cable a4 & thared medium, R0 is the standard for 10BASE-T Ethernet over copper

rwisted-pair connections, 023 is the standard for 10BASE-F Ethernet over fiber
optie connections, B2 3ee is the iandard for 10 Ghiv's Ethernet over fiber, snd o on.

These standands provide dats rutes from 10 Mbix w 40 Cis sod higher. The shared

medium in Ethernet can be a coaxial cable, renstad-pair wire or sn optical fiber. The

shared mediam (e, brosdeast medium ) carries the commmunication for all the devices
on the network. thus data sent by one devics can received by all devices subject w0
mmﬂmnﬁﬂtduTMqﬂWdhm

| standards are evallable on the [EEE 8023 werking group website [2).

s BOLIT - WIiFI : [EEE 80211 s u collection of wirchess bocal area network (WLAN)
commusication siandarda, including extemnive description of the fink layer. For
example, 802 1 |s operates in the 5 Gl band, B0 11b and SO 11g aperute in the
2.4 OHz band, 802.1 ln operates in the 2.4/5 Giiz bands, B02.1 lac opersies in the S
CiHz bend and 8021 1ad operates in the 60 GHz band. These standunds provide dats
rates from | Mh/s o upto 6.75 Ghis, The specifications of the 8021 | ssaderds are
svailable on he [EEE 802 || working group webalie [3] ;

« BOLIS - WiMax 1 [HEE B02.16 ix & collection of wireless hroadband standarhi,
including extensive descriptions for the link layer (also called WiMax), WiMas
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standards provide data tates froes 1.5 Mbd i | GbAv. The recent update (802 | fam)
prorviides data rates of 100 Mbith for mobile stations sad | Ghit's fur flasd sanons.
The specifications of the 802,11 stundans are resitily available on the IEEE H02.16

working group website [4]
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L . BOL154 - LR-WPAN ;: [EEE 802154 s a collection of standasds for low-rae
. wiseless personal ares networks (LR-WPANs). Thene standards form the basis of
.~ specifications for high lovel comumwnication prtocols mch as Zighes. LR-WPAN
. stsndands provide data rates from 40 Kbis 250 Kivh. These standands provide low-cost
... 1he 801154 standaris ste svailable on the [EEE RU2.15 working §r

3G/ 3G/ 4G - Mahlle Communicstion : There are diff
.. CDMA|, third generation (3G - including UMTS aad 2
. 4G - including LTE). loT devices based on thess: standands
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Network/intermet Layer

The network leyers are responsible for sending of [P dategrams from the wunce petwork
o the destination network. This layer performs the hosl addressing snd packet routing.
The datagrams contain the source snd destination addresses which ame used o route them
from the source to destination scross multiple networks. Host identification s dose using
hierzrchical [P addresiing schemes such as [Pvd or [Pvé.

o [Pvd ¢ Intemict Protwooa] version 4 (TPv4) is the most deployed Intemet pritocol that s
wieel to identify the devices on a network using & hierarchical sddressing scheme. 1Py
uses u 32-hit neldress scheme thut allows wial of 277 or 4,294.967,296 widremes. As
mare and more devices got copnected o the Internet, these addresses got cxbausied
in the year 2011. TPvd has been succosded by [Pv6. The IP protocals establish
conections on pecket networks, but do not gusrantee delivery of packets. (usranteed
delivery and data integrity are handied by the upper layer protocols (such s TCP),
P4 is formally described in RFC 791 [6].

o IPvé6 : lntemet Protocol version 6 {IPv6) bs the nevwes version of Iniernet protocaol
and successor fo [Pvd, [Py uses | 25-bit address scheme that allows total of 21 or
3.4 |0 addresses. [Py is formally described in RFC 2460 (7).

« 8LaWTPAN : 6LoWPAN (IPv6 over Low power Wireless Personal Area Networks)
brings I protocol (o the low-power devices which huve limited proceasing capability.
6LoWPAN operates in the 2.4 GHz frequency renge and provides dats transfer ries
of 250 Kb/s. 6LoWPAN works with the 802,154 link layer protocol snd defines
comprestion mechanisma for IPv6 datagrame over 1EEE 8021 5.4-based networks

().

Transport Layer
The trenspon layer protocols provide end-to-end message transfer capability independeom
of the underying network. The message transfer capability can be set up on connsction,
cither using handshakes (as in TCP) or without handshakes/scknow edpements (as i UDIF).
The wrunaport laver provides functions such m error control, segmentation, Aow control and
congestion control.

o TCP : Transmission Control Protocol (TCP) s the most widely used transport layer
protocol, that is used by web browsers (along with FITTP, HTTPS spplication layer
pmnndﬂ.umummwhﬂuhmmmlh“m.
TCP ls o connection oriented snd stateful protweol. While IP protocol deals with
sending packets. TCP ensurcs reliable transmission of peckets in-order. TCP also
provides error detection capability o funt duplicste pacicets can ‘be discarded snd
bost packets are retranamitted. The flow control capabllity of TCP ensores thai
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rate ai which the sender sonds the dats is not too high for the receiver 10 process.
The congestion control capability of TCP heips in svoiding netwerk congestios and
congestion collapse which css kead w degradation of network performance. TCF is
described in RFC 793 [9).

& UDP : Unliks TCP. which requires carrying out an initial setup procedure, LDP is a
commectionless protocol. UDP is useful for time-sensitive spplications that hawe very
amall data units o exchange and do not want the overhesd of connection setup. UDP
is 4 transsction orienied and suteless protocol. UDF does not provide gosrmteed
delivery, ordering of messages and duplicaie climination. Higher levels of protocols
can ensure reliabie delbvery or enwuring connections crested wre reliable. UDP b
described in RFC 768 (10].

Application Layer

Application layer protocols define how the spplications interface with the lower liyer
protocols to send the dits over the network. The application data, typically in files, is
encoded by the application layer protocn] and enapsulated in the transpor layer protocol
which provides consection or ransaction onented commumcation over the aetwork. Port
simbers wre used for application sddressing (for example pot 80 for HTTF, port 22 for S5H.
etc.). Application layer protocols enable process-to- process connections using pors.

» HTTY : Hypertext Trnsfer Protocol (HTTP) is the application layer protocal thar
forms the fouidutlon of the Warld Wide Web (WWW). HTTP includes commands
such s GET, PUT, POST. DELETE. HEAD, TRACE, OPFTIONS, etc. The protocol
follows & requent-response model whese & client sends reqoests 10 a server vsing the
HTTP comenands, HTTP Is a stateless protocol and each WTTY request is independent
of the other reguests. An HTTP client can be s browser or an applicstion running
on the client (e.g.. an application nmning on an 0T device, a mobile spplication or
other software). HTTP protocol uses Universal Resource Wdentifiers (URIs) to identify
HTTP resources. HTTP Is described in RPC 2616 [11]. .

» CoAP : Construined Application Protocol (CoAP) is an application layer prosocol for
muchine-to-machine (M2IM) spplications, meant fir constrained environments with
constralned devices and constrained networks, Like HTTF, CoAP is a web tranafer
protocal and ses & request-responss model, however it runs on top of UDP insead of
TCP. CaAP uses & chient-server srchitecture where clients communicate with servers
using connectionless datagrume. CoAP is designed (0 easily interface with HTTP
Like HTTE, CoAP supports methods such as GET, PUT. POST, sod DELETE. CoAP
mm-mumwmmm
Giroup webalte [12).
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» WebhiSacket 1 WebSocin prosoeol alloms full-daples commaimicazion over & single

o ket comnection for wending messages betweoen client and server WohSosket i
hased on TCF amd sflrwy streams of messages (0 be send bick ssd fuorth between the
cliond snal server while Leeping the TUP conmection open. The claemt can be & brreser,
» mobile spplcstion of an loT device. WebSocket s described im BFC 6435 [13).
MOTT t Message Queue Telemmetry Trasepoet (MOTT) s 0 light -weight messaging
protoced hased on the pubdish- subscribe model MOQTT wwees o client server srchstecioe
where the client (such as a0 0T device) comects 1o the server (akso called MQTT
Hroker) and publishes messapes. 10 wpics on the server. The broker forwaends the
messages W the clients wbscribed w0 wpos MJTT 0 well asited for constrmined
envirmments where the devices have limussd procesaieg and memeory fesources
and the setwork handwidih b k. MOTT specifications se svailable on [BM
developerWorks [14)

XMPP : Eiensible Mcasaging sl Presence Protocol (XMPF) s a protecol for
rral-tme communication and wrramang XML data betwoon network entities. XMPP
powers wide range of spplications including messaging, eescnce, dila symdication,
pamng, multi-party chat snd voue/video calls. XMPP allorws wemding small chamks
of XML data from one setwark cmthty o another in nesr real-time. XMIYP s &
decentrulised protocol and uses s client-server archiecture. XMPP suppons. bouy
clieni-to-server and srver-to-server comrmumication petis. In the comsent of I T,
XMPP aliows real-tume communication between boT devices. XMPP ia describvsd i
RFC 6120 [15],

DOS : Data Distnbution Service (DS ) in a data-comtric midkdleware standard for
device Ao-devics o mmechine ot b coomouncation. DS ases o puablids ssbecribe
maxdel where publishers (cg. devices that genersie data) creste opics 0 which
submenibers (e g, devices that want ko consume dasa) can wsbscribe. Pablishcr i &
obrpes 1 pesgrmsibie fuor dats dostribution and the wabucriber u resprmuble fof receiving
published data. DDS provides quality-of-service (QoS) comtrul s configurable
velishulay. [0S i describen! s Obyect Managermens CGrvsp (080 ) DO speciticanos [ 16]
AMOP : Advasced Message Queuing Protcol (AMOFP) b an apes spplication
layer protocol for business mewsaging. AMOQP sipporis both point-to-poiml and
publishesiubscnber models, routing and queuing, AMOP bruken moene messages
from pbdibers (e p . deviees o applicatioss that peacsate dats) snd rots diem ove:
conmections i conmumers (applications that process data). Publishers publish the
mesagrs o evchanges whech then daanbute message copies s jeoucs Mesages &
cibsey delivernd by the broker 1o il consmmers whach have sabscribed w0 e queuss
or the consumery can pull the messages from the queues. AMQP specification i
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wvailable on the AMQP working group websiie [17].

1.3 Logical Design of loT

Logheal design of an loT system refers 0 an sbstract representation of the entities and
processes without going into the low-level specifics of the implementition. Tn this section
we describe the functional blocks of an ToT system and the communication AP1s that s
used for the examples in this book. The steps in logical design are described in sdditional
detail in Chapter-5.

131 loT Functional Blocks

An loT system comprises of & pumber of functional blocks that provide the sysem the
capabilities for identification, sensing, actuation, communication. and management s shown
in Figure 1.6. These functional biocks are described as followa:

» Device 1 An loT systes comprises of devices that provide senving, sctisstion, mositoring
and comtrol functions. You leamed about loT devices in section |2

« Comnmmiestlon : The communication block hundles the communication for the loT
system. You leamed sbout various protocols ased for communication by loT sysems
in section 1.2,

« Services : An loT systemn uses various types of JoT services such as services for
device monitoring, device control services, data publishing services and services fov
device discovery.

o Management 1 Mansgement functional block provides various functions 10 govern
the loT sywiem.

o Security Security functional block secures the loT system and by providing functions
such as suthentication. authoriration, message and conient indegrity, and dats secunty,

o Applieation : loT applications provide sn inerface that the users can use 10 control
and monitor various aspects of the 10T system, Applications also allow users 1o view
the system satus and view or shalyre the processed data

142 loT Communication Models
» Request-Respinse : Reques-Hesponse i & communication model in wivh the
client sends requests o the server amd the server responds o the requestl. When
the server receives a request, it decides how 1o respond, fetches the data, rotricves
resbifce representations, prepures the response, amd then sends the respomac (o
the client. Request-Response model is & stueless communication model and each
request-response pair is independent of others. Figure 1.7 showy the client-server
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Figae 1.6 Pusetional Hleeks of loT ;
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Figure 1.7: Reques-Rosponse communication moce]

inferactions i the nequest -response model.

* Publish-Subscribe 1 Publish-Subscribe s & commusication model that imvolves
puhizbers, henken sned consimens. Publishery are the sounce of data. Publisbets semd
the data w0 the wopics which e mamagod by the bruker, Publishers are ol iware of
the conmanery. Consumess subscribe 1 the opics which are managed by the broker
When the broker receives data for a opic from the publisher, it sends the dats 10 all the
submcrihed comsmuens. Figare 1R shows the pabilisher- broder-consmmer mbersctions
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Figure 1.% Pash-Pull commumicstion model

i the publish-subscribe model.

o Push-Pull : Push:-Pull |s & communication madel in which the dats prodacers push the
ats tw quenes and the consumen pull the data from the queves. Producen do not nesd
tn be aware of the comumen. Quoues help in decoupling the mossaging berween the
producers s consumers. (hesues also act 83 a uffer which helps in stisatdons whes
there s o mivatch between the mie ot which the producers push dats and the i rsie
st which the comsumers pull daa. Figure 1.9 shows the publisher-qeoue-consumes
misrmctions m the pesh-pull model

o Exclusive Pair : Exclusive Pair is o bi-threctional, fully duples communication model

Inwrrvet of Thangs - A Handa-On Approach



Figure 1.10 Exclusive Puir communication mode!

thad times & pemisent connection between the client snd server. Orsce e conmection s
setup It remuin open untl chient sends & request W clss the connection. Client
il server can send i to each other mfler connection setup, Exclusive pair is
2 sialeful commuaication mode! and the server is gware of all the open connectiom.
Figare 1.10 shaws the clicnt-server interactions in the exclusive pair model

133 loT Communication APis

In the provious section you learned about various communication models. In this secthon
ymﬂllh:ﬁﬂmmﬂnmmﬂuﬂmﬁﬁﬂhhnﬂhhuﬂnh
this book.

HEST-based Communication APl
whmmmha-ﬂwwum
wmﬁyﬂﬂﬂﬂﬁﬁﬂhﬂmnq—‘tm-ﬂh
resource sutes ure addrewsed and transfermed. REST APl fullow the request-response
communication model described in previous sectuon. The REST archivectral consting
mnhmm#hmm-mw
system, The REST architoctuml consraings are as follows:
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Figure 1.11: Communication with REST AFls

o Client-Server: The principle behind the cliom-server constraint is the scparation of
concerms. For exumple. chients should not be concermed with the storage of data which
is & concern af the server. Similarty, the server should not be comoerned shout the user
imerface. which 15 a concern of the client. Separation ullows client and server i be
independently developed snd updated.

* Stuteless: Each request from client o server must contain all the information necessary
to understand the request, and cannot take advantige of sy stored contest on the
server, The neexion staie is kepl entirely on the client.

o Cache-able: Cache construim requires that the data within a response 0 a requesi
be implicitly or esplicilly labeled as cache-able or non-cache-able. 1T o response is
cache-able. then o client cache is given the right 1o reuse thit respanse data for leier,
equivalent requesty, Caching can panially or complewely climinate some inlerictions
and improve efflclency sl ealability.

o Lavered System: Layered syviem constraint, construdnin the behavior of components
susch that each componen cannal see beyoud the immedise bayer with which they ane
imerncting. For example. & client canmot tell whether i s connected directly w0 the
end server, of 1o ast intermediary along the way. System scalshility can be improved
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Figure |12 Request-response mixle] used by REST

by allowing intenmedianies b responid 10 roquests instead of the end server, withows
the clienmt having 1o do anyihing different.

+ Unifisrm Interfnce: Uniform Loterfsce constraint requires that the methed of
communication between a client and a serves must be unifoem. Besources are identified
in the reguesis (hy URls in web based systems) and are themselves separate from the
wd_hmﬂmwwmﬁmmuﬂmm
.Mﬂ-mhﬁﬂhwmﬂmmmﬁh
the resource (provided the client has required permisiions), Each message includes
enough information to describe how o process the message.

« Code an demund; Servens can provide executable code of scripis jor clients 1 execule
in their comtext. This constraint is the only one that is optionil.

A RESTHul web service in a “web AFL” implemented using HTTF and REST principles.
mlillﬁnﬂﬁlmm#ﬂﬂm“mmhﬂHl.ﬂ
sy the mieractions in the request -respomse model used by REST. RESTIul web service
is & collection of resourrea which are represenied by URIy. RESTHul web API has 2 base
URS (g hitp/fexample.comiapiftasks). The clients send requests i these URLs using the
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Table 1.1: HTTP requenst methids and actions

methods defined by the HTTP protoenl (e.g., GET, PUT, POST, or DELETE), as shown in
Table |.1. A RESTful web service can suppont vanous [ntemet media types (JSON belug the
imoat popilar media type for RESTful web services), 1P for Siman Objects Allisace (IPSO
Alliance) hus published an Application Framework that defines a RESTTul design for use in
[P smart object sysiems [18].

WebBocke!-besed Communicalion APls

WebSocket APl allow bidirectional, full duples communication between clients and servers.
WehSocket APIs fullow the exclusive pair cotmmimcstion model described in previous
section and s shown in Figuee 1.13. Unlike request-response: APLs such as REST, the

irerrt of Thinga - & Hands-On Approach
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Flgure 1.13: Exclisive pair model ssexd by WebSocket APl

WehSocket APLs allow full duples communicstion and do not require a tew conhection o
be setup for each message to be sert, WebSockst communication begim with a connection
mmmﬁhﬂwnuhmﬁrﬂtnﬂdlmmi
is sent over HTTP and the server interprets it ss an upgrade roguest, If the server supports
Wthmﬂnnhmmmmh
conmection is setup, the clien and server can send datalmessages #o esch other in full-duples
mode. WebSocket APy reduce the network traffic and laency as there by no overhead for
connection setup amd tenmination requestn for each message. WehSocket i suitable for loT
applications that have low laescy or high throaghput requirements.

1.4 In‘rmw

big data analythcs, embedded sysema, secunty protocols and wchitectunes, communication
pmitocols, web services, mobile Intermes, and semantic search crgines. This section provides
an uverview of some uf these wchaologies which play u key-role in loT.
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14.1 Wirsless Sensor Networka

A Wiheless Sensor Network (WSN) comprises of distributed devices with senson which ane
wsed W0 mopitor the environmental and physical conditions,. A WSN consist of & mumber
of end-nodes ind routers and & coondinstor. End nodes have several senson sitiched w
them End nodes can also act as routers. Roulen are responsible for routing the data packets
from end-nodes 1o the coordinstor. The coordinator collects the data from all the nodes.
Coopdinasor also scts as a gateway that connects the WSN w the [ntermet. Some examples of
WSNs used in 10T systems are described o follows:

& Weather monitoring systems uve WSNs in which the nodes collect emperaiure,
hurrudity and ather data, which s aggreguted and analysel.

o Lndoor air quality monitoring systems wse WSNs 10 collect duta on the indoor air
quality and concentration of varions gases.

* Soil moisture monitoring systems wse WSNs o mondior sol] modsiure of varkous
loscutiomns.

o Surveillence sysiems ose WSNs for collecting surveillance data (such m moton
desection data)

® Smart grids use WSNs for monitoring the grid at various points,

* Strucneral health monliorng sysiems use WSN (0 monitor the health of structres
ihulldings, bridges) by collecting vibration deta from sensor nodes deploved st vanous
points in the structure.

WSNs are enabled by wireless communication profocols such sa TEEE 802154, ZigBee
in one of the mos popular wircless echnoloies used by WSNa. ZigBer specifications an
based on [EEE 80215 4. ZigBee operstes st 2.4 GHy frequency and offers dats rutes upto
280 Kty and runge from 10 1o 100 meters depending on the power oatput and environmental
conditions. The power of WSNa lies in their ability 1o deploy large sumber of low-cost
and bowe-power sensing nodes for continuous monitoring of eovirommental und phrysical
conditions. WSNy ere self-organizing networks. Since WSNs have large number of nodes,
mamial configuration for cach node is not possible. The self-organizing capehility of W3N
makas the petwark robust. In the event of falure of some nodes or addition of new nodes
the netwurk, Uhe petwork can reconfigure itself

142 Cloud Computing

Clowd computing 1» a tansformative companing paradigm that involves deliverng spplications
aml services over the lmtemnet. Cloud computing involves provisloning of computing,
networking and storage resources on demand und providing thess tesources as mesered
services (0 the users, in a “pay #s you go” model. Cloud computing resources can be
provisioned on-demand by the users, without requiring intersctions with the cloud service
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provider. The process of provisioning resoarces bs automatod. Closd consputing resources
can be sccessed over the network wsing standand accoss mechanisma that provide
platform-independent sccess through the use of heterogeneous client platforms such s
worlotations. lupuops, tablets and smarnt-phones. The computing amd stomge resolces
provided by cloud service providen: ane pooled 10 serve multiple users usiag mult-ienancy.
Multi-tenant aspeots of the cloud allow multiple users 10 be served by the sune physical
landware. Users are ssaigned virtual resocrces that run an wop of the physical resources.

Cloud computing services are offered 10 wsers m differem forms (see the authon'

companion book an Cloud Computiag, for instance ):

o Infrastructure-as-a-Service (LaaS) : 1aaS provides the users the ahility to provision
computing snd sorage resourers. These resimsrces are provided 10 the users as virual
machine instances and virtual morage. Users can start, stop, configure and munage
the virtual machine instances and vimual gorage. Users can deploy operating sysiema
und applications of their choice on the virual resources provisioned in the clowsd.
The cloud service provider manages the undertying infrasirucrare. Virmml resoarces
provisioned by the users are billed hased on 2 pay-per-use paadigm.

« Platform-as-a-Service (PasS) : PaaS provides the users the shility 1w develop and
deploy application i the clowud uang the development iwaols, application programming
interfaces (AP}, software libraries and services provided by the cloud service
provider. The cloud service provider manages the underlying cloud infrastricture
including servers, nctwork, opessting synems and sorage. The users, themselves, are
responuible for developing, deploying. configuring and masaging spplications oa the
choas! infrastructure,

» Soltware-as-a-Service (SaaS) 1 5aa5 provides the uvsers & complewe software spphication
or the user interface 1o the application itself, The cloud service provider manages
the underlying clond infrastructure including server, network, operating systoms,
storage and spplication software, and the user i sasaware of the underlying architecture
of the clond, Applications are provided w the wver through & thin client interface
(e.g.. & browses), SaaS applications sre platform independent and can be scosised
from various chient devices such an workstations, laptop, tablets snd amar-phones,
running different operating systems. Since the cloud service provider manages both
the application and data, the users are able 1o sccess the applications from snywhers.

1.4.3 Big Data Analytics

BHMEMH-Md’ﬂ-#“W.MﬂImdhm
variation), of variety, is wo large that it is difficelt o store, manage, process snd analyre
the data using traditional datibases and dats processing tols. Big dets sonlytics involves
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several vieps starting from dats clesnsing, duds siunging (or wrengling), dats processing and
visunliration. Some examples of big data gonerated by loT wysems are described as follows:

» Sensor datn generated by laT systems such as seather moniioring stations,

o Machine sensor data collected from sensors embedded in industrial and energy systema
for monitoring their health and detecting failuros

~» Health and fitness data generated by loT devices such as wearabls fitness bands.

« Duta gemerated by loT sysiemnas for location and tucking of vehicles.

* Diaia generated by retail inventory maonbloring systems.

The underlying charmctesistics of big data Inchude:

‘» Vohune: Though there in no fixed threshold for the volume of dats o be considersd
a4 big data, however, typically, the term big data is used for massive scale duta that s
difficult 10 sore, manage and process wung traditional datsbases and dats procesaing
archisectures. The volumes of duta geoerated by modern T, indusirial, snd health-care
systemu, for example. is growing exponentially driven by the lowering costs of data
wtorage snd processing srchitectures and the need 10 extract valushle insights from the
data o improve business processes, efficiency and service jo consumern,

» Velocity: Velocity is another importam characieristic of big data and the primary
resson (or exponential growth of data. Velocity of dats refers 10 how fast the duts js
generaied and how [requently it varies. Moderm IT, industrial and other systems are
generating data sl increaxingly higher speeds.

@ Variety: Variety refers 4o the forms of the dati. Big data comes in different forms
such ar structured o unstructured data, including vext data, image, sudio, video and
sensor data

144 Communication Protocols

Communicstion pridocols form the backbone of 10T systems and enable network connectivity
s coupling 1o spplications. Communication prowocols allow devices w exchange data
ower the network. In section 1.22 you learned sbout various Hnk, network, transpost
sad spplication layer protocols. These proiocols define the data exchange formats, data
encoding. addresaing schemies for devices and routing of packety from source 10 destination.
Other functions of the promcoks include sequence contml (that helps in ordering packets
 desermining lost packets), flow control (that helps in controlling the rate st which the sender
i nencling the data so thit the recciver of the network i pol overwhelmed) sad retratiamlssion

of lowt packets.
et f Things - A Mands-On Aaproach
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1.45 Embedded Systems

An Embedded System is a compuier system that has computer hardware and software
embedded to perform specific tasks. In contrast W general purpose computens of personal
computens (FCx) which can perform various types of tasks, embadded systems are designed
w perform a specific st of wks. Koy components of an embedded wystem include,
microprocessor or microcontraller, memory (RAM. ROM, cache), netwarking units (Ethernet,
WiF| adapiers), inputfoutpat units (display. keyboard, eic.) and wiormge (euch oy fash
memory). Some embedded sysems have specialised processors such as dijital signal
processars (DSPx), graphics processors and spplication specific processon. Embedied
systerns run embedded operating systems such as real-time operating sysers (RTOS).
Embedded systers range from low-cost ministurized devices such an digitl watches o
dewices mach as digital cameras, point of sale wrminals, vending machines, sppliances (such
a4 washing mschines ), eic. In the next chaper we describe hiw such devices form as iniegral

part of loT sysietni

1.5 loT Levels & Deployment Templates

In this section we define various levels of 16T systems with increasing completely, An loT
systemn comprises of the following componenis:

o Device: An loT device allows idontificothon, remote sensing, actating and remoke
monitoring capabilities. You leamed about various euunpies of loT devices in section
11

o Resource: Resources are woftware components on the 0T device for accesing,
miuﬂmﬂ;mhﬁtﬂhumﬁqmmﬂuh
device. Resources alo include the sottware components that enahle network access

for the device.
s Controller Serviee: Controller service v a native service (hat runa on the device

andd interacts with the web services. Contmiler service sends data from the device 1o
the web sorvice and receives commanis from the application (via web services) for
controlling the device.

« Dutuhase: Dutabase can be either local or in the ciowl and sores the data generated
bty the laT device.

* Web Serviee: Web services serve mn a link between the oT device, applicstion,
database snd analysis composents. Weh service can be either unplemeoniod anng
HTTP and REST principles (REST service) o using WebSocket protocal (WebSockes
service). A comparison of REST and WebSocket in provided below:
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- Stateless/Sinteful: REST services are staieless in nature. Each request contains
all the information needed o process it. Requests are independent of each other
WebSocket on the other hand is staneful in nature where the server maintzins the
state and is aware of all the open connections,

- Uni-directional/Bi-directional; REST services operale over HTTF and ane
usi-directional. Request is always sent by a client and the server responds to the
requests, On the other hand, WebSocket is & bi-directional protocol and aflows
oth client and server o send messages o each other.

- Request-Response/Full Duplex: REST services follow a request-response
comrnunication model whete the clieat sends requests and the server responds
w the requests. WehSocket on the other hand allow [ull-duples comununication
Detwioen the cliest asd server, e, both client and server can send messages o
cach other independently.

= TCP Connections: For REST services, each HTTP request involves setiing up
1 new TCP connection. WebSocket on the other hand involves & single TCP
connection over which the chent and server commumicate in a ful -duples mode.

= Hesder Uverhesd: REST services operate over HTTP, and cach request is
independent of others. Thus each request carries HTTP headers which is an
overhead. Due the overhesd of HTTP headers, REST is not subtable for real-time
applications. WehSocket on the other hand does pot imvolve overhiomd of headers.
After the initial handshake (that happens over HTTF), the client and server
m"mmmmmmhﬂ
foar real-time applications.

= Senlubility: Scalability is casicr in the case of REST services as roguesis are
‘independent and no state information nesds tn be maintained by the server.
Thus both borizontal (scaling-out) and verthcal scaling (scaling-up) solutions

' mwhmm.hmwmmh
 cumbersome due w the stateful nature of the communication. Since the server
‘mmintains the state of a connection, venical scaling |s esser for WebSockets

Jocal o cloud datsbasen.
IoT applications provide an interface that the users can use 0 conirol
hor various aspects of the loT sysem. Applications also allow users 10 view

% - A Hands-On Agproach
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1.51 loT Level1

A level-] loT sysiem has 3 single node/device thai perfornns ssosing sndfor sctuation, slores
data, performs analysis and hosts the spplication as shown in Figure 1.14, Levei-1 loT
sysiems wre mitable for modeling low-cost and low-complexity solutions where the data
involved bs not blg and the analysis requirements are not computationally intensive.

Let us now consider an example of & level-] JoT system for home sutomation. The
sysieen consiss of 2 single node tha allows conwrolling the lights and applisnces in a home
remotely. The device used in this systemn interfaces with the lighis and appliances using
electronic reluy switches. The status information of each light or applisnce is maintained in
# locul database. REST services deployed locally allow retrieving and updating the state of
exch light or applisnce in the status datshme. The coatmller service continuously moeine
the stute of cach light or appliance (by retricving state from the database) and triggers the
relay wwitches accordingly. The spplication which is deployed locally has & user interfsce
for controlling the lights or applisnces. Since the device bs connected o the Internet, the
application cian be sccesied remolely o well.

152 loT Level2

A level-2 JoT sysiem has a single node that performs sensing sod/or actuation and local
analyxis as shown in Figure 1.15. Data s sored in the cloud and spplication is unslly
cloud-based. Level-2 10T syviema sre suitable for solutions where the deta involved s big.
humeever, the primary analvsis requinment bs pod computationally intensive and can be done
locally itsell

Let us consider an example of a level-2 WoT system for sman brigation. The system
comsists of a single node Usal moniors the sotl molsture level syl controls the irrigation
system.  The device uned in this system coliects sofl moistare data from sensors. The
controller service continuously monitors the mawsture levels If the moistare lovel drops
bebow a threshold, the imigation system bs tumed on. For controlling the imigstion system
actuaturs such as solenokd valves can be aeed. The controller also sends the moisture dats 1o
the computing cloud. A cloud-based REST web service is used for soning and retrieving
madstisre data which is stored In the clood dstsbase, A cloud-based application is used for
visnalizing the moisture levels over a period of Ume, which can belp 1n making decisions
about irrigation schodules.

1.53 loT Leveld

A level-3 1oT wystem has & single node. Data is stored snd analyzed in the clood and
upplication is cloud-based as shown in Figure 116, Level-3 lo7T sysiems are witable for

fanga & Madeem, © 2019
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loT Level-1

Local Cloud

S .

M zmitrng e
prfaring Enaiyu, ores dati

i consider an example of & level-2 10T sysiem for tracking package handling. The
maints of o single node (for & package) that monitors the vibration levels for
eckage betng abipped. The device in this syster uses accolermeler and gyroscope sensors
rmonitoring vibestion levels. The controller service sends the sensor data to the cloud
roal-time using 4 WehSocket service. The data Is siored in the choud and also visusbzed
application. The analysis components in the cloud can wigger alens if
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loT Level-2
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Figure 1,15 loT Level-2

the vibeation levels hocome grester than a threshold. The benefit of wsing WebSocket service
instead of REST service in this example is that, the sensor data can be sent in real time o the
cloud. Moreover, chood based applicatinns can subscribe W the sensor duts feeds for viewing
the resl-lime daly.

1.54 loT Level-4

A level-4 loT sysem has multiple nodes that perform local smalysis Doaan is e i the
clowd and application is cloud-hased an shwwn in Figwre 1.17. Level-4 comains local and

Hntga & Maeety| £ 2015
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Figure L16: loT Level-3

chouid-based observer nodes which can subscribe (o and recedve information collected |n
the choud from loT devices. Dbserver nodes can prcess infommation and use it for vasious
systems are sultable for solutions where multiple nodes are required, the dats involved is big
andd the analysis requirementa are computationally inleasive.

Let us consider an example of & level4 10T system for soise monitorng. The system
conaiat of multiple nodes placed in different localions for monitonng noise levels in an e

Internet of Thenga - A Hargs-On Approseh
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The nodes in this example sre oquipped with sound semson. Nodes are independent of each
oaher. Each node rum mmmnﬂnﬂ“mﬂshﬂ:hﬂuchﬂﬁdnh
aored in a clowd database. The unalysis of data collectsd froen a number of podes i done
the clowd, Amummhmm-muwm

loT Level-4
Local " Choud

-

=

i

e e

Figure |.17; 1o Level4

155 loT Lovel5
Amdﬁthmt—mhhﬂlndmhmﬂwmm-mh
Figure L 18 The emi nodes that perfurm sensing and/or actiation Coordinator node
collects duts from the end nodes asd senchs 1o (he clowd. Dt bs stored snd asialyzed in the
cloud and application i cload-based. Level-$ 10T systems sre suitahle for solutions based
m-ﬁhmmmﬂﬂﬂdﬂhmﬂﬂhﬁl-ﬂhmw
are compuiationally imensive.
mum-wd-m:mmmmmmmm
mammﬁuﬂmmmmwm
ﬂmmmlmmnmm-ﬂmhﬁm-wm
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L ‘vatious sensars (such as teemperature, humidity sod CO;). The coendinator node collects
the data from the end sodes and acts s & gaicway that provides hntemet connectivity (o the
ioT systemn. The comtroller service on the coontinume dovice sends the collecsnd data to the
choud. The dats is wored in o clowd database. The ssalyuis of dats is doee (n the computing
cloud w aggregaic the dais snd make predictions. A cloud-hased application is ussd for

wisaliring the data

Figure 1.18; ToT Lavel-5

158 loT Level-&

A level-6 10T system has multiple independent eod nodes that perform sensing andfor
pctuation and send dats 1o the closd. Data is stared in the clond sd spplication is cloud-bassd
s ahown b Figure 1,19, The analytics component analyzes the dats and stores the resul
i the cloud database. The results are visualized with the cloud-besed spplication. The
centraliresd contruller » aware of the stat of sll the end aodes and sends comtrol commands

trimerogt of Things - A Hanely On Agproact s
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hr Lhie naden

Let us consider an esample of & level-6 loT system for westher monitoring.  The
systeen consists of muluple nodes placed in different locstions for monilionng empenstirs,
Tmidity and pressire in an srea. The end podes sre equipped with vinous sensors (sch s
termpersture. pressare and humidity). The em niodes send the dats o the eloud in real-time
using 8 WehSocket service. The data bs stored in & cloud database. The asalys of data is
done in the cloud to aggregate the data snd make predictions. A cloud-based application is
used for visualizing the data.

IaT Level-&

L2

T

] L it}
— Ll b
e o

Fypare 1.1%: 10T Level-6

Summary

intemet of Things (loT) refers W physical and virtmal objects that heve unique idestities
and sre cammected o the Intermet. This allows the development of telligem spplications
that make energy. logistic, industrial control, retail, agriculture snd many other domsing of

Bahgs & Msdsen. & 2019




energy sysiems, retail, logistics, industry, agriculture anil heslth. Things in loT refers to
_ capabilities. Almost all laT devices generate data in some form or the other
dch when processed by datiy analytics systens lesds w useful information i guide further
tiont. You learned about loT protocals for link, setwork, tansport and application
jsyors. Link layer protocols determine bow the data is phryvically seni aver the netwink. The
metwerk/fintcrnet layers bs respomaible for sending of IP datagrams (rom the source network 1o
he destinution network. The iranspon layer protocals provides end-1o-end mesange aumfer
capability independsnt of the underlying network. Application layer protocols define harw the
applications interface with the lower Layer protecals 1o send the duta over the nerwork. You
kermed about functional blocks of s [6T system including device communbation, services,
memsgement, security and application blocks. You leamed shoat loT commanication models
ﬂummﬂ.w,mmﬁuﬂmﬁun&MWM
REST-based and WebhSocket-based communication APIs. REST is a set of srchitocnaral
pﬂhﬁﬁﬂmmﬂpﬂﬂuﬂﬂﬁﬂnhﬂmnm‘l
resoarces and how resource states are sddressed and wansferred. A RESTTul web service
is & web API implemented using HTTP and REST principles, WebSocket APTa allow
bi-Hirectional, full duplex communication between clisnts and servers. You leamed about
nﬂumulﬂ-ﬁ-mummmwu
mmmmm.mum;mwmm
levels. A level-1 10T system has a single nodefdevice tha performs sensing andior scmation,
mmmuﬂﬁmumamzmmhnm
mummmmmwmim:mmh
|ﬂqhmda.nnhmnﬂmﬂyudhﬂuﬂnﬂudmhwn
level-d T sysiom han multiple nodes that perform local analysis. Data bs stored in the
cloud and application is cloud-based. A level-5 10T systom b ""h
coordinator node. A level-6 [oT system kaa multiple indeg ot ad 5

sensing sndlor sewation and vend dat 10 the cloud. ﬁ

Review Questions

1. Describe an cxample of an loT system in which huform!
inferred from daia.
2 Why do laT systema have to be self-adspting and self-configur

imermat of Things - A Hands-On Approsch




Introduction to internat of Things

3. What is the role of things and Inpiemet in loT?

4 What is the furction of commumication fusctional block in an loT system?

. Describe an example of loT service that uses publish-subscribe commmmication model
6. Describe an example of 10T service thit uses WebSocket-based communication.

7. What are the architectaral construints of REST?

8. What is the role of & coordinator in wirehess sensor network”?

§. What in the role of a controller service in an ToT sysem?

Hitepa & Mactiset, () 2013
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2.1  Introduction

The Internet of Things (1oT) applicathons span o wide renge of domains including (bui pot
Birmited o} bomes, cities, environment, energy syuems, retail, logistics, industry, agriculture
und bealth. Thin chapter provides sn overview of various types of loT applications for each
of these domains In the later chapeers the reser 1 guides! thmagh deeaibed implrmessations.

ol several of these spplication.

12 Home Auitomaiion

221 Smart Lighting

Smart lighting for homes helps in saving encrgy by adapting the lighting 10 the ambiem
condithnm and swiiching on/off or dimming the lights when needed. Key emabling tectmologies
for sman lighting include solid state Eghting (such = LED lighis) and [P-ensbled lights. For
walid stase lighting solutions both spectral and temporal charscteristicos can be configured
10 sdapt illumination 1o various needs. Smart lighting solutioss for home achieve emergy
savings by sensing the human movements and their environments and contrulling the lighes
accordingly. Wirchess-enabled and (miernet connected lights can be controlled remotely
trom [oT applications such as 8 mobile or web application. Sman lights with semsors for
OCCTRanCy, wmperatune, hua bevel, etc.. can be configured 1o sdapt the lighting by changing
the light intemity, color, etc.) hased on the ambicnt condifions sensed, in order w0 provide
good amblasice. In | 19] controllable LED lighting system is presensee that is cobedided with
amtient inteiligence gathered from a distributed uman wircless wensor neTwonk 10 optimise
amd coatrol the lighting systom to be more efficient and user-ofientod, A solid staie lighting
model s described I [20) and implemented on a wirches seasor network that provides
services for sensing (llumination changes and dynamically sdjusting huminary boghtoess
according 0 user preferences. In chapler-% we provide & case study o & smarnt Hghting
system

222 Smart Appliances

Maodern homes have o sumber of appliances such as TV, refrigeraton, mumsic systems,
washerfilryen. eic. Masaging amd controlling these applisnces can be cumbersome, with
each applisnce having it own controls of remote contrpll. Smart sppliances make the
management easier nd also provide vistus information 10 te users remoiely, For exampic.
unar washerfdryers that can be comrolled remoeely and notify when the
cyclo is complele. Stman thermostats allow contrulling the wmperature remolely and cen
leamn the user preferences [12]. Sman refrigerston can keep track of the itemw wored
(eving RPID tags) and sensd updaies 10 the wsers when an item s low on siock. Sman

llwhgn & Medmen 019




Figure 2.1: Applications of loT for homes
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2.2.3 intrusion Detection

Home intrimion detection xysiems use socunty cameras and sensors (iuch s PTR sensor and
door sensor ) 0 detect intrusions and mise alerts. Alerts can be in the form of an SMS or
an ernad] semt to the user. Advanced systems can even send detailed alerts soch s en image
grab or a short video clip sent as a0 email stischment. A cloud controlled intrusion desection
wystern iv described in [24] that uses Jocstion-swure services, where the goo-locstion of cach
node of @ home sutomation system bs independently detected and stored in the clowd. In
the event of intrusions. the cloud services alent the sccurate neighbors (who are weing the
home automation sysism) or local police. In [25), an intrusion detection system based on
UPaP wechnology is described. The system uses bmage processing to recognize the intrusion
und extract the intrusion subject and generate Universal-Plug-and-Play (UPnP-based) instum
miessaging for wlerin In chapter-9 we provide a case stdy on an intresion detection rystem.

224 Smoke/Gas Deteciors

Smoke detecton sre installed in homes and ildings o detect smoke that is typically an carly
sign of flre. Smoke detecton uss optical detection, lonization or air sampling technigques &)
detect smoks, Alerts raised by smoke detectons can be in the form of signals to a fire alarm
systemn. Cias detectors can detect the presence of harmful gases such as carbon monoxide
(CO), Haguid petroleum gus (LPG), ete. A smarnt emoke/ges detector [22] can mise alerts in
human veice describing where the problem ix. send or an SMS or email 1o the user of the
local fire eafery depantment and peovide visual feedback on its status (healihy, battery -ow,
eic.). In [26]. the design of & system that detects gas Jeskage and smoke sod gives visual
level indication, i described.

23 Citles

23.1 Smart Parking

Finding » parking space during rush hours in coowded cities can be time consuming and
frustrating. Furthermore, drivers blindly scarching for parking spaces create sddinonal traffic
congostion, M“ﬂ#uﬁhmwuﬁnﬂmh
h“ﬂgﬁ“ﬁﬁmﬂﬁhmﬂ”ﬂﬁq
slots and send the information over the Internet 1o unart parking application hack-ends.
These applications can be sccessed by the drivers from unan-phanes, whblets and (n-cas
navigation systems. In sman parking, sensors are used for cach parking wot. W detect
whether the alot is empty or occupied. Thin information is aggregated by & local controlles
and then sent over the Imernet 10 the database. In [29], Polycarpou o1, al. describe Latea
wends ip parking availahility monitoring, parking reservation snd dynamic pricing schemes.

Bahge & Madee @ 2014
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Design and implementation of a protoype sman parking sysiem based on wireless sensor
nerwork iechmology with features like remose parking monsionng. sumasisd guidsce. s
parking reservation mechanism is described in [30]. In chapier-9 we provide a case study
o) @ aEan parking sysiem.
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Figure 2.2: Applications of IoT for cities
-
Sinart fighting systems for roads, parks and buildings can help in saving energy, According
un [EA report [27], lighting is for 19, of global electricity use and armound
I of global greenhouse gas eminslons. lighting allows lighting 1o be dynambcally
und also adaptive to the smbicnt conditions. Sman lights connected o the Imeme:

ean be controlled remotely to configure lighting schedules and lighting intenity. Costom
lighting configurations can be set for different situations such as & foggy day, a festival,
 imformstion on the scosed embient conditions 0 adapt the lighting. Castro o al. [28)
deseribe the need for mmen lighting rysiem in sman cities. sman lighting featires s hors
o develop interoperable umant lighting solutions.

Wit of Thngs - A Hands-On Approach




58 Domain Spaciic IoTs

2313 Smart Roads

Serart roads sguipped with sensors can provide informution on drrving conditions, travel time
estimutes and alerts in case of poor driving comditions, traffic congestions and sccidents. Such
infirmstion can help in making the rosds safer and help in reducing traffic jama. lnformation
sensed from the rosds can be commumicated via Internet o cloud-based applications and
social media and disseminated o the drivers who subscribe 1o such applications. [a [31], 8
distributed und sutonomous system of sensor network nodes for improving driving safety
on public roids in proposed. The system can provide the drivers snd passengers with o
consistent view of the road stuation a few bundied meters shead of them or 8 lew dosen
miles away, so that they can react 1o potential dangers early enotigh.

2.3.4 Swructural Health Monlioring

Structural Health Monitoring systesy use o setwork of sensors 1o moniuw ihe vibradion
levels in the stroctures soch as bridges and buildings. The data collected from ihese senson
ks analyzed 1o assess the health of the structures. By analyzing the dita it is possible to detect
crachs and mechanical breakdowns, locate ihe damages 10 o structure and alvo calculae the
remuining life of the structure. Using sech sysiems, advance wamings can be given in the
case of tmminent feilure of the structure. An epvironmental effect removal based structural
health monitoring scheme in an W T envimsment is proposed in [32]. Since structursl
healty monitoing vysems use large number of wircless sensor nodes which are powered by
trucditional batteries, researchers are exploring energy harvesting techaologies w harvesting
umblen energy, such as mechunical vibrations, sunlight, snd wind [33, 34].

235 Survelllance

Surveiliance of infrastructure, public ransport and events in cities is requined o ensure
safety and security. City wide surveillance infrastructure comprising ol large number of
distributed amd Internet conpected video surveillance cameras can be created. The video
feeds from surveillance cameras can be aggregased in cloud-based scalable storage solutions.
Cloud-hased video snalytics applications can be developed 1o search for patterms or specific
events from the video foeds. In [15] & sman city survelllance system is described tha
leverages benefits of cloud data sores. v

2.1.6 Emergency Response

10T systems can be used for monitoring the critical infrastructure in cithes sach as bulldings,
gas and water pipelines. public transpon and power subwtations. 0T sysiems for fire
detection, gas and waler leakage detection can help m generating alerts and minimizing

Bahga & Madissni, 0 2018
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their effects on the critical infrastructure. JoT sysems for critical infrastrucrure monkioring
ensble aggregation and shunng of information collecied (rom large number of sensors. Using
eloud-hased architectures, multi-modal information such as sensor data, sudio, video foeds
can be analyzed in pear real-time 1o detect advernse events. Response to alerts generated by
p_hm:mhtmlhﬂumuhhu-m:ﬂtpﬁhrﬁmninﬂuﬂ:.m
of the affected sreas, etc In [36) Attwood ef. al. describe critical infrastructure respatisc
framework for sman cities. A Traffic Managemest Sysem for emergency services is
described in [37). The sysiem adapts by dynamically adjusting traffic lights, changing
relsted driving polickes, recommending behavior change w drivers, and applying ssential

wmwm-ﬁnmm-rﬂmmhﬂdn
such ns ambulances and! police cars while minimizing disruption of regular waffic.

24 Environment
241 Woather Monitoring
.ﬂ“#ﬂhﬂmmﬂmmm‘mm#mmﬂ
{nisch as temperature, hissstidity, prowsure, £ic.) snd send the data i cloud-based spplications
&nd wiormge back-ends. The data collected in the cloud can then be analyzed and visualized
by cloud-besed applications. Weather alerts can be sent 10 the wubscribed users from such
fﬂimhuhhﬂ[u]hﬂﬂh-d*quﬂwquﬂ-dmd
‘wploading information about temperarure, humidity, air pressure, light levels, LUV levels,
enrbon monoxide, nitrogen dioxide and smoke level to the Internet. In [39], a pervasive
weather monitoring system is described that is integruted with buses 1 measure weathes
varisbles like humidity, emperature and air quality dunng the bus path. In [40], & weather
monttoring system based on wireloss sensot networks is described. In chapter-9 we provide
‘:!.lﬁ.iij"m.muuﬂlu}ulm

v
242 Air Poliution Monitoring
T hasedd air pollution monitoring systems can monitor emission of harmful gees (C0;. C0O,
#Mﬂ.jwmmmhﬂn-ﬂqmﬂw“m
collectsd datu can be snalyzed tn meks informed decisions o pollutions control spprosches.
i [41], & real-time air quality mositoring sysem is presented that comprises of several
distributed monitoring statbons tht communicate via wireless with o back-end server uning
mchine-to-mpchine communication. In [42). an air pollution systemn |s described that
jntegrates a single-chip microcomtrolier, several air pollution semsory, GPRS-Modem, snd o
GPS modale. In chapies-9 we provide a case stuly on sn sir pollution mositorag sysicin.
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Figure 1.3: Applications of JoT for environment

243 Nolse Pollution Monitoring

Due 1o growing urban development, noise levels in Citkes have increased and even become
alarmingly high in some cities. Nodse pollution can cause health hazards for hamans due w
sleep dizruption and stress, Nodse pollution moniioring can help in generating nodse mgs
for cities. Urban nolse maps can belp the policy milers in urban plunning snd making
pilicies o control noike levels pear rexidential areas, schools and parks ToT hased nttise
pollution monitoring sysems use a aumber of notss mondtonag statons that am deployed w
different ploces in a city. The dots on noise levels from the stutions is collected on serven
or in the clodd. The collecied data is then aggregeied 10 genenule nokie mape. In [43), a
nirlss meapping stdy for a city s presented which revealod that the city suffered from senom
nonse polluthon. b (44], the design of smart phone application b described thal allows the
users 1o continuoualy messure noise levels and send w a central server where all geoernied
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mation i aggregated and mapped 10 2 meaningful noise visaalizstion map.
- Forest Fire Detection

' mmmuum:immmﬂmﬁ.huh
t causes of forest fires including lightening. human negligence. volcanic enptions wmd
s from mock falls. Early desection of forest fires can help in minimizing the dunage. IoT

il forest fire detection systems uac & mumber of monitoring nodes deploved at different
 loentions in a forest. Each monitoring node collects messarements on ambient conditions
Inchading \empersture, humidity, light levels, etc. A system for early detection of forest
 fires b described in [45] that provides early warning of » potentisl forest fine and estimates
 the scule and inkeosity of the fire if it materializes. In [46], a forest fire detoction system
Pased ot wireless sensor networks in pressmied. The system uses multi-criteria detection
which s impiemented by the antificial neural network (ANN], The ANN fuses sensing data
cameaponding 1o multiple stzibutcs of a forest fire (such as temperature, humidity, infrared
and vindble light) 10 detect forest fires.

245 Hiver Fioods Delection

River floods caun canse extensive damage to the nameal and human resources and human
life. River floods occur due to continuous mainfull which casse the river levels 1o rise and
flow rutes (o increase raphdly. Early warnings of floods can be given by moniioring the
water level and flow rate. ToT based river food monitoring syviemn use o number of sensor
nodes that monitor the water level {using altrasonic semsors ) and flow e (using te fow
velocity sersory), Dty from & number of such sensor nodes i3 aggregaied in a server or in
the cloud. Monitoring applications raise zlerin when rapid increase in witer Jevel sod flow
e is detectsd. In [47), a river flood momitoring system in described the: measures river and
weather conditions through wireless sensor podes equipped with different sensors. In [48], ¢
motes-based sensor network for river food monitring b described. The system inchades a
water level monitoring module, network video reconder module, and data processing mndule
that provides flood information (n the form of rw datn, predicied data. and video feed.

25 Energy

25,7 Sman Grids

Siman Cind is 8 data communicanons network integraied with the clectrical grid that collects

snd analyres duta captured in nearreal-time about power trusemission, distribetion, md
Smart Girid technology provides predictive information snd recommendations

1o wtilities, their suppliers, and their cusiomens on how best i manage power.  Sman

Irtnrrest of Things - A Hands-On Apomech



a2 Domain Specific loTa

Cirids collecy deta regarding elecinicity generation (cemralized or distributed), consumption
[ startaneous of predictive), worzge (or conversion of encrgy ino other forms ), distributhon
and equipment health dats. Smart grids use igh-speed, fully imegrated, two-way
comntrnication echnologies lor eal-tme inlormation and powes exchmnge By using loT
based semsing and measurement technologics, the bealth of equipment snd the imegriy of
the grid can be cvalustod. Smar meters can capuure aimost real-time cossumgiio, rermotcly
comtrod (e comssmpion of electricity and remonely switch off supply when required. Power
theits can be prevented using sman metering. By analyring the dais oo power peneration,
wnnsmssakon and consumpion snan ginds can improve efficiency troughout the electric
system. Storage collection snd snulysis of smants grids data in the closd can help in dynumic
optimization of systesn operstions, malnensnce, usd planning. Cloud-besed msonitiing of
sman grids data can improve energy usage lovels via energy feedhack to usens coupled with
real-time pricing information. Resl-time demand response and management strategics can
b wsed for lowering peak demand and overall losd via applissce control and energy sorags
mechapisms. Condition menitoring data collected from poeer generation and transmission
systems can help in detecting faults and predicting omages. In [49], application of ToT in
arnant grid power transmissdon is described.

282 Renowablo Energy Systems

Dhee o the vanabadity in the outpal from renewashle encrgy sowrces (such as wolar and wind),
iniegraiing e into the grid can cause grid stability amd reliability problems. Vartable
custput produces Jocal vollage swings that can impact power quality. Existing grids wers
designed w handle power flows from centralized generstion sources o the loads through
transmuscion s distribotun lines, When disnbused rencsahle enery sasrces o integrated
into the grid, they create power bi-directional power fows for which the grids were ot
originally designed. loT hased systems inegemed with the transformen at the point of
imercimnection messure the elecirical varables snd bow mmch power is fod indo ihe grid. To
ennre the grid stability, one solotion s o simply cut off the overproduction. For wind eseryy
symema, closed-loop controls can be used 10 regulats the voliage st point of interconnection
which coondizate wind murbine outpets and provides reactive power sappon [12)

253 Prognostics

Energy systeems {umant gride, power plants, wind turbine famm, for instance) have s large
number of critical components that mowt function correctly so that the sysiems cen perfurm
thett operutiens comrectly. For example. & wind turbine hes & number of critical comgronents,
.5 bearingy, tuming gears, for inslzance, that must be moniiored carefully as wear and o
hﬂnﬁﬂmw*ﬁ_hmmﬂhmm
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from PMUs must be monktored in real-time for estimating the
i dummmrwmqmm;mmmdm

purposer. 10T based prognostic real-time health munsgement systenms cun pridic
e of machines or energy sysiems by analyzing the extent of devistion of a sysiem
rmial operating Erofiles. Analyring masstve smounts of maintenance data culkecied




B4 Domain Specific laTs

of semsors embedied i1 industnal machines, (o a cloud computing envimnment Wi proposed
in [31}.

26 Relall

26.1 Inventory Management
Ioventory management for retudl has bocome increasingly importast o the recent yeans with
(e growing competition. While over-stocking of products can result in additional suwrage
cxpenson atid ik (in case of perahsbles), under-stocking can lesd to loss of revenue. loT
systcms using Radio Frequency ldentification (RFID) ugs can help in inventory management
und maintaining the right isventory levels. RFID tags attached 1o the products allow them
10 be tracked in real-lime w thar the inventary levels can be determined accuracly snd
which are low un stock can be replenished. Tracking can be done wing RFID
reuders attached to the retail store shelves or in the warchouse. 10T sysiems enable remote
monitoring of inveatory using the data collected by the RFID readers. In (53], an RFID
duta-hased imventory management system (of time-sensitive nuterials is described.

2.6.2 Smart Paymenis

Smart pryment solutions such ax contact-less payments powered by lechnologies such as
mear field communication (NFC) and Blistooh. Near fick] communbeation (NFC) bs 2 st of
Mﬁ{mmmmmmuwmmmum
them into proximity or by tosching them. Cuntomen can store the credit cand information in
their NFC-enabled smart-phones and make payments by bringing the smantphones near the
point of sabe terminals. NFC maybe used in combination with Blaewoh, where NFC (which
alfers kow speoids ) initiates initial pairing of devices 10 establish a Bluetooh conection whike
the actual data iramsier tukew place over Blaewok. The apphications of NFC for contact-les
payments are described in |54, 5],

263 Smart Vending Machines

St vending mathines coanected 1 the Intemet allow remote monttarng of inveatory
levels, clastic pricing of products, promotions, and contict-less payments using NFC.
Smart-phone applications that communicate with smart vending machines allow user
preferences 10 be remembered and learned with time. When o user moves from one vending
machine T the other and pairs the smart-phisne with the vending machine, 2 user specific
interfsce is prescated. Users can save their preferences and favorite products. Sensors in
a simart vending machine monilor its operations and wod the data 10 the cloud which can
hmnxpndm-m.mmm_“#u-
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vending machines in their vicinity and share their inventory levely so that the customens
am be routed 1 the nearest muachine in case o product goes out of steck in 4 muchine. For

itema, the smuan vomding machines can reduce the price a1 ibe expiry dale nean.
New products con be recommended 10 the customens based on the purchine hiswory s

irvart Pyt

e

Figure 2.5 Applications of loT for retail

2.7 Logistics

2.7.1 Roule Generation & Scheduling

Maodern mnnsponation sysiems are driven by data collected from multiple sources which
is proceswed to provide new servicos o the stskeholden. By collecting large amoant of

irdarnat & Things - A Hames-On Apgeoach
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data from various sources and processing the duts inte wselul information, data-driven
tratspertation systems can provide new services such as advanced rome guidance [62,
63, dynamic vehicle routing [64], smticipating customer demands for piciup and delivery
prohlem, for mstance. Route generation and scheduiling sywiem can genersic end-to-eind
routes using combination of route patterns and transportation modes and feasible schedules
based o the availability of vehicles. As the ransportation network grows in ze snd
complexity, the number of possible route combinations increases expementially. loT based
sysiens backed by the cloud can provide (st response U tie route genersthon queries and
can be sciled up 1o serve a lage transportation network.

2.7.2 Fleet Tracking

Vichicle flest tracking systems use OPS iechnology 1o track the locations of the vehicled in
real-time. Cloud-hased fleet tracking sysems can be scaled up on demand 1o handle large
number of vehicies. Alerts can be generaled in cuse of deviations in planned rootes. The
vehiele locations and routes data can be aggregated and analyzed for detecting bottlenecks
in the supply chain mch an raffic congestion on coutes, assignments and generation of
aliermative routes, and supply chain optimizacion, In (58], & fest tracking sysiem for
commercial vehicles is described, The system can analyze mescages sent from the vehicles
o identify umexpected incidentn and discrepancies betweon actual and planned dista, so that
remedial actions can be leken,

2.7.3 Shipmeni Monltoring

Shipment monbtorng solutiens [or transportatbon syslems allew monitoring the condition
inside containers. For example, container carrying frosh food produce can be moniiored
to prevent spoilage of food. loT based shipment monitoring systoms use sensors such s
temperature, pressure, hutnbdity, for instance, o montior the conditions inside the containemn
and send the data 1o the clodd, where it can be analyzed 1o detect Tfood spoilage. The analynis
and interpretation of data on the eavironmental conditions in the container and food ruck
posttioning cun enuble mure effective routing decisions in real time. Therefore, it is possible
b0 titke remedial measwres sech as - the food that has a limbied Gme budge before i gets
rotien can be re-routed 10 a closer destinationa, alerts can be mised to the driver and the

distribetor about the transit conditions, such as container lempersture exceeding the allowed
limht, humidity levels going out of the allowesd limit, for instance, and corective actions

can be wken before the food ge demaged. A cloud-based framework for real-uime fresh
food supply tracking and monitoring was proposed in [61]. For fraglle products, vibratlon
levels during shipments can be tracked using scoelervmeter snd gyroscope sensord atiached
o 10T devices. In [39), u syaem for monioning oomuuner integnty and operutiog conditions

Banga A Maclsstii, & 2014




Figure 2.6 Applications of loT for kogistics

i descrihed. The sysiem monnors the vilwaton patiornn of & container and s conternts
o reveal information related to its operating emaronment and integnity dunng transport,
hanclling and smragre.

274 Remote Vehicle Diagnostica

mmwmuﬂmﬂhhhwhhnmﬂm
famlts. These diagnostic systems use on-bosnd boT devices for collecting data on vehicle
aperation {such as speed, engine RPM. coolent semperatiare, fasub code number) and status of
varicus vehicle wub-sysmems. Such data can be captured by inegrating on-board diagnostic
systems with loT devices using presocols such s CAN bus. Modern commencial vehiches
support on-boerd dagnostic (OBD) sandards such as OBD-11. OBD systetms provide
resd-time data on the status of vehicle sub-sysems and diagnostic wouble codes which
allow rapidly ientifylag the falis in the vehicke 1T basad vehicle diagnossh systems can
send the vehicle data 1o centralized serven or the clowd whers it can be snalyssd o generme
MHWMIIMI!IHLIEH&H“WW‘HH
faadt estirarion syssem is described. The syviem makes use of on-boand vehicle diagnostics
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dovice and expert syslem W achiove real-ime vehicle diagnostica wad (el warning.

2.8 Agriculture
2.0.1 Smart Irrigation

St rigathon sysiems can improve crop yields while saving waler. Sman brmigation
systerns use I0T devices with soil moistiure senson 0 determine the amoind of moisture in
the soil and release the flow of water through the irigation pipes only when the moistre
levels go below a predefined thresholld. Seixart irrigation syseris also collect molstume leveld
measwrements on & server of in the cloud where the collecizd data can be asalyzed o plan
walering schodules. Cultivier's RainClowd [ 56] 18 a device for vman irrigation that uses water
valves, will sensor s 5 WiFi enabled programmable compiater.

T |
sLg Ry - l.'!llrdlj-ﬂg_ :
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Figure 2.7: Applicaions of 1oT for agriculure

Bahga & Madeets, ) 2013
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282 Green House Control
'.hmnmmmwmmumm.mmmmh
rowth of plants. The climmologicsl conditions inside 4 green house con be monitored and
controlled to provide the best conditions for growih of plants. The lemperatiire, humidity, soil
moisare. light and carbon dicide levels are monitoned asing sensors and the climatological
conditions sre controlled sutomatically using scruation devices (such as valves for refeusing
water and awiiches for controlling fans). 10T systzms play an important role in green
house control and help in improving productivity. The data collected from vanons sensors
s stored on centralized servers or in the closd where analysis bs performed o optimize
ihe control sirategies and alvo cormelate the productivity with different control sirategies.
Tn {571 the devign of a wircless senning and control system for precision green house
manngement s described. The system uses wireless setsor network W monitor and costrol
the agricubural parametens like iemperature anid humidity in real time for betier management
and maintensnce of agriculumnl production.

2.9 Industry

29.1 Machine Disgnosis & Prognosis

Machine prognosis refens 1o predicting the performance of & machine by analyzing the
dain on the current operating conditions and bow much deviations exist from the normal
operating conditions. Machine diagnosis refers 10 determining the cause of o machine
fault. 1T plays a major role in both prognosis and diagnosis of industrial machines.
[nddustrial machines have a lerge number of components ihat must function correctly for the
machine i perform ils operations. Sonsory in machines can monitor the opersting comditions
soch as (temperature and vibration levels). The sensor data measarements are done on
timescales of few milliseconds 1 few weonds, which leads 1w generation of massive amount
of data. 0T base! xysiems inegruted with cloud-based storage and analytics back-ends
can help in storage, collection and analyvis af mch massive scale machine sensar duga
A number of methods huve been proposed for relishility analysls and foult prediction in
machines. Case-hased reasoning (CBR) i a commonly wsed method tul Rads solations i
new problems bused an past cxpenence. This past expericace in organized and represented
us cases in a case-base. CBR is an effective technigue for problem enlving in the fields in
wihibch it in hard (0 establish 8 quantitative mathematical model. such as machine diagnosia
and prognosie. Since for each machine, duta from o very luge mumber of sonsor i oolkecied,
ustng such high dimensional daza for creation of case library reduces the case retrieval
efficiency. Therefore, data resfuction and feature evtraction methods are ased (0 find the
represeniative set of featores which have the wame clasaificanon ability as the complote of

Inbermiest of Thimgs - A Mands-On Approach
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Figure 2 8 Applications of loT for industry

featwres. A CHR based machine fesult diagnosis and prognosis approach is described in |31
A warvey on recent trends in machine diagnosts and prognosis slgonithems is presented in [65]

29.2 indoor Alr Quality Monlioring

Moubloring indoor air quality in factories is important for health and safety of the worksm

Hurmiful and wxic geses such as carbon monoxide (C0), nitrogen monoside (Y02), Nimogen

Dioaide (NO: ), etc ., can cause serfous health problems, JoT hased pas monitoring systems
can help in monitoring the indoor air quality using various gas sensors. The indoor akr

quality can vary for differem locations. Wirsless sensor nstworks based JoT devices con

identify the harandous romes, so that corrective measures can be taken W ensure proper

ventilation. In |66] o hybtid sensor system for indoor alr quality mondioring is prosenied,

Bahga & Madisstti ) 2011
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ey (for coverage). In [67] & wircless solution for indoor sir quality monismonng is

ae 1 various forme such m belts und wrist-hands. The wearable devicos fiorm a
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type of wireless sensor networks cafled body srea nerworks in which the measurements fram
& number of wearmble devices are continos sem 10 4 master node (such 2s 2 uman -phone)
which then sends the data 10 & server or o cloud-bused back-end for analysis and archiving.
bhﬁ-mputﬂmmmdruﬁtmﬂmﬂh:lllhrmdumm“jhnﬁ
conditions or anomalies. Commonty uses hody sensors include: body iemperature, hean
rase, pulse oximeter oxygen saturation (SPa2), blood pressure, electrocardiogrm (ECG).
mervement (with sccelerometem), and clectroencephalogram (FEG). An ubiguizous mobiliy
approach for body sensor networks in health-care s proposed in [72]. In {73], a wearsble
ihapuiicnis bealil-care monitoring system b presented that uses integrated elestrocandiogram
(BL'G), accelermmeter and oxygen ssturstion (Spi¥l) sensors. Fithit wristhand [74] is »
wearable device thar wacks seps, distance, and calories bumed during the day and slecp

qiality at night

2.10.2 Wearable Electronics

Wearahle electronics such ns wearabde gadgets (smant watches, smant glasses, wristhands,
etc,] und Fashion electronics (with electronics integred in clothing anid accessones. (g
Google Glass or Moto 360 sman watch) provide varbous functions and features (o assist
s in our dafly sctivities and moking us jesd healthy lifestyles. Sman watches that rn
tobsile operuting sysiema (such ms Android) provide enhunced functionality beyond just
timekocping. With smart watches, ihe asers can search the Inlernet, pluy sudin/video files,
ke calls (with or without paired mobile phoocs), play games and use various kinds of
mobile applications [68]. Sman glasses allows usery tn take photos gnd record videos, get
map directions, check Might starus, and search the Intemet by using voice commands [69).
Smart shises monitor the walking or runuing speeds and jurnps with the help of embeddad
sensors and be paired with smart-phones to visualize the data [T0]. Sman wrisibands can
track the daily exercise and culories i [71].

Summary

In this chapters you leamed about domain specific applications of Internet of Things (loT).
For homes. JoT has several application sach as sman Hghting that sdapt the lighting to s
the ambient conditions, sman spplisnces that can be remotely monitored and cantrmdled,
introskon detection systems sad smart smoke detectors, For cities, applications of loT include
sanrt parking system thal provide stahis updsies on available shots, wmart |ighting thit helps
i saving eoergy, sman roads that provide informazion on driving conditions and soroctaral
health monttonng systems. Frr environment, you learnesd about loT applications including
westher moniuring, air and nolse pollution. forest fire detection and river flood detection

Banga & Madesmi, (0 2011
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ems. You learned sbout loT applications for encrgy systems including smar grids, grid
lptegrution of renewsble energy sources and prognostic health management ysiema. For
etall domain, you learned sbout IoT applications such as inveniory managemen, smart
ents and smart vending machines. For agricultre domain, you leamed shout sman
rigatic wuwh“mmﬂ“m&mm

itrol sysieems. You leamed about the industrial applications of loT incloding machine
diagr dmmhﬂhmmnﬂimﬂuhm:
of fulis and indoor air quality systems. You learnsd shout laT applications for health
i lifestyle such ux health and fitness monitorng vystems and wearable electronics. The
plications generuie much value to the end wsers and also provide new revenus opportiaitics
10 service and sysems providers when integrated (o rating. billing and financial applications.

pviow Questions

1, Determine the 10T-levels for designing home antomation loT syssems including sman
lighting snd intrusion detection,

2. Deiermine the loT-levels for designing structural health monitoring system.

. Determine the vanous communication modcly that can be used for weather monstoring

wystem. Which is a more sppropriate model for this system, Describe the pros and

cons.
' Dietermine the types of data generated by u forest fire detection sysiem? Describe
 ahemarive approaches for sioring the data. What type of analysis |s required for forest
fire detection from the data collected?
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3.1 Introduction

I Chusguer-1, you learned about the definition and churacteristics of Istemet of Things
(loT). Another term which is often used synonymously with loT is Machine-to-Machine
(MZM). Though 10T and M2M arc often used interchangeably, these terms have ovolved
from different hackgrounds. This chapter describes some of the differences and similarities
between [oT and MIM.

32 M2m

Machine-to-Maching (M2M) refers to networking of machines (or devices) for the purpose
of remole monitoring end control and dats exchange. Figure 1.1 shows the end-to-end
architecture for M2M cystema comprising of M2M area networks, communication network
and application domadn, An MIM area network comprises of machines (or M2M nodes)
which have embedded hardware modules for sensing, actuation and communicstion. Yarious
communicition prtocols can be uied for M2M local srea networks such as Zighee,
Bluciooh, ModBus, M-Bas, Wirdess M- Bus, Power Line Communication (PLC), 8LoWPAN,
IEEE 802.15.4, etc. These communication peotocols provide conmectivity between M2M
nocies within an MIM erea network, The communication network provides comnectivity o
remoie MIM arca networks, The communication network can use either wired or wirckess
netwocks (1P-based), While the M2M wrea networks use either proprietary or nos-IP based
commumication prowocols, the communication natwork uses [P-based netwiords. Since non-TP
based protocols are used within M2M area networks, the M2M nodes within one setwork
canot communicate with nodes in an exiernal network. To enable the communication
between remole MIM area networion, M2M gateways are used.

Figure 3.2 shows a block diagrim of an M2ZM gateway. The communication between
the MIM nodes and the M2ZM gateway is based on the communicarion protocols which
are mative to the M2M area petwork. M2M gateway performs protocol trusslations o
enable IP-connectivity Tor M2IM area networks. M2M geizway acts ua 8 proxy perfomiiog
ranalations fronsio native projocals inffrom Intermet Protocol (TF). With an M2M gateway,
each node in un M2IM srca network appears s a virualized pode for externnl M2M sres
netwarks.

The M2M data in gathered into point solutions such as enterprise applications, service
sasigement applicaions, of remode monitoring apphcanons. MM hes varioos application
domains such as sman metering, home sutomation, indusinal sutometion. dnat grids, elc.
MIM solation designs (such s data collection and iorage srchitectres and applicstions)

sre specific w the M2M application domain

Bahga & Madestil, & 3018




Thoagh bath M2M and loT imvolve networking of machines or devices, they differ in the
werlying tochnologies, sysiems architectures und types of applications.
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The differcnces hietween MM and ToT are described us follows:

+ Commusication Protoeols: M2IM and loT can differ in how the commimication
between the machines or devices happens. MIM uses cither proprietary or non- 1P
based communication protocals for communication within the M2M area netwerks.
Commenly uses MIM protocols include Zighee, Bluetoob, ModBus, M-Bus, Witk
M-Bus, Power Line Communication (PLC), 6LoWPAN, [EEE R02.154, Z-Wave,
cie. The focus of communication in M2ZM is asually on the proiocols below the
mnuth;ﬂ.mrmnlmmmtﬂhmﬂymhwmm
the network layer such as HTTE CoAP, WebSocket, MOTT, XMIPE, DS, AMGE,
ete., as slown in Figure 1.3

o Machines in M2M vs Things in 1oT: The “Things" In loT refers w physical objects
that have unique identifiers and can sense snd communicate with thekr exiernal
environment (and user applications) or their infemal physical stares. The unique
identifkers for the things n 10T ane the 1P addresses (or MAC addresses). Things have
software components for sccessing, processing, and storing sensor information, of
controlling actustor comnected. 0T systiems can have hetorogeneous things (2.5, &
home automation 16T system can include loT devices of various types, such s fire
mmdmﬂﬁﬂn;mﬂh&n#.lﬂmﬂwhmmht
typically have homigencous machine types within an M2M area network.

« Hardware vs Saftware Emphasis: While the emphasis of M2M ks more on hardware
with embedded modules, the emphasis of 10T is more on software. loT devices run
mmmmhwhmﬂmﬁnh-ﬂrd-dmﬂhh
choud through [P-based communication. Figure 3.4 shows the various compeonents of
laT systems including the things, the Internet, communication infrastracture and the

apptications

o Data Collection & Analysis: M2M data is collected in point solutions and ofien in
un-premifses storage infrastruciure. In contrast 1w MIM, the duta in loT is collected
in the cloud (can be public. privade or hybrid cloud). Figure 1.5 shows the various
loT-levels, and the loT components deployed in the chowd. The analytics component
mmalyzes the dats sid stores the resulty in the cloud datuhase. The foT dita and analysis
results are visualized with the cloud-based mpplications. The centralized conoller
s wwitre of the statis of ull the end nodes amd sends conirol commands o the nodes.
[heerver nisdes can process information and uae it for various spplications, however,
obacrver podes do ool perform any control functions.

s Applications: M2M data is collected in point solutions and can be accessed by
o premises applicstions such as diagnosis applicatioms, service munagemeni
spplications, and on-promisis enterprise spplications. 10T data is collected in the cloud

thatiga & Mabastn. 304
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und can be scoessed by clowd applications such as analytics applications, emterprise
applications. remote dignenss and manugeenen! applications, eic. Since the scale of
data collected in [T is 0o maseive, clood-based real-time and hatch dats snalyviy
Frameworks are used for data mnakysis.
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Figure 3.3 Commumication in loT is (P-based whereas M2ZM uses non- 1P based networtk
mmmwmnuﬂﬂmuhuhinh-ﬂmmmmrmm
wherzas loT is based on protocols above the netwoek layer.
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Figure 3.5 10T levels and 10T cloud companents

3.4 SDN and NFV for loT

In this section you will learn abowt Software Defined Networking (SDN) and Network
Function Virtualization (NFV) and their applications for loT.
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34.1 Software Defined Networking

Software-Defined Networking (STIN) is a networking architecture thes separstes the control
#mwmmﬁmumm Figure 1.6 shows the
eonventionsl setwork architecture built with specialized hardware (switches, roalers, cic )
Network devices in conventional nerwork architectures are genting excesdimgly comples with
the increasing mumnber of désributed protocols being tmplemented and the mse of propeistary
hartware and imerfaces. In the cotventonal network architecture the control plane @ data
mnmﬂMMHhmdhﬁﬂMEﬁlkﬁuﬂuﬂ
muting message traffic while the data planc s the pan of the network thet carries the paylosd
duta traffie.

Figure 3.6c Conventional network archilecture

The limitations of the conventions] network wehitectures are o follows:
» Complex Network Devices: Comventional networks sre gesting incressingly comples
with more wd mose protocols being implemmented o smgrove link speeds and reliability

frmmrrat of Things - A Hends-On Approach
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Figure 3.8: SDN layens

Imteroperability is lmited due w the lack ol Mandand and open interfaces. Netwuork
devices use prupnictary hondware and software and have slow produoct life-cycles
limiting innovation. The conventional networks were well suited for static taffic

Banga & Maciee, @ 2015
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putterns wnd had o large oumber of protocols designed for specific spplications. For
IoT applications which are deployed in cloud computing environments, the traffic
patierns ure more dynamic. Due w the complexity of conventional netwark devices,
making changes in the networks 0 meet the dynamic traffic patterns has becoms
increasingly difficult.

s Management Overhead: Conventbonal networks involve significas management
everhend. Network menagers find it incressingly difficult 1o ranage multiple setwork
devices mnd imterfaces from multiple vendors.  Uipgradation of network neguires
configuration chenges in muktiple deviess (switches, routers, firewalls, o )

» Limited Scalahility: The virualization rechnologies wsed in clowd computing
envirouments hus increased the aumber of virtual bosts requiring nerwork sccew.
loT applications hosted in the cloud sre distributed actoss multiple virmual machines
that requine cachange of tmaffic. The analytics components of loT applications run
diatriberied algorithms on a large number of virtual machines thet require huge smounts
of data exchange between virtual machines. Such computing environments require
highly scalable and casy 10 manage network architoctures with mindmal manuwl
configurations, which is becoming incressingly difficult with conventional aerworks.

SON attempts to create network archilectures that are simpler, inexpensive, scalable,

agile and cany to munage. Figuren 3.7 and 3.8 show the SDN architecture and the SDN
layers in which the control and data planes are decoupled and the network controller s
 esntnalized. Software-based SDN controflers muintain a unified view of the network and
' make configuration. management snd providoning simples. The underdying infraynicure
in SDN user simple packet forwarding hardware as opprsed to specialized hardware in
mﬂm The underlying network infrastructure |s abstructed from the

. Network devices becoms simple with SDN as they do not require implementations
of & large number of protocoly. Network devices receive instmctions from the SDN controller
~ on how 1o forwand the packets. These devicss can be simpler and cost less as they can be
bailt from standard hardware and software components.

Key elements of SDN are ax folliws:

# Centralized Network Controfler: With decoupled control and dua planss and
centralized network controller, the network administrators can mpidly conflgure the
nctwork. SN applications can be deployed throigh programmabie opes API. This
specds up innovation s the aetwork sdministrators no longer need 1o walt for the
device vendors 10 embed new featunes in their proprietary hardware.

# Progranunable Open APIs: SDN architecture supports programmahile open APl
for interface hetween the SDN applicetion and control layers (Nortbound inerface),
With these ppen APl visrlous network services can be implemenied, wuch as routing,

%uﬁp-nmw
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iquality of service (QoS), sccess control, etc.

o Stamdard Communicatbon Interface (OpenFlow i SDN architeciure uses a stasdarnd
commumication tnterface hetweon the control and infrastructure layer | Sosuthbound
interface). Openflow, which i defined by the Open Networking Foundation (ONF) is
the braadly accepted SDN protocol for the Southbound interface. With OpenFlow, the
forwanting plane of the netwark devices can be difectly sccessed and manipulated.
OpenFlow wey the concept of Sows 10 idesufy network muffic basod on pre-defined
match rulen. Flows can be programmed statically or dysamically by the SDN contral
software. Figure 3.9 shwws the comgponents of an OpenFlow switch comprising of one
or more flow tmbles and a jroup tble. which perform packet lookups and forwanding.
and OpenFlow chanmel to an external comtruller. OpenFlow protocal |s implemented
on both sides of the nterface betwesn the contraller amd the network devices. The
cottrodler manages the wwitch via the OpenFlow swidich protocol. The controller can
wdd, update, and delote flow entries in fow tables. Figure 3. 10 shirws an example of
an OpenFlow Row table. Each fow table comuins o set of flow entries. Each fow
entry consists of match ficlds, counters, amd & st of natructions w apply 10 maiching
puckots Maiching starts ot the fire flow tahle and may contimee to additional flow

tshles of the pipeline [K3],

Figure 39 OpenFlow switch

Barge & Madsets ) 2013
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Figare 3.10; OpenFlow (low wable

342 Network Function Virtualizstion

MNerwork Fusction Virualization (NFV} Is a techaology that levernges virualization o
comalidete the beterogeneous nerwork devices onto industry standard high volume servers,
srliches and sorage. NFV is complementary w SDN as NFY can provide the infrassucture
on which SDN can run. NFV and SDN sre mutually beneficial (o cach other bul nol
dependent. Network functions cast be virualized without SON, similurly, SDN can rom
without NFY,
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Figure 3.11 shows the NFY architecture, as being standardired by the European
Telecommumnications Standards Instituie (ETS1) [£2]. Key elements of the NFV architecture
are m follows:

¢ Virtualized Network Function (YNFi VNF s 8 software implementation of a

network finction which is capable of running ever the NFV Infrastructure (NFV1).

s NFV Infrastructure (NFV1): NFV1 includes compute. network and shovage resources

that are virtualized |

s NFV Manugement and Orchestration: NFY Management sod Orchestration focuses

on all vinualization- specific management tasks and covers the orchestration and
Jife-cycle management of physical andfor soffware resources that support the infrastructure
virtualization, snd the life-cycle mansgement of YNFs.

NFV comprises of aetwork functions implemenied in soltware thit rin on virtualised
resourees in the cloud. NFY enables separation of network funcuons which sre implemenied
in software from the undertying hardware. Thus network functions can be easily tesied snd
upgraded by insulling new software while the hardware remains the same. Vinualizing
network Tenctionn reduces the equipment costs snd also reduces power comsumption. The
muihti-tenanted natre of the clond allows virtualized network functions o be shared for
multiple network services. NFV iy applicable only (o duta plane and contrl plane functions
in fined and mobile networks.

Let us ook at an example of b NFV can be used for vinualizstion of the hotns
networks, Figure 3,12 shows o home petwork with o Home Gatewsy that provides Wide
Area Network (WAN) connectivity w enable services such as Imemer, [IFTV, VolF, e,
The Home Gateway performs verous functions including - Dynamic Host Configuration
Protocol (DHCP) server, Network Address Trasadation (NAT), application specific gatcway
aid Firewall. The Home Guleway provides privaie [P adidresses 1o cach connectod device
in the home. The Home Gateway provides routing capabilitics and translutes the privae
IP addresses 10 one public address (NAT function). The gaeway aleo provides application
specific routing for applicetions such as VoIP and IFTV.

Figure 3,13 shows how NFV can be used 1w virtuulize the Home Gateway. The NFV
infrastructure {n the cloud hosts & virtualized Home Gateway. The vinualized gateway
provides private P addresses to the devices in the home. The virtualized gateway alwa
connects 1 network services such as VoI and TV,

Bahga & Mudwatt, 10 2013
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Summary

In this chapter you learned about the differences and similanitics between loT and MIM.
Machisne-10-Machine (M2M) typically refers to nerworking of machines (or devices) for
the purpose of remote monitoring and contral and dats exchange. An MIM area nerwork
comprises of machines (or MIM nodes) which have conbesdided hantware modules for seing,
sctuation and communication, M2M und loT differ in how the communication between
the machines or devices happens, While MIM uses cither propristary or oun-1P based

eollected in point solutions and can be accessed by on-premisis applications. 10T bs collected
in the clowd. You also learned aboul Software Defined Networking (SDN) and Network
Punction Vinualieation (NFV) and their applications for 10T, Software-Defined Networking
(SDN) is a networking architectare that separstes the control plane from the data plane
e centralizes the network controller. Key elements of SDN include centralized network
controller, progrimmable open APl and & standard communication interface. NFV is
complementary 1o SDN and levernges virtualization 1o comsal idste the heterogeneous network
devices onbo industry standard high volume servers, swiiches aid siorage.

Review Questions

I, Which communication protocols are used for MIM local srea nerworks?
2 ‘What are the differences between Machines in M2M and Things in loT?
3. How do data collection and analysis spproaches differ in MIM sad loT7
4, What are the differences between SON and NFV'!

4. Describe how SN can be used for various levels of loT7

& What is the function of & centralized network controller in SDN?

7. Describe how NFY can be used for vivalizing loT devices?

Iearmot of Thinga - A Hanas-On Approach
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4.1 Need for loT Systems Management

Internet of Things (ToT) systems ¢an have comples. softwarn, hardware and deploynaent

designs including semsors, actustors, software and nerwork resources, dats collection

and analysis services and user interfaces. ToT systems can have distribuied deployments
comprising of « number of loT devioes which collect data from senaor or perfiorm sctiation.

Musaging multiple devices within u ungle system requires sdvanced management capabilities.

The necd for managing 10T systems |s deseribed as follows:

s Awtomating Confignration: loT sysizm management capabilities cian help in
sutoenating the sysiem configurstions. Systsm management interfaces provide ]
and cavy to use management capability and the shilily o sulonuale system configursiion.
Autonation becomes even more impontant when a sysiem consists of multiple devices
of podex. Tn such cases automating the system configurtion ensures that all devices
have the same configurution snd varkstions or errors due lo manisal configurstions e
avolded.

& Maonitoring Operutional & Statistical Data: Operational data s the dus which
in related to the syviem's operating parmeters and s collected by the system o
runtime. Statistical dots |s the daty which describes the system performance {e.g. CPU
and memory usage), Management sysiems can help in momitiring operational snd
statistical data of a sywiem. This daia can be uied for fauh diagnoss or prognosis.

o Improved Reliability: A munugement system thot allows validuting the sysiem
configurations before they are put into effect can help in improving the sysem
relinhiliy.

o Systemn Wide Configuration: For loT sysiems that consist of muluple devices or
nodes, ensuring sysiem-wide configuration can be critical for the correct functioning
of the symem. Mansgement approaches in which each device is configured separaely
{either through & manual o ausomated process | can result in system faults or uodesirsble
owcomes. This happens when some devices are running on &n old configuration while
others Man running on sew configuration. To avoud this, system wide configuration is
required where all devices ae configired in a single stomic tmscctlon. This ensures
that the configuration changes are elther spplied to all devices or 10 nose. 1n the event
of & fuilure in applying the configuration 1o one or more devices, the conligumtion
changes are rolled back. This “all or nothing” approsch casires that the sysiem works
as expecieid

& Maltiple System Configurations: For same symems it may be desirable 10 have
nrultiple valld confl gurmtions which are applied st ditferenl times ar in certain sonditions.

» Retrleving & Rewsing Conflignrations: Management systems wiisch have the capability
of retrieving configurations from devices can belp in reuning the configurations for

Bafiga 4 Madisef], @ 2015
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other devices of the same type. For example, for an IoT systemn which hos sabiiple
dewices and neguires sume confi guration foe all devices, it is importan fo ensure that
when a new device bs added, the same configuration is applied. For such cases, the

munugement sysiemn can retrieve the current configuration from s device and apply the
same 1o the new devices,

42 Simple Network Management Protocol (SNMP)

Mh:mmumrmmwmhmm
and configuring network devices such a3 routers, switches, servers, printens, etc. Figure 4.1
shows the companents of the entities involved in managing a devics with SNMP. including
the Network Manugement Station (NMS), Managed Device. Mansgement Information Hase
(M1 Hﬁ:EHHFAﬂMmﬂmhﬂnh NMS exccutes SNMP coinnands io

1 ! Mmmhmmmummm
[he siricture of management data is defined in the form of varisbles which are identified by
ect identifion (OIDs), which have a hierarchical sructure, Management applications can
_gither pet or sct the values of these variahles. SNMP is an application layer protocol that
uses Ulser Datugram Protocol (LD as the transpont protocal.

mﬂhwmmumnmﬂmm
 request contains all the informathon i process (he request. The application needs b be
 Intelligent w manage the device. For  soquence of SNMP interactions, the application
~ necds fo maintain state and also 10 be smart enough 1o il back the device o
‘consistent stute in case of erron or failures in configuration.

- @ SNMP is a connectionless protocol which wses UDP as the tranapan protocol, making
~ Humreliuble as there was no support for scknowledgement of requests,

® MIBs often lack writable objects withoul which device confrgaration is not possible
.iﬁmmumuuﬂhﬂjﬂumuhﬂﬁhﬁh
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Figure 4.1: Managing & device with SNMP

o Retrieving the current configuration [rom s deviee can be difficuli with SNMIt SNMP
does pot suppon casy retneval snd playback of confi gerations.

o Farlier versions of SNMP did ot hawe strong secerity festires making the nansgrimens
informution vilnerable 1w network intruders. Though security features wors added i
the later verslons of SNMP. o increased the complexity a lob

4.3 Network Operator Requirements

Tir ackdreas the limitations of the cxisting actwork management prosocols and plan the future
work on network management, the Inermet Architeciure Board (LIAH ), which oversees the
Lluternes Engineering Task Force (IETF) held & sorkabiop e nerwork managerment in 2002
that brought ogether network opersbin and protocol developers. Based on the inputs from
operaton, & list of operator requiremnents was prepared | 122). The following potnts provide
a briel owerview of the openstor requirements.

+ Ease of mee: From the operaton pont of view, case of wse i1 the key roquinement for

Ranga & Macisstt, [ 213
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amy network managemen tochmology
* Distinction between configuration und state data: Configuration data is the set of
~ writable data that is required 1o transform the yystem from it inftial stade o s carment
Mtate State data b the data which is not configurable. State data includes
datn which in collectd by the wystem st nuntime and siatistical dats which descrides
the symem perfoetance. hmmmﬂﬂnlllwu
miaks a clear distmcuon herween comfiguration and sate dats
. “mﬂﬁ-whﬂmhnﬁhﬂtﬁ
distinction between configuration and state data, i should be possible 1 feich the
configmration and ware data separately from the managed device. Thi is useful when
-hm-d-nﬁhhhﬁ_-ﬂmhm
.-Mdhm--ﬂlﬁﬂHhrﬂ:hmh
-*hm--%*h““ﬁnmh
trmnsaction is required 1 ensure the correct operation of the sysiem.
-m:—-ﬂ—“mm:ﬂ_mw
devices should be wippored.
‘i%ﬁllhﬂhpﬂ&hmmmm
~ for going from one configuration state o another. The devices should support
 configurtion debllas with minimal state changes.
Sump wid cestore confligurations: 1t should be possible 1 dump confgurations
from devices and restone configuration io devices.
- Coafiguratbon validation. I shoubd be possible 0 validste configurations.
immlﬂ—:hﬁhlmhmm
 datshase scheman or data madels across operaton.
' Comparing configurations: Devices should not urbirrarily reorder data, so that it is
'mhu-ummmnﬂﬂmmm
meorss coitml: Devices should suppon role-based scvess control maodel,
whﬁuh-ﬁmmmumlmu.
dlﬂﬂﬂﬂﬂlﬁlﬁﬂhpﬁdﬁhnmwﬁndmh
control lists scroms devices.
m-tMMHhmh#m
m.mm-ﬂmﬂmmummm

o that »

for both data-ariented and lask-orfenied scoms comtrol. While SNMP
control s data-oriemed, CLLI access control (s weaally sk oriened. There
be suppont for both types of scoess costrol.

Things - A Hans On Appeoact
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the rale of a NETCONF client. For munaging 4 network device the client establishes o
NETCONF scesion with the server. When a session is established the clieni and server
eachange “hello’ messages which contain information on their capubilities. Client can
then semd muliiple requests 1o the server for retrieving or editing the confignmtion dats
NETCONF allows the managemeni chient 1o discover the capabilities ol the server (on the
device). NETOONF gives access o the native capabilities of the device.
 NETCONF defines one or more configurstion datastares. A configuration store contains
sl the configuration information 1 bring the device froem its initial stute w the operationsl
stte. By default o <running> configunition store is present. Additional configunstion
datastores such as <startupe and <candidase> can be defined in the capahilities.
NETUCONF is a connection oriented protocol and NETCONF connection perststs between
pmiocol operations. For suthentication, data integrity, and confidentiality, NETCONF
ot the transpen protocol, eg., SSH or TLS. NETCONF overcames the limststions
of 8¢ and s suitnble not only for monitoring stete information, but also for configuration

YANG is g data modeling language ssed 10 mode] configuration amd sate data manipulsted
by the NETCONF protocol [137, 124]. YANG modules contain the definitions of the
'_" ruidon duta, state dutn, HPC calls that can be tevmed and the formmt of the notifications.
YANG modules defines the dats exchanged between the NETCONF client and server. A
md.n&uﬁuﬂ'ﬁﬂunﬂuﬁnmﬂm.“m
'lhwmiumtpdﬁndﬂuh “leal” or ‘leal lis" constructs. Leal nodes
| uslnyg ‘container’ or “llst’ comtructs. A YANG module can import definitions
fum o ﬂhw”hmuhh“qmm
,,q, mide] both configuration data snd state dats wing the ‘confiy’ ststement. YANG
finies four types of nodes for data modeling s shown in Table 4.2
_' mhntnumhuh'ﬂﬂﬂuﬂt.luuﬂn-nmm
8 "ot i waster”, Thiv YANG module is a YANG version of ihe waster
Ll Mlﬂ[ﬂﬂhﬂﬂﬂuhmﬂlhhhﬂf
=1 i cxample in introductory tutorials on SNMP o explain how SNMP can be used
managin .mwammmmmm
b srmation, followed by fmports and fncludes, type definitions, configuration
hﬂ“dlﬂﬂ“ﬂmhiﬂm
s with the header information followed by identity declanstions which define
i types. The leal nodes ( “toasterManufactures’, ‘toasterModelNumber” and

= I Hancis-Oin Approach



Tishle 4.1: List of commaonly used NETCONF RPC muthods

“oasterStaius’ ) aee defined In the “toaster’ contalner, Each jeal node definition hus s type und
optionally i description and default valuc. The ik hax two RPC definitions ("malke-omst’

und “cancel-toast” ), A tree representation of the master YANG module is shown in Figore 4.3,

Babgs A Madashl, o 014
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or i recond instance, and is unigquely identified by the valoes of ik
key leafs. A list can define multiple key leafs and may comtain sy
rumber of child nodes of any type.

Table 4.2 YANG Node Types
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Figure 4.3; Visual representation of the Toaster YANG Module

Lt us Jook st another example of 8 YANG module. Box 4.2 shows o YANG module
for configuring a HAProxy loal balancer for a commercial websile. The module includes
cosainers for global, defaulis, frontemd snd backend sections of sn HAProxy configuration.
In the ghobal containes the leal nodes for configuration data such 48 max-connections und
mode ore defined. In the defuits container the Jeal nodey for configusation data such =
rotrien, comtimeout, etc. are defined. The front-end port hindings are defined in the froncend
container. The backend container has definithuns on the servers 1o load balance, A revsahle
tree structure called ‘server-list’ bs used for the server definitions. The “server-list” structure
in defined using the ‘grouping” construct in the module. A tree representation of the HAPoxy
YANG moduls is shown in Figure £4,

Bahga & Madiseft. (1 3015







Bahgs & Madisatii £ 411




indermat of Things - A Hande-On Approach




106 loT System Management with NETCONF-YANG

4.6 loT Systems Management with NETCONF-YANG

In this section you will learn bow to munsge IoT sysiems with NECONF and YANG.
Figure 4.5 shows the generic approuch of 10T device munagement with NETCONF-YANG,
Les is look at the roles of the various components:
« Management System: The operator uses & Management System to send NETCONF
mesauges 1o configure the loT device and receives state information and notifications
Trom the device as NETCONF meusages.
¢h_ulmummﬂn1mmum
NETCONF sessions, read and write configuration dats, read state dais, retrieve
configurations, amd invoke RPCy, programmatically, in the same way 2 an opersior

[ L1E

o Transactbon Mansger: Trasuction Manager executes all the NETCONF tramactions
and ensures that the ACLD (Alnicity, Consistency, Isolation, Duzubility) properties
hold true for the smnactions. Atomicity property ensares that a transaction is executed
elther completely of not a2 all. Consistency property ensres that o transaction brings
the device configuration from ooe valid siziz io another, Dolation property cpsures
thait concurrent execution of tmnsactions results in the same device configuration as
if transactions were executed serially in ondes. Durability property ensures that o

i Gk A :

* Rollhack Manager - Rollback manager is responaible for generating all the tmnsectiome
necessary to rollback a current configuration 10 its original date.

» Duta Model Manager: The Duts Model manager keeps track of all the YANG data
models and the corresponding mansged objects. The Data Model munuger also keeps
track of the applicationy which provide data for each part of a data model.

+ Configuration Validator. Configurution validsor checks if the resubing configuration
alter applying 1 tratsaction would be a valid configuration.

« Configuration Datahase: This datahase containe both the configuration e operationsl

ot

« Configurstion APL Using the configuration AFI the applicatons on the JoT device
can read configumtion data from the configuration datsstore and write operstional data
w0 the operational datasiore.

Banga & Wadiee. 005
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Figure 4.3; loT device management with NETCONF-YANG - a generic approach

* Duta Provider AP Applications on tho ToT device can register for callbacky for
various events using the Dum Provider APL. Through the Duta Provider APL, the
applicathons can repon statlsties and operational daty,

481 NETOPEER
While the previous sectiom descnibed a genenic approsch of loT device management with

NETCONF-YANG. this section describes u specific implementation based on the Netopeer
wals [125). Netopeer is set of open source NETCONF tools bullt on the Liboetconf

sbwr et 0f Things - A Hawess On Asgraash
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litrary [ 126]. Figure 4.6 shows bow to manage an loT device using the Netopeer wole. The
Netopeer tools include:

Figure 4.6 loT device management with NETCONF - a specific spproach based on Netopeer
todls

s Neloperr-server: Netopeer-server in a NETCOONF protocol server that s on the
managed device. Netopoer-server provides an environment for configuring the device
wuing NETCONF RPC operations and also retrieving the atate data from the device.

s Netopesr-agent: Newpeer-agent is the NETCONF protocal agent ranming &€ &
SEHITLS subsystem, Netopeer-agent accepts incoming NETCONF consection and

Bahgs & Madissiti, (@ 2011




4.6 loT Systerna Managemant with NETCONF-YANG 108

passes the NETCONF RPC operstions receivesl from the NETCONF client 1o the

o Notoperr-cll: Netopeer-cli is a NETCONF client that provides a command line
interface for imerscting with the Netopoer-server. The opermior can use the Netopeer-cli
from the mansgesment system 1o send NETOONF RIPC operations for configuring the
device and retrieving the state information.

» Netoprer-nuanager: Netopeer-manager ollows mansging the YANG s Libnstoon!
Transaction AP] (Trans AP1) modules on the Netopeer-server. Wilh Netopeer-manager
modules can be Insded or removed from the server.

» Netopeer-configurator: Netopeer configurator (s s tool that can be used w configure
the Netopeer-server.

Steps lor loT device Managemant with NETCONF-YANG

1. Creste 8 YANG misdel af the system that defines the configurntion and stue dats of the
sruem.

2 Compile the YANG model with the “Inctool’ which comes with Liboetoond.

Libmetconf provides s framework called Transaction AP](Trans AFT) that provides o meechanixzm
of reflecting the changes in the configuration file in the actual device. The "Inctool” geperaies
5 TransAFT modusle (callbacks C file). Whenever & change i maide in the configurtion file
using the NETOONF operations, the corresponding callback function s called. The calfback
functions contain the code for making the changes on the device.

3. Fill ins the 10T device management code in the TrunaAP] module (callbacks C file). This
file includes configuration callbacks. RPC calibacks and state data callbacks.

4. Build the callbacks C file w generale the Hbrary file [.so).

5. Load the YANG module (contaming the duta definitions) snd the Trus APT module (20
hinury) into the Netopeer server using the Natopeer manager tool.

6. The operator can sow cotitiect from the munsgement system 10 the Nelopeer server uuing
the Netopeer CLL

7. Operntor can issue NETCONF commands from the Netopeer L1 Commands can be
listznid 0 change the confi guration data, pet operationn] dats or execute an RPC on the loT
device.

In Chupter 11, dewiled case studies on loT device Munagement using the above steps
are provided.

IniminEt of Things - A Hends-On Approach
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Summary

In this chapler you leamed about the need for loT sysems munagement. loT sysiem
management capabifities can help in momating the system configurmtions. Management
systema can collect operational and stutistical data from loT devices which can be used for
fault diagnosis or prognoals. For 0T systems it consist of muliple devices, system wide
configuration iy important to crsare that all devices are configured within ane traniaction and
the transactions are siomic. 1t is desiruble for devices W have nubiiple conflgurations with
one of them being the active and rinning configuration. Musnagement systiems which have
the capability of retrieving configurations from devices can help in rensing the configurations
for other devices of the same type. SNMP has been o populer network motagement
protocol, however it has several limitstions which make it unwitable for loT device
management. Network Configuration Protocol (NETCONF), which is & sessbon-based
network manigement protocol, bs more sultsble for loT device management. NETCONF
works on SSH transport protocol and provides various operations 0 retnieve sand ofil
configuration dsts from devices. The configuration data resides within 4 NETCONF
configuration datistore ot (he server. The NETCONF server nesides on the network device.
The device configuration and sate datn is modeled uning the YANG data modeling linguage.
There is 4 clear separation of configuration snd stse data in the YANG models. You
learned about a generic approach for 10T device management and the roles of various
components such o the Managetent APL Trassaction Manager, Rollhack Manager, Duta
Data Provider APL You learned shout the Netopeer wols for NETCONF and the steps for
laT device Manugemend using these 1ools.

Review Questions

1. Why v nerwork wide configuration imporant for IoT syssems with multiple nodes?
2. ‘Which limitations make SNMP unsuitsble for loT systems?

3, What is the difference betwoen configuration and stite dua?

4, What in the role of 8 NETCONF server!

5, ‘What iz the function of a data model manager?!

6. Describe the robes of YANG and Trans AP modules in device management?

Bahgs & Madises, () 2018






Thiz Chapter Covers

10T Dexign Methodology that includes:
» Purpose & Requirements Specification

| = Process §

. » Domain Model Specification

| = Information Model Specification




114 loT Platiorms Design Methodology

5.1 Introduction

0T sysems comprise of multiple components and deployment ters. In Chapter- 1, we
defined aix JoT sysemn levels Esch level is suited fior different spplications and has differens
componeat and deployment configurations. Designing 10T systems can be a comples snd
challenging task as these syviems involve inteructions between various components such s
loT devices and network resosroes, web scrvices, analytics components, application and
database servers. Due 10 o wide range of choices available for each of these components,
10T system designers may find it difficult w evalusie the svallable sliernatives. loT system
designen often tend 10 design JoT systems kocping spocific producta'services in mind.
Therefore, thewr designs are tied 1w specific productservics choloes made This keads 10
product, service or vendor lock-in, which while atisfactory o the dominant vendor, is
unscceptable 10 the cavomer. For such systems. updating the symem design (o add new
features or replacing a particular producyservice choice for 8 component becomes very
comples, and in many caset may require complete re-design ol the system.

I this Chagster, we propose 3 peneric design methodology for loT system design which
is independent of specific prodect, service or programming language. foT systorn designed
with the proposed methodology have reduced deign, testing and malntenance time, bener
interoperability and reduced complexity. With the proposed methodology, 16T sysiem
designens can compare various alternatives {or the JoT system components. The sethodalogy
described tn this Chapier is generally based on the loT-A reference model [75], but is broad
enough 1o embrace other industry efforts as well. Later chapeers in this book describe the
implementation aspects of vatious seps in the propusad methodology.

5.2 o7 Design Methodology

Figure 5.1 shows the steps linvolved in the 10T sysem design methodology. Each of thess
srps 1 explamned m the sections that follim. To explam these aeps, we we the cxampleof 2
siman loT-based home autnmation system.

52.1 Step 1: Purpose A Requirements Specification

The first step in JoT system design methodology (s w0 define the puspose s requiressents

of the system. In this step, the sysiem purpose. behavior snd reguirements (such o dals

collection requirements, dats snalyus requIrcmenin sy sizm management iequurensts. data

privacy ancd security requiremmems, user interface requirements, | s cxpired.
Applying this i our example of & wmart horme silomation sysiem, the purposs snd

requirements (of the sysiem may be descrited a fodlows:

Bangs & Madmal () 2013
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Figure 5.1: Steps involved in 0T system design methodology

s Purpose : A home automation system thit allows controlling of the lighia in & home
remotely using a web application.
| s Behavior : The home sutomation system should have sutn and manual modes. In
aiit mande, the sysiem mesaures the light level in the oot ad switches on the lght
when it gets dark. In mansal moxde, the sysiemn provides the option of sumually snd
I remotely switching oniolf the hight.
» Systern Management Respilrement : The system should provide remote monitoring
and control functions.
s Data Analysis Requirement 1 The system should perform local analysts of the duts.
. o Application Depleyment Requiremsent : The application should be deployed locally
on the device, but dhould be accessible remaotely.

It of Things - A Hands-On Approach
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» Security Requirement : The system abould have banic sser suthontication capahility.

522 Gep 2: Process Specification

The second siep in the loT design methosdology i w define the process specification. In this
wiep, the wse cases of the JoT wystem are formally described based on and derived from the
prarpose and requirement specificutions. Figure 5.2 shows the process disgram for the bome
automation system, The process diagram shows the two modes of the system - atto zad
manual. In a process diagram, the circle denotes the stant of a process, dismond denoves s
decision box and rectangle denoles o stute oc sttribute. When the auto mode is chosen, the
syviem monitors the light bevel. 1f the light level in low, the system changes the stue of the
Tight 1o “on”, Whereas, if the light level is high, the system changes the state of the light w©
"off™ When the mantial mode s chosen, the sysiem checks the ight state set by the user If
the light state set by the user is “on™. the system changes the state of light 10 “on”. Wheress,
if the light suue set by the user is “off™, the sysiem changes the staie of light 1o “off™.

|

S
A4

= L

Figure 5.2: Process specification for hame sutomation loT system
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523 Step 3: Domaln Model Specification

The third siep in the loT design methodology i to define the Domain Model, The domain
muode! describes the muin concepts, entities and objects in the domain of 107 system w he
designed. Domain mode] defines the attributes of the objects &nd relstionships between
abjects. Domain model provides an sbytract representation of the concepis, objects and
entities n the loT domain, independent of any specific technology or platform. With the
domaln mode!, the 16T system designers can get un understunding of the ToT dowmain for
which the systam is 1o be devigned. Figure 5.3 shows the domain model for the home
auomation sysiem example. The entities, objocts and concepts defined in the domaln model
include:

» Physbcal Entity 1« Phynical Entity in o discrete and identifiable entity in the physical
cavirosument (e a room, a light, an spplisnce. a car, eto.). The loT system provides
information about (he Physical Entity (using sensors) or performs actustion upon the
Physical Entity (e g., switching on a light). In the home sutomation example, there e
two Phynical Entities involved - one is the room in the home (of which the lighting
conditions are to be monitored) and the other is the light applissce 1w be controlied.

» Virtual Entity : Virtual Entity is o representation of the Physical Entity in the digital
workd. For each Physical Entity, there bn 8 Virual Entity in the domain model. In the
home sutomnation exarmple. there is ane Viewal Entity for the room o be moniiored,
unosther for the appliance 1o be controlled.

s Devies : Device provides a medium for interncuons berween Phywcal Entities and
Virtual Entitics. Devices are either artached to Piysical Entities or placesd mesr Phiysical
Entities. Devices are used (o guther information about Physical Entities {e.g.. from
sensor |, perform actuation upon Physical Entities (e.g. using sctustors) or used 1o
identify Phyvical Entities (e.g., using tags), In the home sutorsation esample, (he
device is a single-board mini computer which has light sensor and actusior (relay
wwitch) sttached 1 it

s Resource 1 Resources ure software components which can be either “on-device”
o “netwark-resources”. On-device resources are hosted on the device and ioclude
software components thit either provide information on or enabile actuation dpon
the Physical Entity to which the device in attached. Network resaurces include the
software components thal are available in network (such as 2 datshase). In the home
sutomation evaniple, the on-device resource i the operating rystem that runs on the
ainglo-bowrd mind compuler

 Service : Services provide an imerface for intevscting with the Phiysical Entity.
Services access the resources hosted on the device or the netwark resaurces 1o obiain
infonmation sbout the Physical Entity or perform actustion upon the Phywical Entity.

irtarrmt of Things - & Hands-Dn Apgroach
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In the home sutomation cxsmple. there are three services: (1) & service that wis
mode o sulo or manusl, or reirieves the cumment mode; (2) @ service that sets the light
spplisnce state w0 oniofl, or resrieves the cumrent light state, and (3) 8 cosiroller service
thal runs as a netive service on the device. When in suto mode, the controller service
monitoes the light level and swilches the light on/oll and updates the stamis in the
statis datahsse. When in munsal mode, the contruller service retrieves the curremnt
state from the database and switches the light onfofll. The process of deriving the
services from the process specification and information model is described in the kiter
wocthons.

L e

g leee e e —
B . . Fﬂ?='l S S
|

Figure 5.3 Domain model of the home sutomation loT sysiem

Ranps & Macsem, § 1013
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524 Sitep 4: Inlormation Model Specification

The fenarth step in the 0T design methodology is 1o define the Information Model. Infommation
Model defines the structure of all the information in the 10T system, for exsmple, stitibules
of Virmal Entities, relations, etc. Information model does pot describe the specifics of how
the information |s represented or stored. T define the informstion model, we fimt lin the
Virtual Entithes defined in the Domain Model. Information mode] adds more details 10 the
Virual Entities by defining their atribates and relations. In the home sulomation exumphe,
there are two Virual Entities - 8 Virtual Entity for the Hght applisnce (with sttribute - light
state) snd o Virtual Entity for the room (with attribute - light level). Figure 5.4 shows the
Information Model for the home autcmation sysiem example.

Figure 5.4: Information model of the hute sutomation loT sysem

5.25 Step 5: Service Specifications

The fifth siep in the 10T design methodology is w define the service specifications. Service

mmmmmmmmmmmw

service scheduled, service preconditions snd service effects,

hhﬂﬁmlhhmhﬁ:ﬂmmﬂhﬁ:mﬂnﬂ“hﬁm

sections. Figure 5.5 shows en esample of deriving the services from the process specification

and information model for ithe bome sutomation loT sysiem. From the process apeci fication

atd information model, we ddensify the sates and anritwees. For each state snd staribaie

we define & service. These services either change the stnie or stiribuie values or reirieve the
curtenl values. For exumple, the Mode service seis mode to auio of manual of rotrieves the
cumenl mode. The Statz service seta the hight spplisnce state 1w ool or retrieves the cusrem
light stute. The Controller service monitors the light level in suto mode and switches the

Irtwenet of Things - A Hands-On Approsch
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T ool and updares the siaius in the satus database. In manual mode. the comtroller
service, retrieves the current state from ihe database snd switches the light ondoll.
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Figure 5.5: Deriving services from process specification snd information model for home
muomation loT system

Figures 3.6, 5.7 and 5.8 show specifications of the comtroller, mode and sate sevvices of
the home auwtnmation system, The Mods service is o RESTTul web service that sem mode to
st o masual (PUT request), or retrieves the current maode (GET request) . The mede i
spchated w/retricved from the datshase. The Statr service is a RESTHul web service thal sens
the light applisnce sume o onfoll (PUT reqoest), or retreves the corvent light smee (GET
resjucst ). The sate i updated Wiretrieved from the sstus deshase. The Controller service
nms as a native service on the device. When in sato mode. the controller service moniton

Babga & Mashestll, ) 2014



5.2 loT Design Methodology 121

the light tevel and rwitches the light onfofl and updates the stais in the status database.
When in munual mode_ the controller service, retrieves the current staie from ihe database

and switches the light on/oll.

Figure 5. 6: Contraller service of the home automation 10T system

526 Siep & loT Level Specification

The sixth step in the 10T design methodology is 10 define the 10T level for the wysiem. In
Chupies-1, we defined five loT deployment levels. Figure 5.9 shows the deployment level of
the home sutomation loT system, which is level-1.

5.2.7 Siep 7: Functional View Specification
The scventh step in the JoT design methodology is 1o define the Functional View. The
Functional View (FV) defines the fanctions of the [oT systems grouped intn sarious
Functhonal Crougs (FOx). Bach Functiomal Ciroup either provides funcelonalities for imerscting
with instances of concepts defined in the Dumain Model or provides infoemution relsed o
theie concepie

The Functional Groups (FG) incladed in a Functional View include:

o Device : The device PG containe devices for monitoring snd control. Tn the home

sutnmation examnple, the device FG inclodes a single boand mini-computer, a light

irgeenet of Thangs - A Hande-On Approsch
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Figmre 3.7: Service spociBication for home sutoestion loT yystem - mode service
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Figure 3.8 Service specification for bome swtomstion loT eystem - state serviee
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Figure 5.9 Deployment design of the hottie sutomation T sysiem

e Comwmnicathon : The communication FG handles the communication for the
0T system. The commmuication FG inclides the commmsaication protocals that
form the hackbone of laT systems and enable network conmectivity.  You lesred
about virious link, network. transpon snd application layer protocols in Chapter- 1.
The commmumbcation FO also includes the communication APl (vach & REST and
WebSocket) that mre used by the services snd applications W exchange duta pver the
nciwork. In the home smomation example the communication profocols inchude -
SOZ 11 (link bayer), IPVUIPYS (metwork laver), TCP (transport layer), snd HTTP
lapplicstion layer). The commundcation APl aaed b the home sitomation evamiples is
s REST-based APL

* Serviom : The worvice FG includes variows services imvolved in the loT system such

Inbedriet ol Things - A Hends On Agoroach
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ai services for device monttoring. device contral services, data publishing services
and services fur device discovery, In the home sutomation example, there ane two
REST services { mode and siate serviee) and one native service (controller wrvice),

+ Manogement : The mansgement FO includes all functhonalitien that are needed o
configure and munage the loT systam.

o Security : The wcurity FO includes security mechanisms for the loT system such w
uuthentication, suthovization, dats security, eic.

» Application : The application FG includes spplications that provide o interface w
the users to comtrod and mendtor verous aspects of the 0T system. Applications also
allow wiers to view the system sinfus and the prooessed dits

Figure 5.10 shows an cxample of mapping deployment Ievel to functional groups for
home sutomation JoT sysiem.

IoT device maps 1o the Device PG (sensam, actuation devices, computing devices ) and
the Munagement PO (device management). Resources map to the Device FU (on-device
resource) and Cormunication FG (communication APls and protocols), Controller service
maps b0 the Services FO (nallve service) Web Services map o Services FU | Database
.*mhMMtwmﬂuﬂﬁuﬁtyFﬂ[mM].
Application magn 10 e Apphication FG (web apphication, apphcation snd datstesss wervern),
Management FG (app management | end Security FG (spp security ).

528 Swep 8: Operational View Spacification
The cighth step in the 0T design mothodology is 10 define the Operational View Specifications,
In this mep, various options perulmng 1o the loT system deployment und operation are
delined, such as, service hosting options, storage opthons, device options, application hosting
optians, el
Figure 5.11 shows an example of mapping functional groups 10 operstional view
specifications for bome automation JoT system.
Operationsl View specifications {or the home sutomation csample are s follow:
» Devices: Comsputing device (Raspberry Pi), light dependent rexistor (sesor), relay
switch { actuator),
o Communication APlx: REST APl
o Communication Protocols: Link Layer - B02.11, Network Layer - IPw/TPv6, Transport
» Services
1. Controller Service - Hosted on device. implemeniad in Python and rum as a
native service,
1 Maode service - REST-ful web service, hosted on device, implemenied with

Wndernet of Things - A Hands-On Approac
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Hango-REST Framework
3. Stute service - REST-ful web service, hosted on device, implemented with
Django-REST Framework.
« Application:

Web Application - Django Web Application,
Application Server - Django App Server,
Datsbase Server - MySQL.

& Secunity:
Authcntication: Web App, Datahase
Authorteation. Web App. Database

& Muanagement:
Application Management - Django App Management
Database Management - MySQL DB Management
Device Management - Raspberry P device Munagement.

52.9 Step §: Device & Component Integration
The ninth step in the ToT design methodology is the ntegration of the devices mwd components.
Figure 5.12 shows a schematic dingram of the home ssromation loT system. The devices
and components used in this example are Raspherry P mini computer, LR seasor and relay
switch actuntor. A detailed description of Raspberry 1M bosrd and hew W interfice wenson
and actuators with the board is provided in lster chaplen.

5.2.10 Step 10: Application Development

The final step in the IoT design methodology b 10 develop the 1oT application. Figure 5,13
shows & soreenshot of the home suiomation web application. The application hai controls
for the mode (o on or smn off) and the light (on or off). In the aun mode, the [oT system
comtrols (he light zppliance suromatically based on the lighting conditions in the mom. When
ﬂrmﬂﬁhﬂﬂdﬂtllﬂlﬂﬂﬂhh#ﬂhmnﬂimmm—
state of the light. When the mno mode i disshled, the light control s enshled and it is oeed
for manually controlling the light

5.3 Case Study on loT System for Weather Monitoring

In this section we prosent a case Mudy on design of an [oT symem for weather monitoring
uning the loT design methodology. The purpose of the westher monitoring system s 1o
collect dats on environmental conditions sich s temperature, prossaree, hurmddity and lght

imnrnas of Things - A Hanely-On Approach
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Figure 5.12° Schematic diagram of the home sutomstion JoT sysem showing the dovice,
wemeay andd acTualiy segrated

i an ares wing multiple end nodes The sod nodes send the data o te choud where the data
is aggregated snd analysed.

Figure 5 14 shasws the provess specification for the westher monilonng sysiem. The
process specification shows tist the sensors are resd after flued intervals and the sensor
meangements are storod,

Figure 5.15 shows the damain mode! fur the weather monitorning wyssem. In this domasn
model the physical entity bs the enviromnent which bs being monttored. There is & virual
entity for the eovironment. Devices include temperature sensor, previure sensor, hsmidity
sensor, Hight sensor and vingle-bosrd mimi compuier. Resources are soffeam componeiits
which can be ether an-device of network resousrs. Services include the coatroller service
dhat mwwtiton Use lemmperatire, pressure hamidity and light amd sends the readings 10 the

fargas & Macheeet 1 003
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Figure 5,13 Home automation web application screenshot

O

i

] }

Figure 5. 14: Process specification for weather monitoring loT system

choud.
Figure 5.16 shows the information model for the weather monitoring system. In this

example, thers is one virtual entity for the environmen being semsed. The virtual entity
bas astributes - iemperatisre, pressare, humidity und lght. Figere 3,17 shows an etample of

immrnat of Thinga - A Hands-On Approact
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Figure 3,15 Damain model for weather monitoring loT sywem

dermving the services from the process specification snd infommanon model for the weather
Mmonitoring sysiem.

Figure 3.18 shows the specification of the controller service fov the weather monftoring
sysiern. The controller service runs as & native service on the device wnd oo iempersture,
presare, humidity and light once overy |5 seconds. The controller service calls the
REST service w0 sore these measurements in the choud, |n Chapter-§ we describe a
Platform-as-s-Service called Xively that can be used for cresting solutions for lntermer
of Things. An implementation of s controller service that calls the Xively REST APl 1o store
duta in Xberly clowd is described in Chaprer-9.

Figure 119 chemes the deployment design for the syssem. The system conmsista of multiple
noden placed in different locathons for mononng wempersiuee, bumidity snd pressure is
an area The end nodes are equipped with varigs senson (such 5 IEmperaiiT. pressure,
husmschity asal light ) The emd moades senad the data 10 the chousd ansd the dats w wared in 3 cloud

Bahga & Masissil. 1 101Y
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Figure 5,16 Information mode! for weather manitoring (0T sysem

database. The analysis of data is dome in the cloud 1o aggregase the data and make peedicrions.
A choud-based application is used for visualizing the dats. The centralized controller can
send comtrol comemands 10 the cnd podes, for cxasple, 1o configure the monitodg inserval
on the end nodes.

Figure 5.20 ahows sn cxample of mapping deployment level w functiosal groups for the
westher monitoring system. Figure 5.21 shows an exsmple of mapping funciional groups o
operational view specifications for the weather monitoring vysiem.

Figure 3.22 shows a schematic diagram of the weather monktoring vystem. The devices
und components used in this esample are Raspberry Pi mint compuier, ieimperatire sensor,
humidity sensor, pressure sensor and LDR sensor.

54 Motivation for Using Python

This book uses the Python longuage for all the cramples, though the basic principles upply
1o other high level languages. In this section we explain the motivition for using Python
for developing 10T systems. Python is a minimalistic language sith English-Hke keywords
andl fewer syneactival constructions as compared 10 other languages. This makes Python
casier 10 leam and pnderstand. Moreover, Python code is compact as compared 10 other
langusges. Python is an interpreted language and docs not require an explict compilation
sep. The Python interpeeter converts the Python code w the imtermeliste byte code. specific

\rmerest of Things - A Hands-On Agproach



132 o

m“

..................... = =
e

Controdler Service: Auns &3 a notive service on the device. Gets the current
temperature, pressune, humidity and light readings and sends to the coud database.

Figure 5.17: Deriving services from v " |

to the sysiem. Python ix supporied on wide rasge of platforms, hence Python code is exsily

ahgs & Madiwel. &) 2013
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Figure 5.19: Deployment design of the weather monitoring loT sysiem
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Figure 3.22: Schematic diagram of & weather monitoring end-node showing the device and
teTon

portable. The wide lilbmary support svailable for Python makes it an exceliont choics for
loT sywicms muumhmmmwmuﬂmdmmmm
m{ﬂhu-[.Mhmmﬂhnﬂlﬁﬂihﬂu.[.#wﬂm
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web applications {e.g.. Pyvthon web applications developed with Python web fmmeworks
sch as Django) and snalytics components (e.g. machine leaming componems developed
‘wsing Python libraries such s scikit-learn). In the next chapter you will learn the basies of

|
mw arnd all the related packages of interest that are used in the examgples in this

 Summary

I this chapter you learned about generic design methodology for 10T system dexign which
s independent of specific product, service or programming langusage. The firat siep in loT
‘ystem design methodology it 10 define the purpose and requirements of the system. In the
second step, the use cases of the JoT sysiem are fomully described hased on the purposs and
requirement spoctfications. The third step is 1o define the Domain Model which describes the
main concepts, entities and objects in the domain of 10T system to be designed. The fourth
step ks to define the Information Model which defines the structure of all the information in
the 10T system. The fifth siep is 10 define the Punctional View which defines the functiom
of the [T wywiesms grouped o various Functional Groups. The sixth step s to define the
service specifications which define the services in the loT sysiem, service lypes, service
imputsiousput, service endpoints, service schodules, service preconditions and service effect.
The seventh step is to define the Deployment & Operational View Specifications in which
vErious optinns pertaining o the loT wystem deployment and operstion are defined. The
-_#tmhhhmhﬁmwdwmﬂﬂuphhlﬂw
methodology s o develop the 0T application,

Review Questions
1. What is the difference between a physical snd virusl entity?
2, What is an loT device?
3. What ia the purpose of information model?
4. What are the various service types?
5 What |5 the need for a controller service?

ol Things - A Hands-On Approsch
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6.1 Introduction

This book uses Python as the primary programming lenguages for cxamples. This chapier
will help you in undesutasding the hasics of Python peogramming and the Python peckages
that are used in examples in this book.

Python is 3 general-purpose high level programming language. Python 2.0 was releasd
in the yvear 2000 and Python 3.0 was relesscd in the year 2008, The 3.0 version is et
hackward compatible with carfier releasen. The most recent rebease of Python is version 3.3
Currently, there is limited libeery suppon for the 3.8 versions with opersting systems such s
Limus and Mac till using Pythos 21 s defoult laageage The exercises and esamples in this
hook have been developed with Python version 2.7 The muin characteristics of Python e

Multi-paradigm programming language

Python supports more than une programming persdigms mcluding obyec-oented programming
and wtructured programming

interpreted Langusge

Python is an inerpreted language and does not require sn explicii compilation wep. The
Python inderpreter exccutes the progrem source code directly, saterment bry stabement. as a
processor of scripting engine docs

imtersctive Lenguage
Python provides an imeesctive mode in which the user can submit commands s the Python
prompi and interact with the interpreler directly.

The key benefits of Python are:

Easy-to-laam, read and malntain

Python s & minimalistic language with relatively fow keywords, uscs English keywonk
andd b fewer vyntactical constructions s compared to other langusges. Reading Python
programs is eavy with pseudo-code like constructs. Python is eaxy 1o learn yel an extremely
powerful language fir & wide range of applicstions. Due wo bt amplicity, programs wTities
in Python are generally eacy to maintin.

Object and Procedure Oriented

Python supports both procedure-onented progremming mnd obyect oriented progranuming.
Procedure onemed paradigen allows programs 10 he writien sround procedises or functions
that afkw reuse of code. Procedure onemed parsdigm sllows progrems o be wiinen sroond
objects that include both dats amd functioeality.

Hahga & Madsesl, © 2014
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Exendabile

Python is an extendable languags and allows integration of low-level modules written in
languages such as CAC++. This bs useful when you wiit 16 speed up a critical portion of 2
program.

Scalabie
Due to the mintmalistic nature of Python, it provides a mansgeable structure for lurge
programs.

Portable

Since Python is an interpreted language, programmers do not have o worry shovt compiistion,
linking and loading of programa. Python programs can be direcily executed from source
code and copled from one machine 1w other withoul worrying about postability. The Pythos
tmerpreter converts the source code 10 an intermediate form called byte codes and then
transbates this into the native languoge of your specific system and then runs it

Broad Library Support

Python has a broad libeary support ad works on verious platforms such as Windows, Linua,
Mag, efc. There are a large number of Python packages availuble for various applications
stich s machine learning. image processing, network programming, cryptograghy, eic.

6.2 Installing Python

Python is & highly portable language that works on various platforms such as Windaws,
Linua, Mac, ete. This section describes the Python inctallation steps for Windows sad Linux

Windows

hinaries for Windows cun be downloaded from hap:/fwww.python orgigetit . For
ilﬂ:ﬂlﬂlﬂiﬂﬂdﬂhﬁhhﬂhfﬂiﬂﬂﬂmﬂn?ﬂuﬂ!ﬂ“ﬂh
directly downloaded from: hiepfwww. python ong/fip/python2. 7 Sfpython-2.7.5.msl Once
the python binary is instalbed you ca nun the python shell at the command prosgs using
= python
Lirsix
Box 6.1 provides the commands for installing Python on Ubuntu

frtmrrat of Thangs - A Harels-On Agprosoh
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3

6.3 Python Data Types & Data Struclures
6.3.1 Humbers ilhhllll
Mumber data is used 1o stee numeric valies. Numbers are immitable e
mmuﬂ'dnmmwmmmwm
Box 6.2 shows some examples of working with numbers,

flahga & Madset, 5 013
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632 Strings

A sting in siouply a lst of characiens i ondes. There are o0 limits o the nusmber of characters
you can have in a string. A string which has rero characters i called sn emgy wring. Box 6.3

rmmrriet of Things - A Hands-On Appraach
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6.3 Python Data Types & Data Structures

833 Usts

List is & compounid data type used 10 group wogether other values. List itema need not all
have the same type. A list contuing beme sepacaied by commas and enclosed within square
. -hﬁi. Box 6.4 shows examples of working with liss.

intmrnet of Things - A Hamds-On Approach
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614 Tuples

A tuple is & sequence data rype that is similar w the list. A tuple consists of 3 mumber of
values separated by commas sad enclosed within parentheses. Unlike lists, the clements
of tples cannol be changed, s tuphes can be thought of as read-only lists. Box 6.5 shows
exampies of workmg with tuples.

Banga & Madmem, O 1014
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6.3.5 Dictionaries .

Dictionary i o mapping data type or & kind of hash wable ihat maps keys to values. Keys in g
dictionury can be of any data type. though numbers snd nﬂvnwm‘:‘ﬁ
whlm\nuliwuw&-nﬁnﬂ Box 6.6 shows examples on working

Iitwrriet of Things - A Hands-On Approach
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Hox 6,7 shows examples of type conversions.

Ranga & Madsetn, @ 2018
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642 for
The for stssement in Python ilerates aver ilems of any sequence (list, sring, ) in the

arder in which (hey eppear in the sequence. This behavior is different from the for Malement
in other languuges such as C in which an initislication, incrementing snd stopping criteria

are provided. Box 6.9 shows examples of the for statement.
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The while statement in Python exccutes the statoments within hlﬂtmuh'-ﬁt
while condition is tre. Box 6.10 shows a while stlement examphe.

mwmuwﬂuudmumm
Examples of rage sutement we shown in Box 6.11. '

he next iiermtion. Box 6.12 shows exaimples of break end continme usage.

Intmrrt of Things - A Hands-On Approach



64.6 pass

The pur statement in Python is a eull opemtion. The pass stasement is wsed when &
mh-ﬂdw&ﬂhﬂﬂwﬂiﬂﬁm
Box 613 shows an example of pary statement.

fiarga & Maksert, & 1013




* Functions can have defsult values of the parameters. 1f a function with defult values is
* called with fower parameters of without any parameter. the default values of the parameters

} 1 shown in the example in Box 6.15.
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All paruneten i the Python fisnctions are passed by reference. Therefore. if s
i changed within a fanction the change slso reflected back in the calling function. Box
shorws an example of parumeter passing by relerence.

Functions can also be called keeywond argumenis ihat identily the arguments
hp_mﬁ-hhﬁ-hﬂﬁinmw nl

agumsnt
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Box 6,18,

6.6 Modules

Python allmws organizing of the program code inio different modules which improves the
code readability and mansgement. A module s 4 Python file that defines some functionality
in the form of functions or classes. Modules can be imponed using the import keyword,
Aodules o be imporied must be present (n the search path. Box 619 shows the esample of
a student module that contains two functions snd Box 6.20 shows an example of importing
the wudent module and using it.

Bahga & Madiseni. ic) 201
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The import keyword followed by the module name imports all the functions in the
mwodule. 1f you want o use anly & specific function it is recommended to impon only that
Framction using the keywond from us shown in the example in Box 6.21.

mmﬂumuwm-ﬁ-wmm
modules (email, jeon. ete), eie. The complete list of standand modules is available in the
Python documentation |47, Box 6.2 shows an exarnpie of listing all names defined in s
okl wsing the baill-in dir function.




Eﬂuuﬂmﬁmhnﬁu of medubes and subpackages.
allow betier organization of modules related w0 o single spplication cnvimnment.
Far example, ummmmﬂmwmhwﬂnw
algoriihms. The package is organized o a oot directory (skimage) with

- [color, druw, eic) which ure sub-packages within the skimage package. Each
y contuing & special file named __inil__py which tells Python 1o treal directories as
mmnuw be an empty file or contain some initisliestion code for the

Python allows reading and writing (o files using the file object. The lenam
fnction is used 10 get a file abject. The mode can be read {r), write (w), appead (s
and write (r+ or w+), tesd-binary (rh), write-binery (wh), cic. Box 624
ﬂﬂq--ﬁhﬂﬂdmmﬁﬁmhﬂﬂﬁdﬂ
function in called which closes the file ohject.

it of Things - A Hanos-On Approsch
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Bu 6.25 shows un example of reading line by line from a file uxing the readiine function.

mmmuwﬁmuﬁdumh-mﬁqhm

Bangas & Madiset 0 2013
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Bax 630 shows an example of writing # file using the write function,
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610 Classes

Python |s an Object-Oriented Programming (OOP) language. Python provides wll the
standard features of Object Oriemed Progranuming such as clusses, class varishles, class
methods, inheritance, function overloading. amd operstor overioading. Let us briefly look s
these DOP cancepes:

Class
A class is simiply 1 reprosentation of a type of ohject and uscr-defined protorype for an object
that is compased of thres thinge: a name, tribuies, and operations/methods.

Instanca/Object
Object ks us instance of the dats mructure defined by a clam.

Inhetitance
Inbetitance is the process of forming & new clasas from an existing class or base clas.

Function overicading
Function overloading is a form of polymorphism that allows s function o have different

meanings, depending on its context

Operntor overioading
Operator averloading is a form of polymorphism that alloss assignment of more thun one
function 1o & particular operator,

Function overriding

Function overriding allows a child clas to provide & specific imphementation of & function
that is already provided by the buse cls. Child class implementation of the overridden
that is shared by all instances of the class Studens and tx pccessed by Srudent.

The variahles name, id and grades are instance varisbles which are specific o each inatance
of the class. There is & special method by the name __inis__ () which s the clas constrictor

it of Things - A Hands-On Apgroach
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The class comstructon nitialires 3 sew imstance when it bs creased. The function __del__() s
the claas destrucior.

Banga & Macimett © 3019
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Bax 6.34 shows 0 example of class inheritance. In this example Shape 1s the base cliss
und Circle is the derived class. The class Circle inhiorits the attributes of the Shape class.
The child class Cirele overrides the meihods and atributes of the hase class (eg. dr()

itmrrnt of Things - A Hands-On Approacn
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611 Python Packages of Interest for loT

6.11.1 JSON

JavaScript Object Notation (JSON) is un casy 10 read and write serchange format.

JSON is used as pa aliernative 10 XML and is is casy for machines o pane snd generule.

JSON b built o0 two structures - a collection of name-value pairs (e.g. & Python dictionary)

and orcheredd lists of values (c.g.. & Python list).
M-Fh#ﬂhmﬂmmhﬂnm_

mnmmum.muﬁwhm

m:wﬂlmﬁmm-m
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Exchaige of informtion encoded ay ISON imvolves encoding and decoding sieps, The
Python JSON package | 109] provides functions for encoding and decoding JSON.
Box 6.36 shows an cxample of JSON encoding and decoding.

Bahga & Madiseth, £ 2014
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B11.2 XML

XML {Extensible Markup Language) is o data format (o structired document interchange.
Box 6.37 shows an example of an XML file. In this section you will leam how w
parse, read and write XML with Python. The Python mneictom library provides a minimal
implementation of the Document Object Model interface and has an API similar i that in
other languages. Box 6.38 shows a Python program for parsing an XML file. Bax 6.35
showrs @ Pythan program for creating an XML file.

irteenst of Things - A Hards-On Apgroach
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6.11.3 HWTTPLID & URLLIb
HTTPLib2 and URLLIN2 are Python libearies used in networkfintemet programming (111,
112]. HTTPLIbZ is an HTTT cliest library and URLLIbY is u libeary for fetching URLs.

Box 6,40 shows un exumple of an HTTP GET request using the HTTPLib. The varisble
reap comtains the response headers und conrens comtains the content retneved from the URL

Box 641 ahiws an HTTP request example using URLLIb2. A request object “
by caillinng wrllib2 Requiesr with the URL 1o fewch as input perameter, T Lwrle
is called with the rerquest abject which returns the response object for the r
The respome object is read by calling read function.

irtmenat of Things - A Hands -On Approach
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£11.4 SMTPLIb

Simple Mall Transfer Protocol (SMTP) i a protocol which handles sending email snd
oting e mail between mail servers. The Python smiplib module pravides an SMTP client
session object that can be used 10 send emuil [113].

Bos 644 shows o Python example of sending email from a Gmadl scoount. The string
message contain the email message to be sent. To send email from a Grmail account the
Gimail SMTT server is specified in the server wring.

To send un email, first o connection is established with the SMTF server by calling
it pli SMT P with the SMTP server nume and port. The uscr name and password provided
are then used 10 Jogin into the werver. The email is then sent by calling sevver.sendmeil
finction with the from adidsess, 10 address list und message o input parameters.

letmnet of Things - A Hangs -On Aggromch
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Summary

It thiis chapeer you learned the essentials of the Python programming language. Python is s
pereral-puresc. high level programming Language thal wpports more than one programining
paradigins incluling ubject-oriented programming and sructired programming. Python i
i iverpreted language and does nol requine an explicit compilation sep. Python provides
an imeractive mode in which the user can wbmit commands st the Python gromge and
tntersct with the inierpreies directly. Python suppons both procedure-orented programmeng
and uhject-oriented programming. Python prgrams can be directly exevuted from source
codde wndd copied from one machine W another withoul worrying about portabilicy. Pythos
mmthmmmmu‘mum
Comtrol flow stutements in Python include i f, for, while, breat, continue, range s pas.
A fusction in Python is & block of code that begins with the keywoed de f fullowed by the
functson i st parcatheses. Python allows organining the program code it different
modules which improves the code readability and makes i@ easy w manage. Python packagss
allorw bemer organization of modules related 10 8 ungle application envimoament. Python
provides all the standand festires of Object Onested Programming such as claves. claw

Bahga & Macwesii. @ 201%
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varishles, class methods, inberitance, function overfoading, and operstor overjoading.

Review Questions

1. What is the difference between procedure-oriented programming and object-oriemed
programming !

1 What is un interprered language?

3. Describe u use case of Python dictionnry?

4. What in a keyword argument in Python?

5. What are variable length sngument?

6. What is the difference betwoen a Python module and a package?

7. How is functhon overriding implemented In Python?

Lab Exercises

L. In this exercise you will create & Python program 10 compule document sististics.
Follow the steps belo;
o Creste 2 iext file with some random (est.
* Create a Python program with functions for reading the file, computing word
comsrit and top 10 words, Use the template helow:
def readFile{filename -
flmplement this

def wordCountconenis:
Flmplement this

defl vopTen Wt wordCoumDct ):
¥lmplement this

ched mating )
filename = sywargv] | |
contente = readFilei flleapnie)
wirdC o Dhctsrm ordiC ount contenta)
top Ten Words{ wordCoanthict )

if __pame  w="_main. "
L TR

intmrnet of Things - A Hands-On Appeoach
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Eatend Exercise-1 to compute keywords _Ilw.
commuon]y m,;lu Mﬂwm ‘an' ‘n-lrl'lh!:':hm n-ll-.-liudl
.t ww:m:;huqmm
Tgnoee
stop-waorda,
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7.1 What is an loT Device

An described earlier, 3 “Thing” in Internet of Things (ToT) can be any object that has & unique
ulentifier and which can sendfreceive data (incliding user data) over a network (e.g., smari
phone, smart TV, computer, refrigerator, can, etc. L loT devices sre connected to the Intcrmet
and semd informaticn about themuelves or about their merroundings (e g information sensed
by the consected sensors) over a netwark (1o other devices or servers/stonge) or allow

sctisation upon the physical entities/enviroument around them remotely. Some examples of

10T devices mre listed below

® A home aunomation device that alfows remotely monitoniag the staras of appliances
and controlling the spplianees.

e An tndustrisl machine which sends information abouis ity operation and health
momniboring Jata 1o & server

& A car which sends (nformation about its location 1o & cloud-based ssrvice.

* A wireless-cnabled wearable device that measures dabi about & person sich as the
nemiber of seps walked and sends the data 1 a cloud-based service.

7.1.1 Baalc bullding blocks of an loT Device

An IoT device can connist of & niunber of modules hosed on funcrional attributes, such ac

» Semsing: Sensors can be either on-board the JoT device or attched o the device. loT

device can collect various types of information from the on-bosnd or attached senson

such as tempersture, humidity, light intensity, etc. The senned information can be
communicated either 10 other devices or cloud-based server/storge.

o Actustion: 16T devices can have various types of actustors attached that ullow taking
sctions upon the physical entities in the vicinity of the device. For example. a relay
switch connected w an loT device can wum an agplunce on/ofT hased on the commands
sent in the device.

o Communication: Communication modules are responsible for sending collected data
o tdher devices or cloud-hused serverstorage and receiving da from olher devices
and commands from remote applications.

» Analyes & Processing: Analysis and processing modules are responeible for making
sense of the collected data.

The represemative 10T device used for the examples in this book is the widely osed
sinle-board mind computer called Raspberry Pi (explained in later sections), The use of
Huspberry Pl is inentional since these devices are widely accessible, inexpensive, and
available from multiple vendors. Funhermore. extenvive information s available on their
programming and use both on the Internet und in other texibooks, The principles we teach in

Dahga A Madisoti. § 2015
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ﬁMmﬂuqﬂnﬁhnﬁhﬂhﬂﬁ;W]hTMhﬂl-
P wwmﬂhﬁhdmnhnhud the building

Ruspherry
blocks of & generic single-board computer (SBC) based ToT device.

Flgure 7.1 shows a generic block diagram of a single-board computer (SBC) based
10T device tha includes CPU, GPU, RAM, storuge and various types of inierfaces snd
peripherals.
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7.3 About the Board

Figure 7.2 ahiovws the Raspberry Pi board with the various componeniw/peripherals lubeled

» Processor & RAM : Raspberry P is based on an ARM processor, The latest version of
Hasphermy Pi (Model B, Revicion 2) comes with 700 MHz Low Power ARMI1TGIZ-F
processor snd 312 MB SDRAM,

» LISE Ports : Raspberry Pi comes with two USE 2.0 pons. The USH ports on Raspbermy
Pi can provide s current upto 100mA. For connecting devices that drow current more
than 100mA, an catcrnal USH powered hub is required.

» Ethernet Ports | Raspberry Pi comes with a standard R4S Eihernet pon. You can
connect an Ethernet cable or & USB Wifi adupler to provide Internet connectivity.

o HDMI Dutpuil : The HOMI port on Raspberry Pi provides both video and sudio
owtpul. You can connect the Raspberry Pi io 8 monlor esing an HDMI cable. For
micnitars that huve a DV] port but no HDMI port, you can we an HOMI w0 DV]

adaptericable.

= Composiie Video Ouipael - Raspberry Pi comes with & composite video output with
an RCA jsck that supports both PAL and NTSC video cutput. The RCA juck con be
usad 16 connect old ieleviahom that have an RCA inpul only.

o Andie Dutput | Ruspberry Pi has a 3. 5mm sudio metput jack. This andio jack is used
hwﬂuﬂnmmnﬂtﬁHquﬁhhﬂﬁkhvﬂmm
stdin quality from ihis jack s inferior o the HDMI owlput

« GPIO Pins : Raspberry Pi comes with a number of general purpose inpatfoupal pims.
Figure 7.3 shows the Raspberry P GO beaders. There are four types of pins on
Waspherry Fi - true GPIO pins, 22C interfuce pins, 5P interface pine and serial Rx and
Ta pies.

+ Display Serial Interface (DSI) : The DSI interfisce can be used 1o connect an LCD
panel i Raspherry P,

» Camern Serial Interface {CS1) : The CS1 interface can be used 10 connect & camers
mosdule to Haapberry P

« Status LEDs | Raspberry P hus five status LEDs. Table 7.1 lists Raspberry PY status
LEDs and their functions. -

& S Card Slot © Raspberry Pi does not have @ baili in opersting sywiem and storage.
You can phag-in an 5D card Joaded with a Linus image to the SD card sloe. Appendis-A
provides inatructions on setting up New Out-of-the-Box Software (NOOBS) on
Ruskpberry Pl You will require stheast an 8GB SD card for serting up NOQBS.

« Power Input | Raspherry Pi bas a micro-USB contector [or power input.

akgn & Madissthl ([} 2015
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—— yE

R

Figure 7.2 Ruspberry Fi board

74 Linux on Raspbaerry Pi
Raspberry P supports various flavoes of Limax inchading:
* Rasphian Raspbian Linux is o Debian Wheesy port optimired for Raspberry Pi, This
i% the recommended Linux for Raspberry ™. Appendin-| provides instroctions on
sctting up Raspbian on Raspberry PL
o Arch : Arch s an Arch Linux port for AMD devices,
* Pidora © Pidors Linux is 0 Fedors Linux optimized fix Raspberry P
- luleE:!qﬂMElnmlﬁHHtmndhmwdim‘hﬂmlﬂmﬂ.
* OpenELEC  OpenELEC in a fast amd user-iriendly XBMC modis-center distibution.
. mm:msrusmwmnmmmqm;m
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oocoo0O0OO0OOOOOD
0000000000000

Figure 7.4; Risbian Linux deskiop
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Figure 7.7: Browser on Raspberry P

==

Figure 7.8%: Raspberry P configuration fool

Figuse 7.4 shows the Raspbisn Linus deskiop on Raspberry . Figure 7.5 shows
the defaull file explorer on Raspbion. Figure 7.6 shows the default consale on Raspbuan.
Figure 7.7 shows the default hroweser an Raspbian. To configune Raspherry Pi. the raspi-coufiy
ol 18 wsed which can be launched from command Une as (Saspl-conlig) s shown in
Figure 7.8. Using the configarstion ool you can expand mot partition o fill 51 cand, set
keyhoard Luyout, change password, set locale and timerone, change nemory split, enable

——
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or disable S5H server und change boot behavior. 1t is recommended 1w expand the ot
Bile-sysiem o thit you can use the entire space on the S1 cand.

Though Raspberry P comes with an HEDIMI output, it is more convenient to acess the
device with a VINT connection or S§H. This does away with the noed for o separue diaplay
for Respberry P4 and you can use Raspherry P from your deskiop or laptop compater.
Appendin-A provides instructions on setting up VNC server on Raspberry Pl and the
iatructions o connect (0 Raspborry Pi with SSH. Table 7.2 Huts the froquently ubed
commands on Raspberry P

Tuble 7.2 Raspberry i frequently sed comirasids !

intmtral of Thisgs - A Hands-On Approsch
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7.5 Raspberry Pi Intertaces
Ruspberry P has serial, SP1 and 12C interfices for data wansfer as dhown in Figure 7.3,

751 Saerlal
The serial interface on Raspberry Pi has recerve (R and rransmul (T pis for commmimication
with serial peripherals.

752 SM
mwmmm.mﬂmmmmm
with one or more peripheral devices. In an SP1 connection, there is one master device and
o of more periphera] devices. There are five pins un Raspberry Pi for SP1 intesface:

s NS0 (Master In Shave Oht) : Master line for sending dita to the peripherals.

s MOSI (Master Out Slave In) : Slave line for sending duta to the master.

o SCK (Serial Clock) : Clock generated by mastet o synchronize data runumisson

« CED (Chip Ezahie 0) : To ensble or disable devices.

o CED(Chip Esable 1) : To ensble or disable devices.

753 RC
The 12C interface plns on Raspberry P allow you to connect hardware modules, 12C interfuce
allows synchronous data transfier with just two pins - SDA (data fine) and SCL (clock line).

7.6 Programming Raspberry Pl with Python

In this section you will leam how 10 get sared with developing Python programs on
Raspherry Pl Raspberry P runs Linus and supports Pythos out of the box. Therefore, you
can run any Python program that rens on s sormal computer. However, it s the generul
miwmmrwﬁdhrhmﬁmnnMHMmﬂﬂh
useful devics for Imernet of Things. You can lmerface a wide varioty of sensor and achuaiion
with Raspbetry P using the GPIO pina and the SPI, 12C snd serial imerfaces. Tpat from the
sensors connected 1o Raspberry i can be processed and various actions can be taken, for
instance, sending data (o a server, sending an emadl, triggering s relay switch,

7.6.1 Controlliing LED with Respberry Pi

Liet ws start with & basic example of controlling an LED from Raspberry . Figure 7.9 shows
the schermatic disgram of conpecting an LED to Raspberry Fi. Box 7.1 shown how o um

Bahgs & kisfamitl, O 3013
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the LED on/off from commanid line. In this exampls the 1LED s connected 1o GPIO pin 1R
You can connect the LED 1o sny other GPIO pin 2 well.

Box 7.2 shows a Python program for biiaking an LED connecied o Raspberry I every
second. The program uses the RPL. GPIO module to control the GPIO on Raspberry Pi. 1n

this program we set pin 18 direetion W output and then write True/False altematively afler s
delay of one woond.

Figure 7.9: Controlling LED with Raspberry Pi

qu
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7.6.2 Interfacing an LED and Switch with Raspbarry Pi
MNow let as look st a more detailed example imvolving an LED and & switch that is used
comtrol the LED.

Figure 7.10 shows the schematic dlagram of connecting an LED and switch to Raspberry
Pi. Box 7.3 shows » Python program for controlling an LED with & In this example
the LED Is connected to GPIO pin 18 and swiich is connected 1o pin 25. In the infinite while
loop the value af pin 28 is chocked and the state of LED in toggied if the swisch is pressed.
This exumple shows how 10 gt inpur from GPTO pins and process the inpur snd take some
action. The wction in this cxample i woggling the stie of an LED, Let us look at another
evumple, in which the sction is an emuil nlert. Box 7.4 shows s Python program for sending
an email on ywisch press. Note that the structure of this program s similar o the program in
Box 7.3, This program wses the Python SMTP library for sending an emadl when the swilch
cunnected i Raspherry P s pressed .




Figure 710+ Interfacing LED and switch with Raspberry Pi
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763 Intertacing n Light Sensor (LOR) with Raspberry Pi
So far you have leamed bow 1 interface LED and swiich with Raspberry . Now ot w
took af an example of interfacing & Light Dependent Resistor (LIR) with Raspherry P ad
turning an LED on/off based o the light-level sensed.

Figure 7. ll“ﬁ““dﬂnﬂn“ﬂm
o wide of LDR 80 3.3V and other side to a | F capscitor and also 10 a GPIO pin (pia 18 is
s cxsmmplel. An LED is comnected w0 pin |8 which is comtrolled bassd on the light-level
scad, '

Box 7.5 shows the Python program for the LDR example. The read LOR{] function
returns & count which is proportionsl w the bght level. In this function the LDR pin is st
o output and Tow and then to input. AL this poitt the cipacitor dans charging throsgh the
resisane (and & counter is staned) unil e impul pro reads high (this happens when capaciion
voliage becomes greater than | 4Y). The counter is sopped when the input resds high. The
final count b proportion] o the light level as groater the amouwnt of light, smaller b the LDR
resistance and greater is the time taken 10 change the capaciir,

it of Things - A Hands On Agproach
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Figure 7.11: Interfacing LDR with Ruspbesry Pi

Hahga & Madeee, [ X113
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7.7 Other loT Devices

Lzt ws look st single-boand mini-<omputen which se aliemmatyes to Raspherry PL Table 73
provides a comparison of sne single-board mini-compuien tha cam be used for loT

Figure 7.13: Beaglebone Black

7.7 peDuine

peDuing [105] is sn Ardusno-pin compatible singhe boarnd mrin <compasier that comes with a
1 Gtz ARM Cortex- AR processor. peDuino is a high performunce and cost effective device

l;unﬂ :Hm_-ﬁ Hr:n:m Apphoach
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o e —

Figure 7.14: Cubwehoard

that runs PC like O8 such as Ubuntu and Androld ICS, Like, Respberry Pi, it hus a0 HDMI

vadon/audio nterface. pelduing supports varsous programming lenguages including C. Ces
{with GNU tool chain), Java (with standard Android STK) and Fython.

7.72 BeagleBons Black

HeagleBone Wlack]106) is similar to Respherry Pi, but a mose powerful device. 1t comes
with s | iz ARM Cones- Al processor snd supports both Linas end Android operating
systems Like Ruspberry P, (1 has HDMI video/udio interface, USH and Ethernct ports.

7.73 Cublsboard

Cubiehoard | 1G7)] is powered by & dual core ARM Cortea A7 processor amd has a rangs
of inputloutput interfsces including USH, HDMI, IR, wrial, Ethernet, SATA, and a 6 pin
extended interface. Cubsehoard sl provides SATA support. The board can run both Linus

and Androw! operaing cysiems

Bahga & Macdesm, ([ J003



7.7 Other ioT Devices

Summary

hmmmmmnmnwmw
P supports various Mavor of Linua opersting system. The official recommended operating
system is Raspbian Linux. Raspberry Pi has an ARM processor, §1 2MB RAM, rwo USH
porta. HDMI, RCA and andio outputs, Ethernet port. 5D card shot snd D51 and CS1 imerfaces.
Haspherry Pi has serial, 5P and 12C imerfaces for data transfer. Raspberry Pi supports
Python. You learned how 1o develop Python progrims tat run on Raspberry PL You leamed
haw 1o interface LED, swiich and LDR with Raspbery PL.

Review Questions

. How is Raspherry Pi different from a deskiop computer”
2 What ia the use of GO pina?
3. Wit is the use of SP1and 2C interfaces on Raspbemy Pi?

Irstmerind o Things - A Haris-On Approash
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Table 7.3; Companson of single board mini-computern

Babga & Madisatt, & 2015
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8.1 Introduclion to Cloud Storage Models & Communication APls

Cload computing i 3 transformative computing parsdigm that imvolves delivering application
and services over ihe Internet, NIST defines cloud computing as [77] - Cloud computing bs
i muxded for enabling ubiquitous. comvenient, on-demand network accen 1o & shared pool
af configurable computing ressurces (e, networks, serven, siorage, spplications, and
services) that can be rapidly provisioned and released with minimal masagement efforn or
service provider intcracthon. The interesied reader may want 1o refer 0 the companion book
on Cloud Computing by your suthor,

In this chapicr you will leam bow 0 use clowd computing for Internet of Things
(10T). You will learn shout the Web Application Mesaging Protocol (WAMP). Xively's
Platform-a-a-Service (Paa8) which provides wols aad services for developing loT solutions
You will alws leamn about the Amaron Web Services |IAWS ) and thebr spplicaticns for loT.

8.2 WAMP - AutoBahn for loT

Weh Application Messaging Proiocol (WAMEP) fa a sub-protocol of Websocket which
provides publish-subscribe and remote procedure call (RPC) messaging puiterns. WAMP
ennbles distribwited application srchiteorsres where the application cosmponents e distribwted
on multiple nodes and communicaic with messaging patiernn provided by WAMP

Lot un look st the key concepts of WAMP:

+ Transport: Transport is channe] that conmects ren peers. The default tramspont for
WAMP is WebSocket, WAMP can run over other trunsports a8 well which suppon
sessage-baned reliable bi-ditectional conumuimication.

o Sesshon: Session s @ conversation betwoen feo peers thst rons over & tmnsport.

o Client: Clicats are peers thal can have ane or more roles. In publish-subscribe mode!
client can have folliwing mles:

- Pablisher: Publisher pubstivdees eventa (scluding pay bosd ) 0 the topec maimaned
by the Brokes.

= Sobscriber: Subscriber subscribees (o the topics and receives the cvents including
the payload.

In RIFC meoxdel client can have (ollowing rokes.

= Caller: Caller issues calls i the remote procesfures along with call srguments.

= Callee: Callee execwies the procedures 1o which the calls sre issued by the caller
an returns the revulls back 1o the caller.

+ Rowter: Routers are peers thal perform generic call and event routing. 1o publish-subscribe
model Router has the role of 3 Broker

= Broker: Broker scis s a router and routos messages publiched o a opic o all

fahga & Mactestti & 2013
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subscribens subscribed 10 the topic.
In RPC model Router has the mle of 8 Hroker:

= Dealer: Dealer acts a router and routes RPC calls from the Caller to the Callee
and rosstes resulis from Calles bo Caller.

Figure £.1 whows a WAMP Session between Client and Router, established over & Transpor,
Figure 8.2 shows the WAMP protocol inteructions between peens. [n this figure the WAMP

transport used is WehSocket. Recall the WebSockes protocol disgram eaplained in Chapter- |

WAMP scssions are extablished over WebhSockel transporn within the lifetime of WebSockei
tramsport.

Figure §.1: WAMP Sesaiun between Client and Routler

Far the cxumiples in this hands-on book we use the AutoBahn framework which provides
open-sowrce implementations of the WebSocket and WAMP proiocols | 100).

Figure R.3 shows the communication between vanous components of & typical
WAMP-AutoBahn deployment. The Client (in Publisher role) runs a WAMP application
commponent that publishes messages to the Router. The Rowter (in Broker mole) nans on the
Server and routes the messuges w the Subscribers. The Router (in Broker role) decouples
the Publisher from the Subscribers. The commnication betwoen Publisher - Broker and
Broker - Subscribers happens over 8 WAMP-WehSocket session.

Let us Jook at an example of 8 WAMP publicher s subscriber implemented using
AutnBahn. Box 8.1 shows the commands for installing AutoBahn-Python,

Irerrest of Theege - A Hards-On Approach
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 pblishes & message conaining the current time- stamp 10 @ pic named ‘wst-topic’. Next,
Gaeate i WAMP subscriber component as shown in Box 8.3, The subscriber component that
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et companent over 8 WebSocket tramsport client as follows:




202 loT Physical Servers & Cloud Oflenings

the sezver und client processes on a bocal machine for rying oul the
publish-subscribe example, in production environment, these COMPONENtS RN 0f SCpArute
machines. The server process ithe brains or the “Thing Tank™!) is setup 00 a cloud-based
hwﬂhhdup_-mmﬂ-nhdmh-nhhm !

8.3 Xively Cloud for loT

mmmw-muﬂhmm
for Internet of Things. With Xively cloud, 10T developers can focus on the fromtend

fiahga & Madisatt, © 313




8.3 Xivaly Cloud for loT

infrastructite wwd devicss for loT (that generute the dats), while the backend dits collection

bifrastructre in managed by Xively,
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Figure 8.4; Sereenshot of Xively dashboard - creating a new device

Xwvely plarform coeperises of 2 message bus for real-time mensage mmnagement and
routing, data services for time series archiving, directory services that provides o sesrch-shie
Mwﬂ%ﬂhﬂumhhmmmmmm
provides an extensive support for various languages and platforma. The Xively lbruries
levernge standurds-based AF] over HTTP, Sockets and MOTT for connecting loT devices o

the Xively cloud In this chapter we will describe how w use the Xively Python |ibrary.

To stan waing Xively, you bave w rogister for a developer sccount. You can then ereate
development devices an Xively. Figures 8.4 shown screenshot of how 1o create s sew device
from the Xively dashbeard When you creste o device, Xively automatically creates a

indarmat off Themga - A Hands-On Approach
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Figure 8.5: Scroenshot of Xively dashboand - device detaily

Feed-1D and an APl Key 1o conmect o the device sa shown in Figures 8.9, Hach device has &
unigue Foed-ID. Feed-1D ix & coliection of chasesls or datastresms defined for a device and
the associated meta-data. APl keys are ased 1o provide diffecent levels of permissions. The
defanlt AF) key bas resl, update, create and delete permissions.

Xively devices have ome of mess channels. Each chenned enables bi-directional
communication between the loT devices and the Xively cloud. T devices can send data i
a channed wiing the Xively APl For esch channel, you can create one or more tiggers. A
wrigper specification includes & channel 1o which the INgper comresponds, triggey condition

Ranga & Madiseti, 5 23
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fe.g. chaunel value less than or greater than a certain value) and an HTTP POST URL
o which the request is sent when the trigger fires. Triggens are used for integration with
third-party spplications,
Let us look wt an cxample of using Xively clowd for an loT sysiern that moniton
and sends the measurements 10 a Xively channel. The tempernture monboring
device can be built with the Rauspherry Pi bosrd and & temperature seasor connecied 1 the
board. The Raspherry P runs a contmller program that reads the sensor values every few
- moonds and sends the measurements to » Xively channel. Box 8.4 shows the Python program
for the sending temperaturs data 1o Xively Cloud. This cxample tses the Xively Python
libeury. To keep the program simple und without going inio the details of the temperature
wﬂwmm (penerated mndomly in readTempSensor() function), The
'-H > implementation of the read TempSonuor | function is described in the neat chapter
n this contrller program.  feed object is created by providing the AP key und Feed-ID.

L
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8.4 Python Web Application Framework - Django

I the previous scetion, you learned shost the Xively PauS for collecting and processing data
froam 10T systems in the cloud. You lesrmed how o use the Xively Python library. To '
JoT applications that are a hacked by Xively cloud or sy other data collection systems, W
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Figure Bfi: Screenshot of Xively dashboard - data sent to channel

wonld require some type of web application framewark. In this section you will learn shout
a Python-based weh application framework called Django.

Diang ks an open source web application frmmesork foe developing web applications
in Python [116]). A “web applicstion framework” in generul is 0 collection of solutions,
p-:h.n-ndhmpﬂm that allows development of web applications and dynamic

websites.  Dijungo is hased on the well-known Model-Templote-View architecture and
provides & separation of the dala model from the business rules and the user interface.
Django provides a unified AFT 1o a databese buckend. Thercfom, web spplications buail with
Django can work sith duferent databases withoul requiring any code changes. Wit thin
feaibility in web spplication devign combined with the powerful capabifities of the Python
language and the Python ecosystem, Djsngo i1 best suited for loT applications. Djsago,
concisely stited, consists of an object-relutionnl mupper, o web templating system and 2

internai of Thinga - A Hands-On Appromch
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rejplar-expredsion-based URL dispaicher,

8.4.17 Django Architecture
Django is » Mode)-Template-View (MTV) framework wherein the roles of maoded,
and view, respectively, ane

Mol
The mode! acts as a definition of some stored duts and handles the intemctions with.

datwhase. Ln a web application, the datn cun be stored in & relatimal database, non-relation
database, st XML file, etc. A Djungo mdel is o Python class that outtines the v
methods for & particnlar type of data.

Tomplate
In & typical Django web application, the template is simply an HTML page with & fes s
placeholders, Disngo’s iemplate language can be used o cresiz various forms of et &
(XML, email, CSS, Javaacript, CSV, etc.)

View ,
The view ties the model to the template. The view is where you write the code that scn
generaes the web pages. View determines what data s to be displayed, remeves the

froan the datshane and passes the data o the lemplale.

B8.4.2 Starting Development with Django
Appendix C provides the instructions for serting up Disngo. In this section you will les
how o start developing web applications with Dyango.

Creating » Django Project and App
Boa B.S provides the communds for cresting o Django project and an application
project.
When you create 2 new diango project o mumber of files are creaied s descri
o __imil__py: This file tells Python that this folder is a Pythoo package
o manage.py: This file contams an array of fanctions for managing the site.
o soitingspy: This file contaius the website's seitings
o urls.py: This file containe the LIRL patterns that map URLs w0 fages, .
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regular-eapression-based URL dispuicher.

8.4.1 Django Architecture
Dango is & Model-Templale View (MTV) framework whereln the roles of model, template
and view, respectively, ane:

Madel

The model acts as o definition of some sored data aod handles the imeructions with the
databuse. In o web application, the dita can be sored in a relathonal database, nos-relstions|
database, an XML file, etc. A Django model v a Python class that outfines the variables and
methids for & panicular iype of dita.

Tamplate

L g typical Django web application, the template is simply an HTML pige with o few extra
placeholders. Django’s template Linguage can be used 1o create various forms of text files
(XML, email. OS5, Jovascripe, CSV, etc.)

View
The view ties the model 10 the wemplate. The view is where you write the code that actually
generates the web pages. View determines what data is 10 be displayed, retrieves the daw
from the database and passes the duta to the template.

842 Starting Development with Djange
Appendix C provides the instrucuons for sening up Django. In this section you will leam
how (o start developing web applications with Django.

Creating a Django Project and App
Box 8.3 provides the commands for creating o Djsngo project and an spplication within «
project

When you create a new diango project s number of files are creaied as described below:

* __init__py: This file tells Python thar this folder i o Python

& manuge py: This file contains an smay of functions for the site,

« actiingy.py! This file contains the webmiie's settings .

» urle.py: Thin file contains the URL panierns that map URLs fo pages. s

A Dyangn project can have multiple applications (“appe” ). Apps are where you write the
code that makes your webaite function. Each project can have muliple apps and sach spp
van be part of multiple projects. ;

Bahga & Maasatn, ¢ 2004



B4 Python Web Appheation Framework - Django 200

When & new application is created a new direciory for the applicathon i alo crested
witrlch bas & pumber of files including:

» modelpy: This file containe the description of the models for the application.
o views py: This file comtaing the application views.

| Django comes with & buill-in, lightweight Web server that can be used for development
purposes. When the Diango development server is staned the default project can be viewed
at the URL: hup-Mocalbost 8000, Figure 8.7 shows & scroenshit of the default project.

Configuring a Datasase
Till e you have learned how 1o creste 3 new Diango project and an app within the
project. Most web applications have & dutahase backend. Developers huve o wide cholee of

- Ipert of Things - A Hange-On Apmromch S
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databases ihat can be used for web applications incheding both rolational and non-relational
datahases. [jango provides o unafiod AP| for database backends thas grving the freedom o
choose the dotabase. [Djanges suppents varions relational database engines including MySQL,
PostgreSOL. Orache and SQLite]. Support for non-rolational detaboses such as MongoDB
can he added by instalthng sddinocal engines (e g Dyango-MongoDli engine for MongoDB ).

Let us book at examples of setting up 4 relational snd & noo-relationsl database with 8
Django project. The first siep b seiting up a detabase is (o install and configure o databuss
server. After installing the database. the next aep is w specily the detabase scttings in the
seting.py file in the Django project.

Box K.6 shows the commands to setup MySQL. Box 8,7 shows the database setting 1o
use MyS0L with a Disngo project.

Bos B8 shows the commands 10 setup MongolDIEl md the sssocisted
engine. Hox K9 shows the database sotting w wse MongoDi within s Dijango peoject.

Bahge & Macssmm, ¢ 2019




Defining a Modsl
Alhddm.udﬂiﬁmdﬂ:hhh“hﬁhmuﬂlﬂh“
with the belp of a westher station application that displays the temperature duta collected by
wn loT device. Boa £.10 shows an exemple of 8 Django model for Temperatureikea. The
TemperatureData wble in the dstabase bs defined a8 a Class in the Disngo model.

Esch class that represents a databuse table (s o subclass of d jango.dbmodels Model
which containe all the functionality that allows the models 10 intersct with the database.
The TemperatureDiata class has fiekds mmhmhﬂlﬂiﬁm
CharField. To syne the models with the datshase simply run the following commuand:
>python manage.py syncdb

When the rymeadb commeand is run for the first tme, [t creates all the tables defined in the
Django model tn the configured database. For more information about the Diango medels

nefer w0 the Dijango documentation [117).
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(ep chansel value less than or grester then a certain value) and an HTTP POST URL
o which the request is sent when the trigger fires. Triggers are used for integration with
third-party applications. _

Lt ws Jock st an example of wing Xively cloud for an 10T systom that moniton
temperatare und sends the mensuremonts 10 a Xively channel. The iemperature moniioring
device cun be buill with the Raspberry Pi board and » iemperture sensor connected 10 the
boand. The Raspberry Pi rans a comtroller program (hit reads the sensor values every fow
seconds and sends the measurements to a Xively chunnel. Box B4 shows the Python program
for the sending tompersture dats t0 Xively Choud. This cxample uses the Xively Python
library. Tiv keep the program simple snd without going mio the details of the tempenature
sensor we ise synthetly dais |genersted rndomly in sead TempSensor() funciion). The
complete implemestation of the oo TempSensor] ) function is described in the next chapies.
In this comtroller program, & feed object is crested by providing the APl key and Feed-ID.
Thes o chunnel numed femperature is created (If oot existing) or rmneved. The tempersturs
dats in senl 0 this channel in the runConeroller() function every 10 seconds. Figures K6
shwws the lempersture chanoe! in the Xively dashboand. n thes caample we creaied @ single
Xively device with one channel. In real-world scensrio esch Xively device can have maltiple
chamnels and you can have multiple devices in a production baich.

ittt of Things - A Mands-On Aggrosch
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B.4 Python Web Application Framework - Django

I the previous section, you leamed sbout the Xively PasS for collecting sad procesing da
from ToT systems in the cloud. You leamed how 1o use the Xively Python library. To build
1T applications that sre s hacked by Xively cloud or amy other data collection sysizms, you

Bahga & Macinetti & 3113
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Figure 8.6: Screenshiot of Xively dashboard - data sent to channe|

woild require some type of weh application frumewor. Tn this section you will learn ahout
a Python-hased web application frumework called Dijango,

Django is an open source web application framework for developing web applications
in Python [116]. A "weh spplication framework” in peneral is & collection of solutiona,
packages and best practices thut allows development of web applications and dynamic
websites.  Djengo is based on the well- known Modal- Template- View architeoture and
provides a separation of the data model from the business rules and the user interface.
Diango provides a uzified AP1 i o database backend. Thersfore, web spplications built with
[Hamgo can work with different databases without requiring any code changes. With this
fiexibility i web application design combined with he powerful capubilities of the Python
language and the Python ccosysiem, Django is best ssited for ToT applications. Django,
MrMMﬂme:-ﬁmwmﬂ:

imtwrmet of Things - A Hands-On Approach
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regular-expression-hased URL dispatcher,

B.4.1 Django Architecturs
Dimngo is 8 Model-Template-View (MTV) framework wherein the roles of model, iemplae
and view, respectively. ane:

Mads|

The model scts o & definition of some siored data and handles the Interactions with the
database. In o web apphostion, the dats can be sored in 8 relsbonal daabase, nos-relstional
daiabase, an XML file, ete, A Django model is a Python class that outlines the varisbles asd
marthods for a perticular type of dats

Template

In a rypical Django web application, the wmplake i simply an HTML page with a fow extra
placeholders. Djangn's template language can be werd 10 creade various forms of e fle
(XML, email. CSS, Javascript, CSV, eic.)

View

The view thes the model io the template. The view is where you write the code that actsally
generates the web pages. View determines what duts is 1w be displayed, retrieves the dew
from the datshaw 2nd passes the data w the emplaie

842 Siarting Developmant with Django
Appendin C provides the instructions for setting up Dijango. In this section you will learn
hoe 1o stan developing web spplications with [Mango

Creating a Djanga Project and App
Boa 8.5 provides the commmasds for cresting a Django project and an application withis a
project.

When you creste s new djangy propect & sumber of files e cressed s described below:

o __inll__py: This file tells Python that this folder is s Pythos package

= manage py: This file conains w ey of fencthons for maneging tse site,

o ssttingupy: Thia file contaim the webaite's setting

o urlupy: This file containe the URL patterns that map URLs o papes.

A Django project can have multiple applications (“apps” ). Apps are where vou write the
code that makes your website function. Bach project can have multiple apps and each app
can be part of maltple projects.

Eahga & Maceseth 0 X013
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‘When a new application is created a new directory for the application is also crested
which has o number of files including:

« modelpy: This file contains the description of the models {or the application.

o vhews.py: This file coutains the application views.

Django comes with # buill-in, lightweight Web server that can be used for development
purposes. When the Django development server is started the defsult project cun be viewed
ot the URL: hupiflocathost:R000. Figure 8.7 shows a screenshot of the default project.

kel d o e g e WM o
i e L

Configuring s Database
Till now you have leamed how to cresie a now Djsago project and an app within the
project. Most web applications huve a database backend. Developers have s wide chaice of

irbaerat of Things - A Hands-On Approsch



Boa A K shows the commands 1o setup MongoDB amd the assoctated Django-MongoDH
engine, Box 8.9 shows the dutabmie seiting to use MongoDB within a Dijasigo project. [

Babgs & Masiss|, &) 113
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Dedining a Model s
A Model acts 24 & definition of the data in the databese. In this section we will explain Django

ﬁhﬂﬂl“lﬂl““mﬁm*
an loT device. Box 8,10 shows an exumple of a Disngo el
TemperatureData wble in the database is defined  Clam '

Each class that represents s database whie bs & subclass of
which contains all the functionality that allows the models
The Temperaturelhata clos has felds ETTperi
CharField. To sync the models with the dutshase simply

Intmrand of Trengs - A Hants-On Apormach
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Dijango provides an sdministrtion system that allows you 1o munage the website withuat
writlng sddithonal code. This “sdmin” system reads the Djungo model and provides se

sdding d fango.contribadmin sd o jongo.contribadmindocs w the INSTALLED
section in the settings.py file. The admin shie also reguires URL patiern definitions \n
urls.py file described later in the URL wections.

Tor define which of your application models should be editable in the admin [nterface, o
new file named admin py b cramed in the application folder as shown in Box 811

Figure 64 thown 3 screenshot of the defisult admin interface. You can see all the tables
corresponding 1o the Diatigo models in this screenshot. Figure 5.9 shows how o add new
items in the TemperatureDuta mble osing the admin site.

Delining & View

The View comtains the logic that ghies the model (0 the template. The view determines the
duta 10 be displayed in the template, retrieves the data from the database amd passes it (o the
templiste. Conversely, the view also extracts the daty posted {0 o form in the lemplate and

‘Banga & Madser, i) 2013
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Figure & E: Screenshot of default Django admin interfoce

| T e

[r— Sl FOengs | W IFTREST |
E Venmm s

[ S —— R TP Y

(THE—— . ... M .......... 3 i =

Figure 559 Adding data 0 table from Diango admin interface

inuerts it in the database. Typically, each page in the website has & separte view, which is
basically & Python function {n the views.py file. Views can also perform addithons] tasks
such ms suthentication, sending emuails, ot

Box 8.12 shows sn example of o Django view for the Weather Station app. This view
correspandd to the webpage thit displays latest entry in the TemperuiuneData table. In ths
view the Django’s buill in object-relational mapping APLis used o retrieve the data from
the TemperatureData table. The object-relational mapping APl ullows the developer o
wiite generic code for mieracting with the databhase without worrying about the underfying
databiase engine. S0 the wime code for database interactions works with different database
backends. You can optionally choose (o use 4 Pythoo library specific to the datshais

tarret o Things - & Hanos-On Apprmech
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hackend used (e.g MySQLSb for MYSQL, PyMoago for MongaDB, ewc.) o write daabase
hacked specific code. For more information about the Diango views refer o the Django
decumentation | 118].

In the view shown in Box 8,12, the TemperatureData ob ject s onder_by("—id' | 0] query
returns the latest entry in the table. To retrieve all entrics, you can use tableob jecrsall| ),
To retrieve specific entries, you can uee table ob jecrs. filter{ s « byargs ) w filler out gueries

render_to_response function i used. This function renders a given template with a given
context dicthonary and teturms an }1s ples posse object with that rendered tea Bos 8.1
shows an alernative view that retrieves data from the Xively cloud.




m-m

A Djungo template is typically an HTML file (though it can be uay son of ex file such
mmmmmm Django templates allow sepamtion of the

af data from the actual data by using placeholders and associated logic (using

templuie tags). A templase receives a context from the view and presents the data in context
varizhles in the placeholders. Box 8,14 shows an example of 2 template for the Weathes
Station app. In the previous section you learmned how the dats bs retrieved from the datshase
in the view snd passed 1o the lwmilate in the form of 4 contest dictionary. In the example
shrwn in B 814, the variables contaning the retrieved lemperature, and bongitsde
ure passed o the template. For more information about the Djangn templates refer (o the

Dijsngo documentation [119],

Internad of Thinge - A Hands-On Approsch
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m;mhm”“ﬁm“ Till—_ir.ﬁﬂ
from the template dhown n Box §.14,

Defining the UAL Patierns

URL Patterns are a way of mupping the URLs 1o the views that should handle the URL
requests. The URLs requesicd by the user are nuched wids the URL paticens snd the view
corresponding (o the pattzm that matches the URL is used 10 handle the request. Box 8,13
shames an exangple of the URL patierns for the Weather Station project. As scon in this
erample, the URL paierns are constructed using regular expressions. The simplest regular

Bahga & Macksesh () 2013




Figure 8.10: Screenshol of & iemperatire monitoring web application

expression (' * $7) corresponds to the root of the websiie of the home page. For more
information shout the Django URL patterns refier 10 the Django documentation [120).

With the models, views, iempistes and URL patierns defined for the Djsngo project, the
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85 Designing a RESTIul Web AP1

In this section you will leam how 1o develop 8 RESTiul web APl The example in this
section uses the Diango REST framework [§9] introduced earfier for uilding « REST APL
With the Djsmgo framework already installed, the Djsngo REST framework can be installed
.H“I‘

Alter installing the Django REST frumework, let us create a new Django project named
rest fulapd, nidd then stant a new app called sywipp, = followns:

The REST API described in this section allows you to create, view, update ud delete a
collection of resoiirces where each rosource represcots o sensor data roading from » weather

shown the Diango views for the REST APL ViewSets are used for the views that allow you
i combing the logic for a set of relaied views in a single clasa.
Box 819 shows the serializen for the REST APL Senldivers allow complos daa (such

as guerysets and model instances) 1o be converted 1o native Python datatypes thst can
then be casily rendered into JSON, XML or other conlent types. Serialirers alvo provide
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mﬂhmmm:nulhhmn!hhﬂhﬂ
and then run the Django development web server aa follows:
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hmhmﬁmmummmmm
The HTTP POST miethond is used 1o create o pew resource, GET method is used o obtsin
information sbowt & resource, PUT method s used 10 apdasie & resource and DELETE method
is wsed to delete 3 resource, Figure 811 shows the screenibots from the web brossable
Sution REST AP
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86 Amazon Web Services for laT
In this section you will leam how 10 use Amazon Web Services for loT.

851 Amazon ECZ
Amazon EC2 is an Infrastruciure-as-a-Service (LuaS) provided by Amason. ECT delivers
scalabile, pay-as-you-go compute capacity in the cloud. BC2 is & web service that provides

mwuhmdm-ﬁnﬁnmh_-uﬂ
compiting envicmment. EC2 can be used for several purposes for loT sywems, For example,
16T developers can deploy 10T applications (developed in frameworks such = Diango) oa
EC2, setup IoT platforms with REST web services, et

Let us Jook 81 some examples of using BCZ. Box 8.23 shows the Python code for
luunching an EC2 imiance. In this example, » connection 0 ECT service (s fint estublished
by calling buto.ec.connect_fo_region. The EC2 region. AWS access key and AWS secret
key are passed to this function. Afier connecting 1o EC2 , a new instance i lsunched
using the coan.run_inaances function. mmmmmmmﬂ

......

In the exampie shown in lnlﬂ.lhmﬂu ' s of e '
instance hecames running and then prints the instunce dewails such u,ﬂhm
IF, and Launch time.
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Hox 8.24 showes the Python code for sopping zn EC2 instance. I this cxample the
cann.ger_all_instanser function is called to get information on all runming instances. This
function retirms reservations. Next, the 1Ds of instances sscinted with each reservation are
obtained. The inmtances are Mopped by calling conn.sap_ingances function 1o which the
D wof the instances 10 stop are passed. -

Bahga & Madisem. ) 2014




062 Amazon AutoScaling
mmmwmmmmuum
w user defined conditions. Therefore, with AwoScaling users can incroase

¢ number of EC2 inmances rnsing ﬁpﬂuﬂmmﬂiﬁ#ﬁ, ;

application workloads 1 mest the application performance requinements sind

capscity when the workload is low 10 save costs. AutoScaling can be used for s

T epplications and foT platforms deployed on Anueon EC2 I
Let us now Jook a1 some exumples of using AuioScaling. hlﬂm -.

code for creating an AutoScaling group. In this example, -M- |

service i first estublished by ealling boto.ec2 atorcale.connect_to_n
The EC2 region, AWS access key and AWS socret key are pass *

Imtprrat ot Things - A Hands-On Aggroach
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Afher connecting o0 AmnScaling service, a new launch confl guration ts created by calling
cumn.crvate_lounch_con figuration, Launch configuration contains instructiong on how
o launch new instances including the AMI-ID, instance type, security groups, eic. Afier
creatitig a launch conflguration, it is then associsted with a new AutoScaling group. AowScaling
group is created by calling

conncrente_awto_scnding_growp. The settings for AutoScaling group inclisde maximum
and minimum number of instances in the group, launch configurmtion, availability sones,
optional load balancer 1o use with the group, etc. After cresting an AutaScaling group, the
palicies for scaling up aned scaling down are defined. In this example, 3 scale up policy with
adjustment type ChangelnCapaciry and scaling_od justmens = | is defined. Similuly o
scale down policy with sdjustment type Change/nCopacity and scaling o justment = —|
is defined. With the scaling policies defined. the next step in 1o create Amazon CloudWatch
alarma that trigger these polickes. In thiv example. alarms for scaling up and scaling down
are crested. The scale up alumy b defined using the CPUUtil ation metric with the Averuge
satistic and threshold greater 70% for a period of 6 sec. The scale up policy created
previounly is mssociated with this alarm. This alarm is riggered when the sverage CPL
utilization of e instances in the group becomes grester than 70 for more than 60 seconds.
The scale down alarm is defined in & similar manner with o threshold less than 50%.

Bahga & Martisett, (@ 2014
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0.6.3 Amazon 53

mn&-mmmwmnﬂmn
very large amount of data. §3 provides highly reliable, scalable, fust, fully
afforduble storage infrasmciire. $3 can serve 2 s raw datastore for “Thing

systems for storing raw data, such s sensor data, log dats, image, sudio and d-L

Lt us book st some cxamples of using 53, hmmﬁmmm
Benga & Maimenii. 5 XH$
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“afile w Amson 83 cloud storage. In this exampie, & connection w S3 service bs first
el by calling beso commect_s3 function. The AWS sccess key and AWS secret key
g passed 1o this functios. This cxample defines two functions wpload_to_s3_bucket_path
 and wpload _to_s3_buckes_root. The uplovd _to_s3_bucket_porh function uploads the file
#Ifhﬂhh“lﬂnﬁwﬂ-pﬂmwnﬁm,ﬂm
uploads the file 10 the 53 backet root.

864 Amazon RDS
Amazon RDS is a web service that allows you 10 creste instances of MySQL. Orucle or

Microsoft SOL Server in the cloud. With RDS, developers can easily et up, operaie, and

using RDS. Bos, 8.27 shows the Python code for launching st Amazon RDS insiance. s this
example. & connection to RDS service is first cstablished by calling bovo.rels.connect _to_region

st of Things - A Hanes-On Approach
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function. The RDS region, AWS access key and AWS secret key are passed to this fanction.
Afer connecting o RDS service, the conn_create_dbinitance function ks called o lsnch &
new RDS inspance. The tnput parameten 10 this function inclde the instance 11, databuse
see. instance type. datatase username. datahase passwond, datshase port. dutabuse engine
(eg. MySOLS 1), datobose name, security groups, ete. The program dwown in Box 8,27
waits tll the stutus of the RDS instance bocomes available and then prints the instanee
detail such as imstance 1D, create tme. or instance end point

Bahga & Madisats, ) Jolt




~ Box #,26 shows the Python code for creating 3 MySQL table, writing and reading from

the tablle. This example uses the MySQLdb Python package. To connest to the MySQL RDS
nstunce, the MySQLdb.connect function iy called and the end point of the RDS insance.,
 dutabane username, passward and port are passed 10 this function, After the connection to the
WHM_lmnhmumunhmmm
y trevw clutabuse table named Temperature Dt is creaiod with 1d s primary key and othes
Mﬁhuﬂ.muﬁhm-ﬁanhmhmm
for database manipulation, the communds are passed Lo the cursor. execute function.
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data.
Lt us book at some examples of using DynamoDYB. Box, §.29 showns the Python code for
creating o DynamoDB able. In this example, a connection 10 DynamoDB service i firm

Batga & Madsott & 3018




hﬂhhhﬂmﬂh-ﬂqnﬂ-ﬂthmﬂm
entablishing & connection with DynumolH service, the comn per_jable s called to retrieve
an existing table. The duta writien in this example consists of 2 JSON message with keys -
Body, Created By sod Time. Afier creating the JSON message, s new Dynamoli8 tble item
is created by calling table.new_frem und the hash key snd range key is specified. The data
Mz §s finally commined 1o s, par. “To poaad dhata. from
the rable.ger_item function in used with the hash key and range key an input parsmerers.

irmarnat of Things - A Hands-On Approach
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B.E.T Amazon SOS

Amaron $QS offers a highly scalable and relinhle hosted quene for sioring messages m they
travel between distinct components of applications. SO5 guamaices only that messages
wrrive, not that they srive in the same order fn which they were put in the gueuse. Though,
st first look, Amazon SQS may seem to be similar to Amazon Kinesis, however, hoth are
intended for very different types of applications. ‘While Kinesis is mesnt for real-time
applications that involve high data ingress and ejgress rates. 508 is simply a quese sysiem
that stores and releases messages in a scaluble manner.

S5 can be used in disributed Lol epplications in which variom application components
need 10 exchange mwessages. Let us Jook ot some cxamples of weing 5Q5. Box 813
shows the Python code for creating en 508 queue. In this example, 4 connection 16
S8 service is fird estublished by calling hoto_sgs connect_to_region. The AWS region,
wcoess key and secrel key are passed 1o this function. After connecting 10 SQS service,
conn.create_guene i called (o create o new quene with qeese name as inpot parsmeter. The
function cona.ped_all_guenes is used o retrieve all S0 queves.

Bahga & Madiett, 2 X113
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Box 833 shows the Python code for reading from an $QS queve. Afier connecting o an
SOS quene, the guene read b called (v read & message (rom o queve.

Bahga & Madsem, @) 1015




868 Amazon EMR

Amaron EMR is a web service that utilizes Hadoop framework running oo Amueon EC2
and Amaron 53, EMR allows processing of mussive scale data, hence, suitable for loT
applications that peverate large volumes of data that needs 10 be shalyzed. Data processing
jobs wre formulated with the MapReduce paralle] data processing model.

MapReduce is u parallel data processing model for processing and analysis of maasive
scale dita [BS]. MapReduce model has two phases: Map and Redoce. MapReduce programs
ere written in & functionul programming syle o creste Map and Reduce functions. The
input distis 1o the map and reduce phases (s in the form of key-value pair.

Consider un JoT system that collects data from a machine (or sensor data) which is
logged in & cloud worage (fech as Amazon 53) and analyred on hourly basis to generate
alerts If & cenaln sequence occurred more than a predefined number of times. Sincs the
ﬂﬂuwuﬂwmhmmhnﬁﬂlﬁh:

irisrnet of Things - A Hands-Dn Approach
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custom jar, To ereate nm,i:hn Hﬂmﬂhmﬂnﬁ created by
L} -
When the MapReduce job completes, n-m mumhﬂﬂﬁw'
hﬂhﬁqﬂdﬂuﬂmlm,

Bahgs & Mackesttl, /25 2013
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 B.37 shows the sequence count mapper program (o Python. The mapper reads the
 from standard inpit (sidin) and for each line in input in which the sequence occurs, the
emits a key-valoe pair where key is the sequence and vahie is equal 1o 1.

irtwrmet of Things - A Hange-On Approach
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dnﬂmtwmh}n#hﬂ-ut A device can be anything mcluding m ﬂﬂln-
devices, cloud resources, drones, eic. Hdﬂhhlﬂlﬂhﬂﬂﬂﬂl“m
Dievices or client applications can subscribe w other devices and receive/senc! messages.
Box 8.39 shows the conumands 1w seip SkyNet on o Linun machine. Box 840 shoes
a sample configuration for SkyNet. Box 841 shows esamples of using SkyNet. The find
step Is W create @ device on SkyNet. The POST roquent to create a devico retuns the
LIUTID and token of the crested device. The box aiso shows cramples of updating a device,
retricving last 1) events related 1o & device, subscribing to a device and sending & message
s & device, hlﬂhﬂﬁnﬁhlﬁh“ﬁﬂﬂ_wm
ﬂumm-ﬂqnwﬂmu--ﬂ-m




8.7 SkyNet IoT Massaging Platiorm
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—=

ﬂm

In this chapeer you learned abou vanious clowd computing services and their applications
for IoT. You learnied about the WAMP protocol und the AutoBahn frumework. WAMP is &
sub-prowcol of Websocket which provides publish-subwscribe and RI'C messaging patterna
You learned abowt the Xively Platform-as-a-Service that can be used for creating soluthons
For Internet of Things. Xively platform comprises of 3 message bus for real-time message
manngement and routing, dain services for time series archiving, directory services that
provides a searchable directory of objects and bukiness sefvices for device provialoning and
management. You beamned how o send data to and retrieve data from Xively.

You leamed shout Djungo which is an open sourve web application frumework for
developing web applications is Python. Dijango is based on the Model-Template- View
architecture. You also leamed how o develop a Django application mde ap of model, view
und templates. You leamed how o develop a RESTul web AP1,

You learned aboul various commercial clowd services olfersd by Amazon. Amazon
EC2 is 8 computing service from Amazon. You lewmod how o progrummatically lsunch

an Amazon EC2 instance. Amazon AutoScaling allows sutomatically scaling Amazon
EC2 capacity up or down sccording to wier defined conditions. You also learned how 1o
progrismmatically crease an AutoScaling group, define AvinScaling policies und Cloud Watch
alarme for wiggering the AwnoScaling policies. Amason 53 bs an online cloud- based
datn storage from Amaron You lesmed how (o programmstically spload a file o an
53 bucket. Amazon RDS is a cloud-based relational datahase service. You leamed how
programmatically launch an RIXS instance, view running invtances, connect 1o an instance,
create & MySOL tuble, write and read from the table on the RDS jnstance. Am
DynamoDB is a No-S0L database service. You leamed how o
a DynamoDB table, write and resd from a DynamaDB tibie. msqsmm
quewing service from Amazon You leamed how 1o programmatically creote an S0QS quese,
wrile messages 1o o gueue and read messages from 2 guene, Amason EMR is a MapReduce
web service. You learned how 1o programmatically create an EMR job, Finally, you leamed
about the SkyNet messaging platform for 0T,

Review Questions

1. Wht {s the difference betwesn a Xively data stream and s channel?

2. Describe the architecrare of o Django application.

3. Wha |s the function of URL patterns in Django?

4, What is the parposs of i Amaron AutoScaling proup? Describe the sieps involved in
creating an AutoScaling group.

Bahga & Madisett 2019
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5. What is Amazan DynamoDR? Describe an spplication that can benefit from Amzon

6. Describe the use of Amazon Kinesis for loT.

7. Wit are the uwses of messaging yoeues? What are the message formats supporied by
Amazon SQS7

8. What does a MapReduce job comprise of?

4. What protecols does the SkyNet messaging platform suppont?

Ikt of Things - A Hands-On Approach
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9.1 Introduction

In Chupter-2 you leamed about the applications of Internet of Things for homes, cities,
environment, energy sysiems, retail, logistics, industry, agriculure and health. This chajpier
provides concrete Implementations of several of these applications heiping you understand
haw sophisticated applications ure designed and deployved. The case studies are hased on the
10T design methodology described in Chapler-5, The loT device used for the case studies
in the Raspberry Pi minl-computer. The case studies are implemented in Python and use
the Django framework. You learned about basics of Python and Djengo in Chapeers 6 and
8, respectively. However, principles you have leamed are not limited 10 these particilas
languages or platforms.

9.2 Home Automation

8.2.1 Smar Lighting

A design of & sman home suiomation system was described in Chapter-5 using the loT
design methodology. A concrete

implementation of the xystem based on Diango famework is described in this section. The
purpose of the home sutomation sysiem is o contml the lights m a typical home remotely
using a web application,

The sysiem includes siio and manual modes. 1n auio mode, he sysitem measurnes the
light in a room end switches on the light when it gets dark. [n mannal mode, the sysiem
provides the option of manually end remotely switching on'oll the light.

Figure 9.1 shows the deployment design of the home aiiomation xystem. Ax explained
in Chapier-5, the rystem has two REST services (mode and stute) and 8 controller native
service. Figures %2 and 9.3 show specifications of the mode and state REST services of the
hotne autmnation system. The Mode service is 8 RESTTul web service that ssta mode 1o
suito or manisl (PUT reguest), of retrieves the current mode (GET request) . The mode is
updated fretrieved from the database. The State service is 8 RESTful web service that st
the light spplisnce state to onfoff (PUT request), or retrieves the current light state (GET
request). The state is updated tofretrieved from the status databuse.

Bahga A Madisetil. | 20113
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Figure 9.1: Deployment design of the home aitomation loT system

To start with the implementation of the system. we first map services (o Django models.
Box 9.1 shows the mode] fields for the REST services (maiz - on/off and mode - suio/manual ).
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Figure 9.2 Service specification for home satomation loT system - mosde service

Figure 9.3 Service specification for home smitosiution JoT system - stabe service

Batga & Madaitl, § 214




After mpl the Djangn model. we implement the model serializen. Seriulizen
slex data (such as model instances) W be converied 1o native Python datatypes

can then be canily rendered into JSON, XML of ather coment types. Bax 9,2 shiows the
s e ihe seriitzers, we write ViewSets for the Djsngo models. Viewsets
- mh-uummmmm Bax 9.3 showy the Djungo

T services and home auamation application. The ViewSets for the models
udluﬂhhlnhﬂuhhhmth.mm#-m
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Box 9.4 shows the URL patiemns for the REST services and home sstamation application.

Hahga & Madisotti, © 215




8.2 Homa Automation

Since ViewSots are used instead of views for the REST services, we can autom
genersie the URL configuration by simply registering the viewsets with o
Houlirs detcemine how the URLs for an application should

Hax 9.5 shows the code for the Dango template for the bome aistomition pplication.
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Figare 9.4 shows 8 screenchot of the home automation web spplication.

Figure 9.4: Home sutomation web application screenshot

Figure 9.5 shows a schematic diagrain of the home automation 16T sysem. The devices
and componeuts wsed in this cxample are Ruspberry Pi mini computer, LDR sensor and relay
waiich actuator.

Figure 9.6 shows the specification of the controller native service that runs on Raspberry
M. When in auto mode. the controller servioe monitons the light level and switches the light
on/ofl and updates the staus bn the status database. When in manual mode, the comtrolier
implementation of the controlier service is shown in Box 9.6,

Bahga & Macisett|, {) 2013
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Figure 9.5: Schematic diagram of the home sutomation ToT sysiem showing the device,
sensor and notustor inlegrated
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Figure 9. Controller service of the home auomation 0T rystem

Bahga & Makesttl, (& 2015
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822 Home Intruskon Detection

You got an overview of home intrusion detection kysiema in Chapier-2. A concrele
implementation of o home intrasion detection system is described fn this section. The
mdh““”mhuhﬂﬂuﬂlﬂnm-
PR sensors and door sensors) and rise alerts, il necesiary,

Figure 9.7 shows the process disgram for the home fntrusion detection system. Each
oo i the home has 3 PIR motion semor snd each door has a door sensor, These sensors
can detect motion of opening of doors. Each sensor is read ot regular imervals and the motion
detection or door opening cvenis are siored and aleris sre sent

Figure 9.8 shows the domain model for the home intrusion detection system. The domain
wmwmhmum-nmmmm
The device in this example is a singhe-board mini computer which has PIR and door scnsor
anached w i1, The domain model also includes the services involved in the system.

Figure 9.5 shows the informstion mode! for the home intruslon detection system. The
information model defines the sttributes of room and door vinual entities and their possible
values. The roam virual entily has an sttribude 'motion’ nﬂhh“nﬁfhﬂ
attribute “state”,

mwnhnﬂuhwmhhmﬁ-ﬂuﬁ
derved from the process specification and the information model. 'The systea has three
services - (1) @ RESTTul web service that retrieves the current staie of » door from the

Bahga & Madissttt, © 2015
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Figure 9.7: Process specification of the home (ntrusion detection loT system

— e

=
i
= ;1%—

Figure .8: Domain model of the home intmmion detection IoT system
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Figure 9.9: lnformation model of the home intruston detection loT system

database or sets the current stile of a door to openiclosed, (2) A RESTTul web service that
retrieves the current motlon ln & mom or seis the mothon of & room o yes/no, (1) 4 native
coutrnller service that runs on the device and rends the PIR and door semsors snd calls the
REST services for upduting the state of rooms and doors in the database. Figures 9.10,
Figures .11 and 9.12 show specifications of the web services and the controller service.

Figure 9.10: Setvice specification for the home intruxion detection JoT system - door service

Hahga A Madisahl, £ 3112




Figure 9.11: Service specification for the hame intrusion detection 0T system - mom service

Figure 9,12 Controller service of the bome minssion deétection o7 system

Figgure 913 shows the deployment design for the bome intrusion detection sysem, Recall
ihuat this s a lewel-2 10T system.

The functional view and the operationil view specification [or hime intrusion desecton
systemn wee shown in Figwre 9,04, Virtous options pertatning to the syviem dephoyment and
aperation sad their mapping W the corresponding functional groups s shiws ia Figure 9,14,

[evineriml iaf Things - & Hands-0n Approash
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Figure 9.13: Deployment design for the home intrusion detection ToT system

The systemn uses Djangn framework for web application and REST service. The Django
web upplication is bucked by » MySQL datubase. The loT device used for this example is
Rusphberry Pi along with ibe PIR and door sensors, Figure 9.15 shows & schemstic diagram
of the home Intrusion detection system and Figure 9.16 shows how the sensors are dephoyed
in s purking.

Lt 1o mow Jowk at the inmplementation of the web spplication and services for the syuem
Box 9.7 shwws the model fiekds for the room and door REST service. Afler implementing
the Django model, we implement the model sertalizers that allows model instances 1o be
converted o native Python dutatypes. Box 98 shows the serializens for room sed door REST
aervices.

Bargs & Masser. (1) 2018




Hni
insmrraet ol Thisgs - A Hands-0n Approse




270

Figure 9.15: Schematic diagram of the home intrusion detéction loT system prutitype,
showing the device and ulranonic sensop

Bahga & Madest, 5 1014
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Figure 9.16: Deployment of sensors for home intrasion detection sysiem

hu'ﬂmhmmmrmm-u“ "
application. The ViewSets for the models (RoomViewSet and Room Vi

in the views file. mn—mmhmﬂtmm
application home page that displiys the status of each room. Notice thid & request ik send to
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{hie state REST service 10 obtain the state of & mom.

Banga A Madiseth. i 2013
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application. This template is rendered by the home view. Hﬂﬂ?ﬂu“i‘
the home intrusion detection web application.
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A Python implementation of the contraller service sative service that rums on Raspberry
1, in shiwn 10 B 9. 12, The resController function (s called every second and the readings
of the PIR and doot sensors are oblained. The current states of the room and door are then
updated by sending & PUT request 10 the corresponding REST services.

Banga & Wacssl, (2013




9.3 Cities n

831 Smart Parking

You got an overview of emun parking sysiems in Chapier-1. Am%ﬂ*
smart parking IoT system is described in this section.

applications can be accemed by drivers from smartphoncs, tahlets or from in-car m gl
systems. ln smart parking, scosors are used for esch parking shot, 1o dete '
hmwﬂﬁ%%klmmﬂ
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Figure 9.17: Home tntrusion detection web application screenshot

the Tnternes o n wrver
Figure .18 shows the process diagrim for the smart parking sysein, Each parking slot
has an witrasonic sensor fixed above, which can detect the presence of a vehicle in the slot.
Euach sexssor in read ui regular imervals and the stite of the parking slot (cmpty or occupied)
i updated in o database.
Mﬂ!.lﬂmudﬂﬂ#h#__tnﬁqmﬁmﬂ

ﬂpﬂﬂ.ﬂﬁﬂﬂulﬂmﬂﬂmmﬂlhhmmmmm
mﬂﬂmhmm:dhpﬂqﬂvhﬂduﬂuﬂmﬂm
(empty o occupled), .

The siext step in o define ihe service specifications for the sysiem. The services are
derved from the process specification znd the {nformstion model. The sman parking sysem
Jras two services - |1} a service that monitors (e parking dlots (ueing ulmsonic sensors) and

Bahga & Madisef, i©) 2013
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Figure 9.1K: Process specification for the smart parking loT systcm

mumm.mmuwmmmmﬂumum
the current staie of the parking slots (controller native service). Figures 9.21 and 9.22 show
spocifications of the eontroller and slate srvices of the smart parking sysem.
mmm-&mwﬂuwtumqu:
similar W the specifications for the home intrusion detection vysteen shown i Figure 9,14,
The systeth uses Disngo framework for web application and REST service - both of which
you leammed about from eadier chapters of this hook. The Dijango web application is
supported by o MySQL datsbase. The loT device used for this example is Ruspberry Py
slong with the ultrmsonic sensors. Figure 9.23 shows how the sensors are deployed in 8
parking and Figure 9,24 shows & schematic dlagram of the wnart parking system. '
Let us now look af the implementation of the web applicativn usd services for the
myﬁunﬂh!l!“huﬂ!ﬁnhmﬂtﬂﬁh
WIMManumthnﬂ
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Figure 9.1%. Domain model of the sman parking IoT system

inutances b he convertesd 1o native Python datatypes, Bax 9,14 shows the serializer for state
REST service

Eahgs & Madises, (£ 2015
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Figure 9.22: Service specification for the smant pariing JoT sysen) - state service

Box 9.15 shows the Django views for REST services and sman parking spplication.
The ViewSets for the model (State View Set) are included in the views file. The home view
renders the content for the sman parking application ume pege that displays the status of
the parking sloti. Notice that 8 neqsiest in setit 10 the state REST nervice 1o obtain the state of
u purking slot. The code shown in this example is for  trivial case of & ane-alot parking.

Batvps & Maciastit, i 3015







Figure 9.24; Schematic diagmm of the sman parking loT sysiem prototype. showing the
device and nltrasonic sensor

Hanga & Madisets ) 2013




Box 9.16 shows the URL patierns for the REST service amd sman parking application.
Sinve ViewSets ure used insend of views for the REST service, we can
generste the URL configurstion by simply registering the viewsets with a router class.

lull?ﬁmhﬂﬁ-hhmhh—wﬂhm
template ks rendesed by the home view.

internel of Things - A Hands-On Approach
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Figure §.25 shows a screenshol of the smart parking web application.

Figure 9.25; Samn Parking web application screenshol

L
i

A Pythan implementation of the contrller service native service that rus on Raspberry |
Pi. Is shown In Bow 9. 18. The runConsrolier function is called every second and the reading
of the ulirssomic sensor in obtained. umm-muuﬁwﬂﬁ&:
threshold, the sot is considered 10 be occupied. The currens siate of the shot is then up '
by sending o PUT request to the state REST service. -

internal cf Things - A Hands-On Apgroach
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94 Emvironment

94.1 Westher Monltoring System
AEST-based Implementation
A design of & weather monitoring 0T system sas described in Chapter-S using the loT
design methodology. A concrete implementation of the system bused on Disngo famework
is described in this section. The purpose of the weather monitoring system i to callect
duta oo envirommental conditions such = iemperature, pressure. humidity and light in an
area using multiple end podes. The end nodes send the data s the cloud where the data is
aggregated and wnalyzed

Figure 9.26 shows the deployment design for the sysiem. The system consists of muliple
nodes placed in different locations for monitoring tempersture, humidity und pressure i
an ares. The end podes are equipped with various sensors (such as iemperatire, pressure.
Imidtity znd light). The ond nodes send the dats 1o the chowd and the dati is stored in  closd
database, The analysts of datn is done in the clowd 10 aggregate the dats snd muke predictions.
A cloud-bused application is used for visualizing the data. The centralized controfier can
send control commanids to the end podes. for example, 10 configure the monitoring imerval
on the end nodes. 1

Figmre 9.27 shirws a schematic diagram of the weather monitoring system. The
und components used in this example are Rispberry P mini computer, temmpenitune u
snalog-1o-digital (A/D) canverter (MCP3008) is used for converting the anlog input from
LDR to digital __

Figure 9.28 shows the specification of the contruller service fur the weather mondioring
system. The controller service runs as a nalive service on the device and mon erall
pressure, humidity and light every 10 seconds. The comtiuller service calls the
1 st these measurements in the cloud. This example uses the Xively P

indorreed of Things - A Hands-On Approach



Fignire 9.26: Deployment design of the weather monitoring loT system
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Figure 9.2°7: Schematic diagram of a weather monitoring end-node showing the device und
L=
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Figure 9.28: Controller service of the weather monitoring 0T sysem

Bahga & Madset, i 2018
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An altermative to using the Xively JavaScript APL is to use the Xively Python library
with & Diango upplication. Box 9,21 shows the code for s Djangn view that retrieves dila

Intecrint of Things - A Hands-Cn Approach
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Figure 9.29 shaws a scroenshot of the weather monitoring web application.

WebSocket-Dased Implementation

The previous section described a REST-basedl implementation of the weather monitoring
ToT wystem. hﬁmﬂﬂmm-hﬂ-hhnﬂ-dh-m
monitoring 16T system based on

The WebSacket implementation is hased the Web Application Messaging Protocol
(WAMP) which is o sub-protocol of WebSocket. You learned about Auiobabs, s open
source implementation of WAMP in Chapter 8. The deployment design for the WebSocket
implementation is the satre &s thown in Figure 926,

Figure 9,30 shows the communication between various components of the WebSocket
implementation. The contealler in the WebSocket implementation in s WAMP application
component thal rens over 4 WebSocket tansport client on the IoT device. WAMP application
router runs on 8 WebSocke! wransport server on the server instance (o the cloud. The role of
the Client on the device in this example is thai of & Publisher, while the role of the Rowter

is that of o Broker, Publisher publishes messages 10 the topics managed by the Broker
Subscribers subscribe to toples they are interested in with Brokers, Hrokess route events

Banga & Madison|, & 2019
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Incoming from Publishers to Subscribers that are subscribed o respective topics. Brokers

the Publisher snd Subscriber. In this exsmphe, the Publisher and Subscriber run
application code. The Publisher application comprment is the controller component, the
source code ol which is shown in Box 9.22. The Subscriber application component ks the
web fromtend, the source eode of which is shown in Box 9.21. The asalytics componsns nus
an & sepanie instance =il sbscribes 10 the topics managed by the Broker. Box 925 shows
thie code for a dummy analytics component. The communication between Publisher - Broker
uni! Broker - Subscribers happens over 8 WAMP-WebSocket seasion.

vimrroet of Things - A Hands-On Approach
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Figure 9.8} Compuonents in the Websocket implomentation

Barga & Madsem & 011
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This case study is about a weather reporting bet which repans weather information by seading
tweees on Twitter. Figure 931 shows u schemuitic of the weather monitoring end-node. The
el node b comprised of 3 Raspherry Pi mini computer, emperatire,  presure
acsil light semsors. In adifitlon w0 the semwors, 4 USH webcam is also attached 1o the dovice.

Box 9.26 shows the Python code for the controller service that runs on the end-aode.
The cantroller rervice obtaing the lemperature, humidity. pressure snd light readings from
the sensoes, every 30 minutes. Al af the sume time an inuge is captired from the webcam
attached 10 the device. The semor readings and the capiured image b then sett s & Paeet on
Twititer. To send twoets the contruller service uies 3 Python library for Twitier called fweepy.

Datga & Madees (X013




b

- With tweepy you can use the Twitter REST AP 10 send tweets. Before uning the Twitter
(AP, you would need to setup a Twittor developer account and then create s new spplicution
(with read-write permissions). Upon creating the upplication you will get the APT key, APt
~secret and secess tikens. These eredentials and okens arc wsed i the controller service.

Internat ¢f Things - A Hunds-On Approsch
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Figure 9.32 shows & screensbol of o tweet sent by the weather reporting bot on Twlties

10T hased air polle m:;mmmuﬂuuqu
fisctaries and sutomobiles using gascoiss and meteorojogical sensore. This section provides
an implementation of an air pollution menitoring loT system. The deployment design for
the system |8 similas 1o the deployment shown in Figure 9 26 The systern design deps are
similar 1o the weather monitoring xystem described in the previous section. Therefore only
the schematic design and the controller implementation is provided. .

The system constets of multiple nodes placed in different locations for moniloring sit
poliution in an area. The end nodes are equipped with CO and Ny sensors, The end
nodes send the dita to the cloud and the data is stored in & clood detabase. A cloud-based
application is used for visnaliring the data.

Figure 933 shows a schematic diagram of abr pollution monlioring end-node. The end
node includes o Raspberry M mini-computer, MICS-2710 MOy sensor and MICS-5525 CO

Hahgas & Madsssi ¢ 014
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Weather Update at: 2014/06/23 13:28:49 -
Temperature: 28 C, Humidity: 35 %,
Pressure: 959595 Pa, Light: 9500 lux

e # ] = s Wi =TT FTR T

Fignre 9.32: Screenshot of & wesitier update tweeted by the weather reporting bot

sensor. An A/D copverter (MCPI00K) is used for comverting the stialog inputs from the
sensan (o diginal.

Bax 927 shows the implementation of the native controller service for air pollution
m;mmmmm-.mmmhmmm
m-mmdiupmmmmwbmmhhmrnmm
0 store these messurements bn the cloud,

intmrned of Things - A Hands-On Aggrosch



Figure 933 Schematic dagran of air pollution mositonng end-sode showing the device

and sensors

flahgs & Madsam, ) 2013
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9.4.4 Forest Fire Detection e ol |

10T hased forest fire detection sysiems use a nsmber of monitoring nodes
different locathons in a forest. Each monitoring node collects measus

snmrrmt of Thangs - A Harets On Approach
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nodes and sends 1o the cloud.

Figure 9,34 shows & schematic diagram of forest fire detection end-node. The end node
includes a Raspberry Pi mini-computer and DHT-22 teeperature and bumidity sensor, An
XBee module is used for wirtless communication hetween the end-node and the coordinator
node. Figure 9.15 shows a schematic diagram of the coondinator node.

Hoxes 9.28 and 9.29 show the implementstions of the native congroller services for the
end node and coondinator node respectively. The contmiler service on the end mide obealny
the sexor readings every 10 seconds and writes the dais 1o the XBec module which sends
the data 10 the coordinator node. The controller servico on the coordinator node meecives the
dats from all end nodes and calls the Xively REST service to store these measurements in
the cloud.

The XBes modules can be confl gured 10 commumicate with sach other using 1 Windows
hased application called X-CTU [127], All XBee modules should have the same network
ID and channel, The XBee module for the covndinmtor node has to be configured s 4
coordinstor snd the rest of the modules have 10 be configured an end devices or router,

Batgas & Massem (£ 2018
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8.5 Agriculture

2.5.1 Smart hrigation
MMMHHWHNHMHMHW
umunmnm—nmu*mumﬂh y when
the maisture levels go below a predefined thresbold. Deta on the moistere |
Mhhﬂﬂuﬁnhhmum“
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schematic diagram of smart irigation system end-sode. The end node includes 3 Raspberry
Pi miini-computer mnd s0il moisture sensor. A solenaid valve is used to control the flow of
witer through the trrigation pipe. When the mossture level goes below a threahold, the valve
s opened 0 releste waler, Bax 9,30 ghows the Python code for the controller native service

for the sman irgation sysem.

Figure 9.3 Schematic dingram of & smn brigation system end-node showing the device
und sensor

Banga & Madaan, 5 2013
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8.6 Productivity Applications
8.6.1 loT Printer

This case wuudy is shout an JoT printer that prints & duily briefing every moming. The daily
briefing comprises of the currett weather information, weather predictions for the duy and
the user"s achedule for the day (obiained from the user's Google Calendar account),

Printer

Figure 9.37: Conmecting a printer 10 Raspberry Pi

Box 9,31 slwews (he code for he service that runs on the mink-compuier which u
cannecied o the printer.

internet of Things - A Hands-On Approach
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s 9.32 shorws an example of & daily bricfing printed by the loT printer.
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Summary

I this chaper you lesmed shout various spplications of loT and fully developed case studies.
This provided you with 4 solid foundation, hopefully. that will assist you in designing
aned implementing vanous levels of loT sysicas From the wuan hightng case sty you

hﬂhq-tw:h_-l 10T syuem comprising of a local contnller, device
udmmmwuq hﬁulﬂri—m From the

the services liru IaT
system - uhﬂulﬂfﬂmnmﬁiﬂtﬂhm
tescribed i u level 4 loT sysiem with mubtiple independent end nodes which perform sensing
and send data 1 the cloud. The REST implementation was done wing the Djsogo REST
framework and the WebSocket implemeniation was done using the AmoBlahn framesork.
From the air pollution moeitoring, forest fire detection and smun irigation case sudies you
rhwn“ﬂ-wﬂt—ﬂ-hfhhﬂmhﬂﬂ

g & Machson (i) 2013
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Lab Exarcises

I. Design and implement & fire alarm loT sysiem, using a Raspberry Pl device, iempersture,
C0: and CO sensors. Follow the vieps below
e Define the process specification of the sysiem. The sysiem shoubd colloct and
anilyre the wensoe dotn and wend emai] alerts when o fire (s detected.
s [efine a domain model.
o Define service specifications.
o Design a deployment of the vyviem. The system cun be o level-1 loT sysem.
s Define the functional and operstional view specifications.
» Implement the web services and comtroller service.

L For the lire alarm loT system in exercise- |, identify the configurntion and date data
DPefine 8 YANG module for the sysiem.

3 Rework the home sutmation case study w make i & level-2 loT sywem,

4. Extend the functionality of the home intrusion desection loT system 1o send email
alerts when mn intrasion s detecied

3 Euend the functionality of the home intnmion detection [oT sysem by ierfucing o
webcem, Implement & function in the controller b capaure s image from the webeam
amf wend s an sttachment in tse email aleet when an introsion is detected.

6. Box 9.25 shown the code for & dusnmy analytics component of weather monitoring
vystem. Implement the snalytics component to compute the hourly masimam and
mintmum values of empenstore and humidity.

7. Implement the air pollution monitoring vywem using the WebSocket approsch.

£ Implement the analytics component for the forest fire detoction symem.

it of Tranga - A Hards-On Aggroach
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This Chapter Covers

¢ Overview of MapReduce purallel programming model
s Owverview of Hadoop
o Case study on batch dats analysis using Hadoop
o Cuse stundy on real-time data analywis uning Hidoop
| Dverview of Apache Oozie
iR Overview of Apache Spark
o Overview of Apache Storin
| » Case study on using Apache Storm for real-time dosy analysis
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10.1 introduction

The volume, velocity and variety of duta generited by data-intonsive loT systema is v large
that it in difficull 10 stote, manage, process and analyze the data using tradiionsl datzhases
and dats processing tools. Amalysis of deta can be done with aggregation methods (such s
compiting mean, maximum, minimum, counis, ete.) of using machine learning methods
sach s clustering and classification. Clustering is used w grouping similar data iterms
wgether such that, data items which are more similar 1o cach otleer (with respect o some
shmilurity criteria) than other data items are put in one cluster, Classification is used for
calegonizing objects inlo predefined categories.

In this chapter, you will keam sbosit various Irmmeworks for data ssalysis iscluding
Apache Hadoop, Apache Oorle, Apache Spark and Apache Storm. Case studios oo baich
wd read ime data analysis for o forest fire detection sydem are described. Before going ik
the specifics of the dats smalysis woly, kot us look ot the 10T vyvaem and the requinemenss for
iduta analysis.

Figure 10,1 shows the deployment design of a lorest fire detection vystem with mulliple
end nodes which are deployed in & forest. The end nodes ae aquipped with sensors for
measuring lemperature, himidity, Hght and carbon monoside (C0) @ varous locstions
in the forest. Each enil node sends data independently to the cloud using REST-based
communication. The deta collected in the closd i analyzed o predicl whether fine has
broken oul in the [orest.

Figure 10.2 shows an sxample of the data collecied for forest fire detection. Each row
in the table shivws tmestzmped resdfings of emperatwe., hunudity, gt sad OO senson.
By analyzing the sensor resdings in real-time (csch row of tshie), predictions can be made
about the occurience of a forest fire. The sensor readings can sl be aggreguiod on &
various timescales {miswte, hourly, daily of moathly) o determine the mcan, mayimam and
mimimim readings. This data can help in developing prediction models.

Figure 103 shows o schematic diagram of forest fire detection end node. The end node
i1 based o0 o Raspberry P device and wees DHT22 semperature and humidity sensor, light
epenadent resistor and MICS5325 O sensor. Box 10.1 shows the Python code for the native
comtroller service than nus on the end nodes. This evumple uses the Xively PasS for storing
data. In the serupControfler function now Xively datastreams are created for lemperature,
humidity, light snd €O data, The runContmlier fanction is called every second and the
sensw readings are obtained. The Xively REST AP bs used for sending dats to the Xively
clowd.

Bafga & MaSses o M8
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Figure 10.2: Data snalysis for forest fire detection
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Figure 10.3: Schematic diagram of forest fire detection end node showing Raspherry P
device and semon

Sanga A Madseth, ) 2019
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10.2 Apache Hadoop
Mﬂmllﬂh-uﬂﬂhﬁmﬁhwhumﬂﬁl
mwkﬂmmﬂmm&—aﬂuwm
WWWW@MBHMM;“
chuster af servem.

10.21 MapReduce Programming Model
MapReduce is o widely used parallel data processing model for processing and analysis of
massive scale data [85]. MapHeduce mode! has two phases: Map and Reduee. MupRedoce
programs are wrilten in & functional progrunming style o creare Map nnd Reduce functions.
mwmmhm’ﬂuﬁupﬂhhhh‘mn{h’-dﬂpﬁn Run-rime
mhmmmmmmﬂmm The
MapReduce nan-time systems tike care of lsks wch partivioning the data, scheduling of
mawmmuﬁmmﬂﬁhﬂhm
0 analyze massive scale data without wiorying about tasks such as dita partitioning and
scheduling. Figure 1014 shows the fiow of data for 8 Mupheduce job. MapReduce progrums
ke o set of nput key-value pairs and produce & set of output key-valoe pairs. In the Map
phase, data is read from a distributed file system, partitioned among & set of computing
nodes (n the cluster, and sen 1o the nodes & & set of key-value pairs. The Map taks process
hhﬁmﬂhﬁﬂhﬁd#ﬁﬂuﬂmm-ﬁnw
pairs. The intermediste restlta sre stoced on the local disk of the node nanning the Map tok.
When all the Mup waks ane mmmmmumum
data with the same key is aggregated. An optional Combine task can be uaed ko perform data
aggregation on the intermediate data of the same key for the output of the mapper before
trunsferring the outpus 1o the Reduce task.
Hﬂﬁumuﬁdﬂdhﬂhdh-ﬁhhﬁm#
plice on the godes where the data resides. In traditional approuches for dut snalysis, data
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1 moved o the compute podes which resulis in delay 10 dats ransmission hetween the
modes o & clustes. MapReduce programming model moves the computation to where the
data resides thus decreasing the ransmistion of dats and imprwving efficiency. MapReduce
programaming mods] is well suned for parallel processing of massive scale data in which the

Figure 104: Dats flow in Maphehuce

1022 Hadoop MapReduce Job Exscution

In this section you will learn about tse MapReduce job execution workflow snd the sieps
tmvclved [ pob submission, job mitislization, tek seloction snd task execution. Figure 10.5
shows the comprnents of 8 Hadoop cluster A Hadoop clester comgprises of 2 Maser node,
backup node and a number of slave nodes. The master node runs the NameNode and
JohTracker prowesses and the slave modes i the DataNode sl Tesk Tracker composesis of
Hadoop. The hackup node runs the Secondary NumeNede process. The fuscthons of the bey
Mocesses of Hadoop are described aa follows:

Hamahode

NameNode keeps the directory tree of sll files in the file system, and racks where across
the cluster the file data is kept. It does not store the dats of these files imell. Clieni
spplications talk 10 the NameNode whenever they wish 1o bocaie & file, or when they want

Barge & Madsem, § 219
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sddicopy/moveidelete a file. The NameNode responds to the successful reguests by returning
a linn of relevant DataMNode servers where the dita lives. NameNode scrves as both direciory
nemespnoe manager and ‘inode uble” for the Hadoop DFS. There is & single NameNode

runming in any DFS deployment.

Secondary NameNode

HDHES ks pot currently o bigh svailability system. The NameNode is a Single Poinl of Failuse
for the HDFS Cluster. When the NameNode goes down, the file system goes offiine. An
opthonal Secondary NameNode which is hosted on a separate machine crestes checkpoints

of the namespace.

JobTracker

The JohTracker is the service within Hadoop that distributes MapReduce tasks o specific
nodes {n the cluster, ideally the nodes that have the dsta, or at least are in the wme rck.

TaskTraches

Thsk Tracker is a node in a Hadoop cluster that scoepts Map, Reduce and Shuffie ks from
the JobTracker. Each Task Tracker has a defined number of slows which indicste the number
of tasks that it can acoept. When the JobTracker tries 1o find & TaskTracker 10 shedule 2
map of reduce task it fhrst looks for an empty slon on the sme node that hosts the DetaNode
comtaining the dats 11 an empty slot is not found on the same node, the JohTracker looka for
an empdy shot on & noede in the sme rck.

Databode

A DataNode stores dats in an HDFS file system. A functional HIFS filesystem has more
than one DataNode, with data replicated scron (hem. DataNodes connect 10 the NameNode
on sanup, DataNodes respond o requests from the NameNode for filesystem operations.
Cliert applications can talk directly 10 & DataNode, once the NameNode has provided the
location of the data. Similarty, MapReduce operations assigned (o Tk Tracker instances
near § DutaNode, tulk directly to the DatalNode to socess the files, TaskTracker instances
can be deployed on the same scrvers that host DataNode inutances, so that MapReduce

operntions are performed close (o the data.

10.2.3 MapReduce Job Execution Workllow

Figure 10.6 shows the MupReduce job execution workfiow for Hadoop MapReduce framework.
The job execution starts when the client applications submii jobs o the Job wacker. The
Sobi Tracker returna 8 JoblD 1o the client application. The JobTracker talks to the NameNode
o deterrine the locstion of the dat. The JohTracker locates TaskTracker nodes with

irderrant of Things - A Hands-On Approach
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Figure 10.5: Compooents of a Hadoop cluster

available slots stéor near the data. The Task Trackers send out heartbeat messages to the
JobTracker, usually every few minutes, to resssure the JobTracker that they wre atill alive.
These messagen also iform the JobTracker of the number of avmilahle slots, so the JobTrackes
can stay up b date with where in the cluster, new work can be delegated. The JobTrackes
subtnits the work o the Task Tracker nodes when they poll for tasks, To choose # taik for
a TaskTracker, the JobTrucker uses various scheduling algorithms. The defanlt scheduling
algorithm in Hadoop is FIFO (first-in, first-outh. In FIFO scheduling & work quese i
maintained snd JobTracker pulls the cldest job first for scheduling. There is no notion of the
Job priocity or size of the job in FIFO scheduling.

The TaskTracker nodes are monitored using the heartbeat signals that are sent by the
Thak Trackers o JobTracker. The Thak Trackes spawns o separmte JVM process for each task
so that any task failure does not bring down the TaakTracker. The Tad Trocker moniton
these spawned processes while capturing the output and exit codes. When the process

Bahga & Macdivettl, © 1019
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Figure 10.6: Hadoop MapReduce job exscution

finishes, successfully or mot, the ToskTracker notifies the JubTracker When o task fails
the TaskTracker notifies the JobTracker and the JobTracker decides whether to resubrmit
Hmhmmmnﬂtﬁuwﬂem&nmmmﬂ-
SobTracker can blacklist  TaskTracker as wnieliable if there are repeated tmk fuilares, When
the job is completed, the JobTracker updates its status. Cliewt applications can poll the
JobTracker for statis of the jobs,

10.2.4 Hadoop Cluster Setup

I thsis section you will leam how 1 setup a Hadoop cluster. The Hadoop opens source
framework is written in Java and has been designed 1o work with commodity hardware. The
Hadoop fleysiem HOFS is highly fuuli-wlerant. While the prefermed operating vysem
hhﬂﬂh%kmmunqnwmﬁmm-
Cygwin environment.

A mnlti-nocde Hadoop cluster configuration will be described in this section compriking
of e muster node that runs the NameNode and JohTracker and two slave nodes tha ron
the TaskTracker and DataNode. The hardware used for the Hadoop cluster described i this
section consists of three Amason EC2 (m Large) instances runndng Ubuntu Linus,

The steps invulved in setting up » Hadoop cluster sre described as follows:

Inmtall Java
Hadoop requires Java 6 or Luter version. Box 10.2 lists the commands for installing Jiva 7.

irsmrrd of Things - A Hands-On Aporoach
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inatall Hadoop

To setup a Hadoop cluster, the Hadoop setup wrball is downlosded and unpacked on all the
modes. The Hadoop vervion used for the chuster cxample in this section is 1,04, Box 103
tiwew the commands for installing Hadoop,

Faragn & Madweti 0 TN
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After unpacking the Hadoop setup package on all the nodes of the cluster, the nest sep is 1o
configure the network such that ull the nodes can connect 1 each other over the network.
To make the addressing of nodes simple, pwsign simple host names 1o nodes (such master,
shave ] and slaveld). The /etcosts file s ecited on all nodes and 1P addresses and host names
of ull the nodes are added.

Hadoop cantrol scripts use SSH for cluster-wide operations sich s suwning and stopping
NameNode, DutaNode, JobTracker, Task Tracker and other dasmons on the nodes in the
cluster. For the control scripts to work. all the nodes in the cluster must he shie 1o connect
to each other via o password-less SSH login. To ensble this, public/privaie RSA key pair
is generated on each node. The private key {s stored in the file /sshfid_ra sl public key

imtmrret of Things - A Hands-0On Aporoach
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Figure 10.7: Hadoop NameNode statis page

Starting and Slopping Hadoop Cluster
Having installed snd configured Hadoop the sext step is to start the Hadoop cluster. Bos 104
lists the commuands for starting and stopping the Hadoop clusier.

If the Hadoop cluster is correctly installed, configured and started, the status of the
mm-hm“umwhhm

MMﬁﬂﬂMHmjﬂhmumm&
server on the master node of the Hadoop cluster, The defaull sddresses of the web Uly are st

follows:
NameNode - hatp: /<M ameNodeHostNames SO0V
JobTracker - http//<lob TrackerHostName>: 50030/
Figere 10.7 shows the Hadoop NameNods status page which provides information sboul
mmumﬂmmuwmu-ﬂm
information, safe mode status, heap information, audit logs, garbage collection metrics, tossl
Tosid, file operutions, and CPU usage.

Figure 10,8 shows the MapRedice administration page which provides host and pon
information, star time, tracker counts, heap information, scheduling information, current
mmmmﬁmnmmmmmd-“
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e Mg MRSy A — u

Figure 10,9 Hadoop HDFS staus page showing live data nodes

utilization summary.

Figure 109 shows the status page of the live data nodes of the Hadoop cluster. The status
page shows two lve data nodes ~ slavel snd slivel.

Figure 10,10 shows the status page of the active TaskTracken of the Hadoop cluster.
The status page shows teo active Taek Trackers that run on the slave] and dave2 podes of
e cluster.

el of Tranga - A Hende-Cn Approach
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Figure 10.10: Hadoop MapReduce status page showing active TaskTracker

10.3 Using Hadoop MapReduce for Batch Data Analysis

Figere 10,11 shows a Hadoop MapReduce workflow for batch analysis of [oT data. Baich

analysis is done w aggregate data (computing mean. matimum, misimsm, cfc.) on Varils

timescales. The data collector retneves the sensor data collected in the cloud datahase

and creates a raw dats flle in & form suitable for processing by Hadoop. For the forest

fire detection exanple, the row duts file comaiats of the raw sensor readings along with the
s shown below:

“2014-04-29 115327 3744318

“3014-04-30 10:15:32" B4,58,23.2

Figure 10.11: Using Hadoop MapReduce for batch analysis of 10T data
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Hox 10.9 shows the map program for the hatch analysis of sensor data.
reads (he data from standand input (s2din) and spli the data into tmestamp and s
seor readings. mﬂmﬂwﬂhmﬂ_wtwwaﬂh
ﬁm:ﬁnhﬂhuhm:--huhduhhumuﬁ
value I & comma separated uring of sensor readings.

Box 10,10 shows the reduce progrum for the batch analysis of sensor data. The key-value
pairs emiitted by the map program are shuffled 1o the reducer and grouped by the key. The
reducer read the key-value pairs grouped by the same key from standard input and computes
the means of temperature, humidity, light and CO readings.

frimrnat of Thirgs - A Hards-Dn Approach
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103.1 Hadoop YARN

Hadoop YARN s the next generation architecture of Hadoop (version 11). In the YARN
architecture, the original processing engine of Hadoop (MapReduce) has been separated
hmﬂuﬂm“[ﬂﬂ&hﬂpﬂﬂ?ﬂlﬂ}-hmhﬁmmilﬁ
makes YARN effectively an operating system for Hadoop that supports different processing
engines on i Hadoop cluster such 22 MapReduce fof haich processing, Apache Tes [131] for
interactive queries, Apache Storm [134) for stream processing. oic.

Figure 10,13 shows the MapReduco job exceution workfuw for next generation Hadoop
MapReduce framework (MR2) The next generition MapReduce architecture divides the two
major functions of the JobTracker - resource management and job life-cycle management -
into separnte components - RescurceManager and ApplicutionMasier. The key components
of YARN are described s follows:

+ Resource Manager (RMb RM munages the global assignment of compute resources

1o applications. RM consius of two main services:
- Scheduler: Scheduler is & pluggable service that manages und enforces the
resource scheduling policy in the cluster.
- Applications Matiager (AuM); AsM manages the running Application Masers
i the cluster. AsM is responsible for starting application masers amd for
moetitoring and resturting them on differont nodes {n case of failires.

» Application Master (AM): A per-application AM manages the spplication’s life
cycle. AM i responsible for negotisting resources from the RM and working with the
NMis i exccite stid moniior the taaka,

o Node Mamager (NM): A per-machine NM manages the user processes on that
muschine,

intemat of Things - A Handa-On Agproacn
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Figure 10.12: Comparison of Hadoop |.x and 2.3 srchitectures

s Contalters: Container is a bundle of resources allocated by RM (memory, CPU,
petwork. eic.). A comtainer s & conceptual entity that grams an application the
privilege to use s certain smount of resources on o ghven machine 1o mun a componeni
task. Each node has an NM thet spewns multiphe coptuiners based on the resource
allocations made by the RM.

Figure 10,13 shows & YARN cluster with a Resovrce Manager node and three Node
Manager nodes, There are as many Application Masters running as there are applicathons
{jobs). Each application’s AM manages the application taks such as stanting, moniionng
and restaring waks in case of failures, Each application has multiple tasks, Each task rum
it @ separsie contatner. Contaiiers in YARN architecture sre similar o task slots in Hadoop
MapReduce 1.3 (MR1). However, unlike MR1 which dilferentistes betweoen map and roduce
sloty, each contuines i YARN can be uved for hoth map snd reduce tasks. The resource
allocation mode! in MR1 consists of o predefined nomber of map dots and reduce slots. This
static allocatbon of slots resulis in bow clusser wilizstion. The resource allocation model
of YARN is more flexible with introduction of resource containers which improve cluster
wiilization,

To better understand the YARN job exscution workflow let us analyze the interactions

Bahga & Madisane i) 2004
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Figure 10.13: Hadoop MapResduce Next Generation ( YARN) job exscution

between the main companents on YARN, Figure 10,14 shivws the interactions between 2
Client and Resource w&mhﬁﬁ#hMﬂlﬂqﬂﬂu
nﬂhhdﬂuhﬂﬁlﬂtﬂmﬁﬂimﬂumm-ﬂ
information about clustsr resource capabilities that the client will need in requesting resosies
fur running the spplication’s AM. Using the information received from the RM, thee cliem
constructs anel vubrmits an Application Submission Context which contuins infarmation such
s scheduler queve, priovity and user information. The Application Submission Context alio
contains a Contuiner Launch Coneext which containy the application’s jaz, job files, security
yokens amd any resource requirements. The clical can query the RM for application reports.
The client e=n also “force kill” an application by sending a requeat o the RM.

Figure 100 1% shoms the interactions between Resource Masuger and Application Maver.
Lipan receiving an application sshmission conlest from a clicat, the itM finds an svsiizblo
container meeting the resourve requirements for running the AM for the application. On
m--ﬂhm&mmﬂlﬂﬂhﬂmﬂtuﬂhﬂl“
ot Ity node. When the AM is launchied it registers itsell with the RM. The registration peocess

iimeret of Things - A Hancs-On Agproach
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Figure 10.14: Client -~ Resource Manager interaction

Figure 10,15 Resource Manzger ~ Application Maner buersction

comsivts of handshaking thu comveys information sich g the RPC port that the AM will be
listening on, the wacking URL for monioring the application's stutis and progrow, etc. The
regintrition rosponse from the RMWM contine information for the AM thal is used in caleulsting
awd Tequesting amy resource requests for the spplication’s individual tasks (soch & minimam
and maximun resource capabilities for the cluster). The AM relays hewrtbeat and progress
information o the RM. The AM sends resource allocation requests (o the B that contains a
list of requested comtainers, and may alse contain a list of micased containers by the AM.

Batga & Madisettl, & 2013
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A
R
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T0  start Container
12 Container Status Request
I8 Container Status Response

Figure 10.16: Application Master- Node Manages intersction

mmmmmhmmﬂhmm.u
of container that satisfy the request and sends back sn sllocation msponse. Upon receiving
the resource list, the AM contacts the sssociated NMs for starting the containers. When the
Mﬁﬂﬂnhmmlmwﬂ“nhm

Figure 1016 shows the interactions between the sn Application Master snd Node
m”mhmhﬂdhh“hﬂmhmm
for each containes 1o sart the container, The AM can request and receive 8 container status
repart from the Node Manager.

Setiing up Hadoop YARN cluster

In the previous section you earned how 1w setup a Hadoop 1.x cluster. This section describes
the steps imvolved in setting up Hadoop YARN cluster The initial steps of sesting up the
hﬂnhuﬂuhuﬂmum“hm:hﬂﬁuﬂmﬁ
mwhmmummﬂ“wmﬂm&ﬂmﬂl nodes as
forlhows:

Interrat of Things - A Hands On Aoprosch
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Addl the following lines (o the [ hashre file:

Add the following hsmﬁm-mﬂﬁ

Next, create temporary folder in HADOOP_HOME:

Next, add the alave hostnames 0 the ercfhadoop/slaves file on masier machine:

mm:muw-ﬂuhmmm Hoxes lﬂrﬂ, lﬂ-ﬂ. l'ﬂ'-lﬂ
and 10.15 show the sample configuration settings for the Hadoop configuration files -
core-aite.xml, bafs-site xml, mopred-site xm), yarm-site_xm| files respectively.

Batgn & Madsetti, (& 2013
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Box 10.16 showy the commands for staningfstopping Hadoop YARN cluster.

Banga A Madsaitl <) 2014
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Figure 10.19: Screenshot of job history server dashboard

Fignres 10017, 10.18 and 10,19 show the scroenshots of the Hadoop Namenode, YARN
cluster and job history server deshboards.
104 Apache Oozie

hmmmmwmmmm-dmhnm
Jobrs can be used for analyzing IoT data, Many loT spplications require more than one
MapReduce job 1 be chuined to perform dats analysis. This can be accomplished wsing
Apache Oarie system. uuhium.mmhmmm
jobe. With Oarde, you can create workflows which wre a collection of actions (sch s
MapReduce joba) arranged a0 Direct Acyelic Graphs (DAG). Control dependencies exists
between the actions in a workflow. Thus an action is exscuted only when the preceding
action s completed. An Onzie workflow specifies a sequence of sctions that need 10 be
exccuted using an XMI-based Process Definition Language called hPDL Oowde supports
Wwﬂﬂmm-wmmmmﬂ.hw.
Shell , Hive, Sqoop, SSH and cusiom actioes.

10.4.1  Selting up Dozle
Ouirie requires s Hadoop installatlon snd can be setup up on elther s single node or & chuster
of two or more podes. Before wetting up Madoop creste o new user and group as follows:

Bahga & Mafestt|, @@ 2012




Next, downboad and butld Oozie using the following commands:

i
;
il
H|
i
33

E
g
H
[
¥
3
F

from "hacdooplibe’ mhhﬂhﬁm as follows.

. Bxcae o the “ibéa’ disecsory. Ths e reqeied f the Ol web o0

Prepare the Oozie WAR file s fillows:

Next, create sharelib on HDFS as follows:

irmamrret of Thirgs - A Hands-On Approach



Neat, creste the OozieDB as follows:

Finally use the following command 1w stan Oogie server:

The status of Ooeie can be checked from command line or the web console s follows:
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“The goal of the analysis job s to find the cosnts of each statudlerror code and produce
L output with & structure as shown below:

irmrnet of Trergs - A Hands-On Approach
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Figure 10.20: Ooeie workflow
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parameierized
variahiles are provided in the job properties file shaown in Bow 10,19
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Figure 1022 shows & screenshot of the Ouzie weh console which cam be used 10 m
the statum of Oozie workflows. he usead oy mimttor

10.5 Apache Spark
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Figare 10.22: Screerahol of Dozie web console

Hadoop. Spark supports various high-level ools Tor data usalysis sech m Spark Sueaming
for streaming jobs, Spark SQL for snalysis of structured date. MLIib machine lesming library

for Spark, GraphX for graph processing and Shark (Hive on Spurk). Spark allows real-time,
batch mnd interactive gueries and provides APl for Scala. Java and Python linguages.

Figure 10.23: Spark toaks

Figure 10.24 shows the components of & Spark cluster. Each Spark application consists
of & detver program usd is coondinued by 3 SparkContenr objoct. Spark supports varioo
chester managers including Spark’s sandalone cluster manuger, Apache Mesos and Hadoop

Hanga & Madisett. (& H08
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YARN. The cluster manager allocsies resources for applications on the worker nodes. The
eaecuton which are allocaied on the worker nodes run the upphcation code as muliiple ks,
Apphications are ssolates] from each other and min withan thewr owh execubior processes an
the workes podes. Spark provides dats atwtracton called resitiem diswriinmed dacaset (RDD)
which is & collection of elements partitioned acrues the nodes of the clusier. The RDD
elements can be opersied on in parallel in the cluver. RDDs sippon two tvpes of operatians
- transformations and actions. Transformasions ary used 1o cresie s oew dataset from
exiuting one. Acthons reourm & value i the driver progrm aller nanciing 2 computation on the
datuset Spark AP] allows chatning together tunsformations and sctions.

m f}.f-
w4 =3 N\
e \

Figure 10.24: Components of a Spark cluner

Spark comes with @ spark-ec2 script (in the sparbiec? directory ) which makes i casy 0
setup Spark cluster on Amazon BCL. With spark-cc2 seript you can casily liinch, munage
and shutdown Spack clusier on Amaron EC2 To stan a Spark cluster wae the fallowing
comand:

Spark cluster setup on BC2 is configured 10 use HDFS as its defaub lesysiem, To
analyze contents of a fle, the file should be fira copied w HDFS using the following
commrmid

Wawervet of Trengs - A Marets-On Agproach
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Let us look st anether Spark application for hatch analyais of dats. Tiking the canmple
of analysia of foret fire detection sensor data described in the previous section, let us look at
walsies for temperature, humidicy, light and €Oy The Python code for the Spark application i
shewn in Box 10,25, The senisor dats s loaded as 2 text file. Esch line of the texi file containg
time-stamped sensor data. The lines are first split by applying the map transformation o
access the individual sensor readings. In the pext siep, a map transformation is applied
which outpuls key-value pairs where key is a thmestarnp feaclding the minutes and secomds
part) and value 15 & sensor reading. Finally the seduceByKey transformation s applied o
find the maximum sensor reading.




Box 10,26 shaws nﬂmﬂ-ﬂﬁuﬂrﬁ for data filtering. m-ﬂﬂq .
sernor data from forest fire detection loT systiem.

Eanga & Madwetns, &) 1013
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Box 10.27 shows an example of chustering data with k-means chustering algorithm. (s
thin example, the data is loaded from 2 texi file and ther parsed using the parseVector
mﬂﬂ.hmmhﬂﬁﬂwhm#mm

Box 1028 dhwows sy example of classifying data with Nalve Bayes classification
algorithm. The training data in this example consisix of labeled points where value in
the first column is the label The parsePmms frmction parses the data and crestes Spark

Interret of Thangs - A Hands - On Aporoach
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Lobeleat Point objects. The lubeled points are passed 1 the NaiveBayes object for trsising &
madel, Mdﬂﬂlﬂ:ﬂhhunmh_m;—m-wgﬁ_

10.6 Apache Storm

msmu:“ﬁm—lwmm.ﬂﬂ .
Storm can be used for real-time processing of sireams of data. Figure 1025 shows the

of & Storm cluder, A Sworm cluster comprises of Nimbas, Supervisor and
Zookeeper. Nimbus is similar tw Hadoop's JobTracker and is responsible for distributing code
arounsd the cluster, launching works across the clusier and moniloring computation. A Stom
cluster has one or more Supervisor nodes on which the worker processes un. Supervisor
podes commumicale with Nimbus tsrough Zookeeper. Nimbay sends signali to Saperviser in
mummwh.mmmmmk

Banga A Wadiss® & 0%



|‘Iﬂlnd1l5hm 385

MMIMMMWNM|MMH
group services |135). Zookeepes b roquired for coordination of the Sworm cluster:

Ij-hmuuimjnhnnﬂn!hm:hﬂhnﬂd:ﬂuphg’wﬂnhhumd
A Storm topolegy comprises of 4 number of worker processes that are
distritnsted on the cluster. Each warker process runs u subset of the opology. A topology
i composed of Spouts snd Bols. Mhnmdmtmﬂwﬁhh
mﬂnmdﬁﬂmhﬂmwwhspﬂmmmuhﬂm
Bolis subscribe 1o Spouts, consume the streants, process them and emil new streams. A
.Wmmﬂmﬂ#ﬁm-ﬂmmﬂium.mw
with one Spout and three Bolts, Bolts 1 and 2 whecribe w the Spout and consme the

stremms emitied by the Spout. The outputs of Bolts | und 2 are consumed by Boli-3,

Figare 1025 Components of a Stoem cluster

10.6.1 Setting up a Storm Cluster

I s secticn you will beam how to setup a St cluster. The cluster setup explained in this
mmdmmmmmmmnﬁm
Before stasting with the Mﬂmmmmmmum
mmmmﬂmmmmumuhmu
“pimbus”, “sookeeper” and “supervisor”, .

On the instance with hostname “zookeepes™, setup Zookeeper by (ollowing the instctions
in Box 10.29.

imteriet of Thngs - A Hands-On Appioach



Figure 10.26c Example of a Stom topolagy

mhm-ﬁmwuw,wmum
the fnstructions shown in Box 10,30,
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After installing Swrm, edit the configuration file and enter the 1P addresses of ihe
il Ziokeeper nodes as shown in Box 10,31, fﬂdﬂhﬂhﬂhm-ﬂmm
Storm LI can be viewed in the broswer al the sddress 1

Figures 10,27 and 1028 show screenshomn of the Swmm L1 The communds for w
lopologhes 1o Storm are shown in Box 1031,

10.7 Using Apache Storm for Real-time Data Analysis

real-time unalysis of sessor dats using Sworm.

Bahga & Madseti, 5 013
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10.7. REST-based approach
This section describes an example of real-time senvor dsty nalysés for forest fire detection
using 4 REST-hased approach. The deployment design for the WehSocket implementation is

Internat ol Thanga - A Hands-On Approach
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Figure 10.2%: Using Apache Storm for real-tinse analysls of loT dats

shown in Figure 10.30a),

The Stoem topalogy used in this exampile comprises of poc Spout and ooe Bolt. The
Emm&uhmhﬁmﬁhﬂjﬁmﬂnﬂhmﬁhmﬂmm
The Bolt processes the data and makes the predictions using a Decislon Tree based machise
learning classifier.

Deciston Troes are o supervised learning method thit use & tree created from simple
decision rules leamed from the ruining data as a predictive model. The predictive model s
in the form of & tree that can be used 1o predict the value of & target varishle hased on several
attribute variables Each node in the trme corresponds 1 one attribute in the dataset on which
the “wplit” is performed. Each leaf in a decision tree represents & vadue of the taget vaniable
The lesming process imvolves recursively splitting on the attributes until all the wamples in
the child node have the same value of the target variable or splitting further resulis in g0
further information guin. To select the best anribute (o spliting at each stage, differcat
metrics can be used.

Before the classifier can be used in the Boll, the classifier has o be trained. Box 10.32
shows the Python code fur training snd aving the classifier. The classifier file is then
included in the Storm project. Figure 10,31 showy the decision tree generated for the forest
fire detection example. The tree shiwy the attributes on which splitting is done st cach wep
aindd the wplit values. Also shown b the figure are the eror, total pumber of samples =t each
moxde and the nimber of samples in each class (i the vulue array). For examgple, the fimt split
is done on the second column (attritate X[ 1] - Hamidity) snd the total number of sanples in
the training set is 440, O the first split, there are 244 samples in first class and 192 samples
in the scoond class.

Bahgn & Mackesth, o) 2015



m yoenuckde
paveg- oM (q) Yoenadde poseq-) G (¥) g gt S IR |O] JUTH-{E2 ) MO OF 01 3T

107 Using Apacha Storm for Real-time Data Analysis
—

irmrrest of Things - A Hands-Dn Approach




302 Data Analytica for laT

Ty use: the saved Decision Tree classifier for predictions, the next step b 10 creste & new
Swem project. Bos 1033 shows the commands for creating o Storm project and Boa 1034
shown a sample configuration file for the project, L

Bahga & Macbeniti, © 2011
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Ba 10.36 shows the Pythan code for the Swoem Boll.
nnmdhﬂmm Decivian Tree ¢

Iramrut of Things - A Hanaw-On Approach



After the Spout and Bolt Mnmhmmhunﬂt
Bo mﬂnmﬁth:mkm-w-ﬁmlw
the TopedowyBailder clasi is creatod. The Spost and Bolt sre defied xing b
setBolr methods. These methods kake as iput o wser-specified id, objects i the
classes, nd the smount of parallelism required Storm has twe modes of op H,n..
and disributed. In the local mode. Storm simlaies worker notes within i bocil o
The dissributed mode runs on the Siorm clusier, The m in Box 1037
fae sabmitting fopology 0 ot local and distributed

Wih all the project files ereated, the final sep is o build snd rin the peject. B
shows the commands for budlding wnd running o Swrm project.
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10.7.2 WebSockel-based approach
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Application Messaging Protocol (WAMP) which is a sub-protocol uf WebSocket. You
lenrned about AutoBalin, an open sowrce implemontation of WAMP in Chapier . The
design for the WebSocket implementation is shown in Figure 10.30(b).

m:mmuwﬂhmm service that runs on the
Ruspherry P device. The WAMP Publisher application is a pant of the controller component.
The seasor data iv published by e controlier 10 o fopic munaged by the WAMP Broker
The WAMP Subwcriber eomponenl subscribes 10 the lopic managed by the Broker, The
Subscriber component is & part of the cloud-haseil centralized controller, the source code
for which in shiwn in Box 10040, The centrulized controller stores the duta in & MongoDB
datnbase and alwo pushes the datn 10 8 ZeroMQ queue.

The analysis of duta s done by o Storm cluster. A Storm Spout pulls the dati (0 be
atialyzed from the ZeroMOQ quete snd emmits & stream of wples. The stream is conmamed and
processed by the Starm Balt. Bowes 1041 and 10,42 show the fmplementations of the Storm
Spout and Bolt for real-time unalysis of date. The Storm Bolt ises & Decision Tree classifies

for making the predictions.

Irbrri of Thinga - A Hastu-On Approach
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108 Structural Health Monitoring Case Study

Strisctural Heslth Moniloring (SHM) systems use o network of sensors 10 mouiior the
rhﬁuhmihh#mﬂ-h‘hhndwmhmﬂﬁnﬂ
sensors |s analysed to assess the health of the structures.

ﬂmmuﬂhlmﬂrﬂ-mmh#mm
sensors for measuring the vibmations in a structare. The accelerometer data s collected
and analyzed in the cloud. The deployment design for the WebSocket implementation is
shown in Figure 10.30(b). Figure 10,32 shows & schematic of the loT device for monboring
vibwations in a structure, comprising of Raspberry Pi boand and ADX1.343 sccelerometer
modile.

Mscrete Fourter Transform (DFT) bs useful for comvening & vampled signal from thae
dotmain w frequency domain which makes the analysis of the signal easier, Howaver, for
stresming vibration dita in which the spectral content changes over time, using DFT cannot
reveal the transitions in the spectral content. Shon Time Fourier Transform (STFT) is betier
suiterd for revesling the chunges in the spectral content corresponding to the SHM data To
compute the STFT, windowed sections of the signal are first genersisd using a windew
function und then the Fourler Tranafom of each windowed section s computed.

The STPT of & signal «[n] is given ay

Ximw)= 5 sl win-mje = (10.1)
where win| is a window function. Commonly used window functions are Hann and
Hamming witidows.

Alernatively, STFT can be interpreted as s filienag operation as follows,

X|nk] = o/ alan] 0 e/ 02 (102)

From STFT, the spectrogram of the signal can be computed which ks wseful for visaulizing
the spectrum of frequencies in the signal snd their variations with ime.

Bahga & Madeot, & Hi13
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Figure 1032 Schematic diagram of loT device for structural health moniioning

Spectogram = |X [n k] {103}

Box 10,43 shows the implementation of the natve controller servioe for the SHM sysem.
The controller comprises of the WAMP Publisher application which publishes the 3-axis
sccelerometer data 10 & opic managed by the WAMP Broker The WAMP Subscriber

e of Thinge - A Hamde-0n Approach
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Summary

In this chaprer you lesrmed shour vanous ok for snatyzing loT data. loT sysiems can have
variod data smalysi requircmests. For some 10T systems, the volume of data is so huge that
analyzing the duta oo a single machine is not possible. For such systema., distributod baich
data analytics frsneworks such as Apache Hadoop can be used for dats snalysis. HIH
systermn which have real-time dats ssalysis requirements, 1ok such s Apache Storm s
useful. For loT systems which require interactive querying of dats, wols ssch s Apache
Spark can be wsed Hadoop is an open source framewnrk for distribsied baich processing
of massive scale data  Hadoop MapReduce provides 3 data procossing model snd s
exccution environment fue MapBeduce jobs for large scale duts processing Key processes of
NameNode keeps the directary troe of all files in the file system, and tracks where scron the
cluster the file data is kept. Secondary NameNode creates checkpoints of the pamespace.
JobTracker distributes MupReduce taaks to specific nodes in the clusier. Tisk Trackes scoepis
Map. Reduce and Shuffle tasks from the JohTracker. DataNode stores data i an HIIS
file system. You learned how 1o sotup a Hadoop cluster snd run MapReduce jobs on the
cluster. You learned sbout the next generation srchitecture of Hadoop called YARN, YARN
in framework for job scheduling and chuer rsource managrment. Key components of
YARN include Resource Manager, Application Master, Node Mamager and Containers. You
lemrned! about the Ourie workflow schedulber sysiem that allows managing Hadoop jobs.
You learned abowt Apache Spark in-memory chaster computing framework. Spark suppors
various high-level 1ools for dsta analysis such as Spark Streaming for streaming jobs, Spak
SOL for analysis of structured data, MLIib machine learning |lbrary for Spark. GraphX for
praph processing and Shark (Hive om Spark). Finadly, you leamed sbow Apache Swonm
which is a framewark for distributed andd fauli-tolerasi real-time compretstion.

Lab Exercises

1. In this exercise you will cresie & multi-node Hadoop cluster on a clowd. Fallow the
ueps below:
o Create and Amazon Web Services scooumt

Bargs b Mackeem o MY
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s From Amazon EC2 console launch two ml _snall EC2 instances.

» When the instances stan rmsing, note the public DNS sddresses of the instusces.

» Connect o the instsnces using SSH.

» Rui the commands given in Box 10,2 1 install Java oo each instance.

» Run the commands given in Box 10.3 o install Hadoop on each instance.

o Configure Hidoop. Use the templates for core-site uml, hdfs-siiexml,
mapred-site_xm] and master and slave files shown in Bozes 104 - 10,7,

» Stars the Hadoop cluster using the commands shown in Box 10.8.

 In & browses open the Hadoop clusir st pages

blic.NS-of-hadoop-master-S0070

2. In this exercise you will run & MapReduce job on & Hadoop cluster for aggregating
mwmmmumummmu
. mmmmﬁmumw

Inssrnet of Things - A Hamge-On Approach
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» Follow the veps in Exercise-1 1o create a Hadoof cluster.
» Copy the synthetic data fle 1o the Hadoop master instance. Use scp o copy of
wyet n download files. Copy the duts file w a folder named 'data’.
» Copy the synthetic dats file from the Hadoop master node local filesysten o
HDFS:
bisvhadoop dis -copyFromLocil detd/ i
. cmwmmmm-umﬂmmumm
« Run uﬂmmmuwmmuum.u.
B Iﬁ“h%mmﬁﬂlﬂﬂummmmn
farcit fire detection. Madify the code 10 trein and save @ Random Foreal clasifier
Use the classifier in the Storm bolt for forest fire detection.

 This exercise Is about analyzing weather inonitoring daia using Apache Storm, For

ihe REST and WebSocke! implementations of Weather Monltoring system described
in Chapter-9, design a Storm topology (including Spout and Bolt) for predicting
ucmmmmwummmwm
analyze the weather datn (temperature, humidity, pressure and light daia) in real-time
mm&mﬂwh#dhm-mmmﬂi
cool, chilly, cold, freezing, humid, dry. Follow the sieps helow:
. MMWMMlewmﬂlnﬂmm#
tabed the data (50-100 rons). For example:
#Formiel of labeled file:
mmwnﬂmmm
Hot, 2014-06-25 10:47:44 38,56, 102997 200
 Using the labeled datu, train and save the classifier. Try Decizion Troe and
Random Forest clasificrs. Use & progeam simiblar 10 the one shown in Box 10,12
» Create & Storm project as shown in Box 10,33,
- hﬂmmﬂmmuuwmunﬂmw
and 1034,
o Creale a Storm lopology with the Spout and Bolt created in the previous dep
using an implementation similar o the one dhown i Box 10.37.
o Build and run the Storm project using the comerands shown in Box 1038,

Bahga & Madisetli, ) 3015



This Chapter Covers
o Infrastructure automation & configurtion management tools:

= Chef

Puppet :
= NETCONF and YANG case studies
o loT code penerutor ool




a4 Tools for loT

1.1 Iintroduction

Managing 10T infrastrocture and configuring and integrating various components can be
comples and challenging task. The complexity of infrasiructure grows with W
mumber of componernis (sch a1 joad halancers, application server. dutabase servens, etc.). Th
mimimize the manusl el requined, & new paradigm of infrastructine-ss-o-code has been
wuimwmmmenﬂum
and Puppet.

Tas the infrasuucture-as-a-code pamdigm, the computing, sorage and network

modeling the infrastructure to improve code re-ussbiliy. The infrastructure models are
compiled and run by infrastructure automELon toal o generate the desired infrastructure.
Infrastriciure-as-s-code improves the repeutability of the infrastructure as the same code
ulways produces the same infrastructure. Modular code design along with the sutomation
capabilities improve the sculability of systems Mareover, in the event of system fallures or
cmmhmummmmummhwm
In this chapter you will leam about two popular infrastructure sstomation 1ols - Chel
and Puppet. Case studies on using these iools lor genemuting infrastrociures such as a
three- tier deployment, & Haidoop cluster and Stonm clustes ure described. This chapiers als
mwkhmmﬂlﬁthwmﬂﬂhmﬂFdeﬁHﬂ.

11.2 Chel

Chef is wn infrastruciure automasion and configurstion munagement framework. Chel adopis
the infrastracrare-as-a-oode prradigm and allows deploying, configuring and integrating
various infrastructure componenis. Figure 1.1 shows the components of the Chef frumework.
The Chef server stores the information sbout the infrastructure. The infrastructure code s
orgamzed into cookhooks. Crokbooks include recipes (which wre writien in Ruby language),
temphites, attribudes wnd resources, The fundamental unit of configuration in & recipe is 8
resource [asch ms fle, package, user, ot ). Recipes wpecify which resources to manage, how
mwﬂummﬂm#mhiﬁhhmmum

Chef recipes amd cookhooks are wuthored on 8 Chief workstation and uploadsd tw the
Chel server. The nodes to be managed rus the chef-clivnt. The chef-clicnt connects o the
server und obtuing information on the desired state for (he pode. The chef-cllent perform
variow tasks such st building the node object, synchronizing cookbooks and applying the
cookbooks 10 hring the node (o the desired stute.

Chef server comes in two fuvors - Enterprise Server and Open Source Server. You can
et cither version on your oo infrastructure { lo-house of i the cloud) or use s Hosted

Banga & Madsaft, § 2015
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Enterprise Chel Server Chef provides o free wrial of the Hosied Emerprise Chef Server
whiih {s u conveniem way 10 got stansd with Chef. Figure 11.2 shows u scroershot of the

Himted Chef Server.

Figere 11.1: Chef componens

Hefore we proceed with examples of using Ched, let us briefly look u the key concepes
of the Chef framework:

» Server: Server stores all the configuration data for the infrastructure including
cookhoaks, recipes, roles, attributes, min lists and node shiscts.

» Nobe: Node can cither be a chosid-based vintual machine instance, 8 physical node, »
virtwil node or & perwork node (aich & & swilch of outen).

o Cookbook: Cookbook is o collection of recipes, attribwtes. templistes aeid resouroes.

s Mecipe: Recipe is o configuration eloment written in Ruby language that specifies
widous resources o be managed and how o manage the ressces.

el of Thariga « A Hnreds-On Aporoach
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Figure 11.2: Screenshot of dashboard of hosted Chel server

. m!mmhlwwn!wqﬂamﬂmtnﬁ-n“
wer, el Whﬂhw“mmwuﬂﬂuﬁﬂd
of the resources.

« Provider: While resource specification tells which resource to manage snd the
staite of the resource, the specification s abstract in nitiare and does not describe
sicps fo manags the resouroe. Provider describes the sieps to briag the resource o
desired aute

o Attribales: Attribates are used jo provide specific detalls. Anributes are included
cookhooks, rales, environments and node objects.

o Templates: Templates are included in cookbooky and are used for comples
comfigurations. Templsles are writem (0 mmleh:WH:

ilﬂlinuﬂ:-WWhﬂ:h-ﬂmﬂpﬂmMM
an application server). Dmhpnuﬂh1mmluiuwm-
userpames and passwords. Information swred i data-bags can be accessed by nods
authenticated 10 the Chef server. Environments denote the processes and worflown
(e g development, staging. production, elc.).

. mwmlu.lnnmnurmmmm#ﬂuwm
hmlmnﬂﬁuh&mllﬂhhmhwﬁimwﬂnliﬂm
stored on the Chef server as & pan of the node object.

. mmu-mmwhmmimmm
mdrmﬁ.mhnlmhmpﬁmmn-hu:hnmduph-ﬂum

Bahga B Madisess, & 2018
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creating roles aod environments, hootmpging nodes, cic.

11.21 Setting up Chel
huw-ﬂdmmmﬂmumwm!ﬂmmﬂ
Che!f-client on nodes. For Chef Server. you can either setup ihe Open Scusrcs version on your
mﬁwwﬁﬂmmrhhmumm-m
mn:uw«rmmmmmmumum
! Chef, you will be able t download o starter kit that inclodes the PEM certificates
that allow the workstation to authenticate with the Chef server. Serung up Chef on the
workstution is s simple a5 renning & dngle command as follows (for Linus werkstation):

~ When you run the above commad, Chel"s oméibus installer inswalls all you noed 10 yet
With the Server and Workstation set ap, the next siep is 1o set up a node 1o manage with
Teef. You can use cloud-based node, or & physical or virtual node. For the examples in this

ﬁ. Chel Case Studies

1121 Multi-tier Application Deployment

this section you will learn how 1o create a multi-tier dephryment comprising of HAProxy
ad baluncer, Dijsngo spplication server and MongoDB dutabase server. Figure 1.3 shows
'_#hm-mw-ﬁm.umhqumhh

\rmsrat o Things - A Hands-On Aggroach
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“hﬂMhﬂm-qum_H 3
modes urn integrated o setup the three-tier

The first step is W creaie & cookbook named threetiende ploymens with the fo
commvmand:

After bootstrapping three nodes, create recipes for generating SSH keys,
Hﬁhmﬂhmﬁmmlllhnhn#h“ﬂ
dhllihﬁﬁmﬁh“hpﬂnmidhﬁﬂuﬂ
uuthorized key file on each node. This ensares that all nodes are able 10 secuntly connect i
ench other :
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Bax 113 shows the recipe for setting ap HAProsy, The recipe defines a packige resousce
mume "haproxy’ with the action for the resource set tn “install’. The recipe also defines &

wlethﬂRWMrﬁhmu_
in

irmeret o Thangs - A Hants-On Aggrosch
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Bax 11.5 shaws the recipe for setting up Djsngo.

Boa | 1.6 shows the rocipe for seiting up MongoDB.

Barga & Madnon, (£ 2013
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mmmmummhmwmm 'I'huﬂullﬁ
; ! mﬁmm

The mext vep s to create run Hists for all the nodes as follows:

Finally, the chef-client is run on il nides from the worksution as fallows:




424 Toois for loT

11.3.2 Hadoop Cluster
This section describes & case siudy on setting up & Hadoop eluster using Chel. You alresd)
learned about the steps in setting up o Hadoop cluster in Chapier 10, Iuﬂm_!qm
knowledge. Figure 11.4 shows the steps imvolved in serting up a Hadoap cluster with Chel
In the firut step the instances for Hadoop muster and dlave nodes are provisionsd. Nex
Hadoop package is setup on the master and slave nodes. Finally. the Hadoop configusatio
files are updated and the nodes are integrated o setup the cluster

The first step bs to create a conkbook nemed hadoop with the following command:

Neat, launch two Amaron EC2 nodes (one master anid one slave node) and bootsirs
mmhmmmmm

I S i

Afier bootstrapping the nodes, create recipes for prnerating SSH keys, setting up e
installing Java end setting up Hadpop. Box 11,1 shows the recipe for genersting SSH b
and Box 11.2 shows the recipe for collecting the public keys of all nodes 2nd cresting 8
suthorized key file on each node. This enwures that all podes are able to vesurely conneed
each other. R
Bos 11.7 shows the Chef recipe for sctting up hosts. I this recipe the “fewcons’ |
is created using the templae in Bon | L& All TP sddresses and host names of nodes in)
Chef roke ("hadoop_cluster_role” ) wre added 1o the hoss file.
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Figure 11.4: Setting up Hadoop chser with Chefl
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B Il..lﬁlhnﬁ Chef recipe for solting #IH“ H‘H—*‘ﬁm
package is downlosded and Hadoop configuration files (hdfs-site xml, cove-site xml and

inerrmt of Thangs - A Hmids On Appwoach
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mapred-site.xml) wre created using the wensplites shown in Boxes 1111, 1112 and 7113,

Ranga & Madsett, i 2013
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Boa 1114 shows Chef recipe for setting up master pode. In this
master and wlave configuraion files are created m#h“ﬂ
are added 1o theso files, Boxes 11,15 and 11,16 show the master and slave templises i

wsed for configuring the Hadoop master node.

?
|
|
!.
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~ Bax 1117 shows the attributes for the Hadoop cookbook. These attribites are used in

* With the all the recipes for the Hadoop conkbook crested the nest step is 1o define roles.
Baxes 11,18 and 11,19 show the Chef roles for sctting up Hedoop cluster nnd Hadoop
master node. The moles contain definitions of the mun Hats.

imernet of Things - A Hands-On Appreach
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Tis create roles on the server Troen the role fikes use the following commands:

The rokes are then added to the run fists of the master and slave nodes as follows:

Fimally, the chef-clieat is run on the maser amd slave nodes (from the workstation) ss

Banga & Macdmesi, () 2013
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1133 Storm Cluster

In this sextion yoe will bearn how to setup s Apache Storm cluster with Chef, The first step
km-“—duﬂpﬂhﬁmm

© Neat, launch three Amaron EC2 nodes (for Nimbus, Zookeeper and Supervisor) and
bootstrap them ualng the following commonds from the workstathon:

mwﬁﬂﬁ“mkﬂlﬂlm“'“

i
i
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© Box 11.21 ghows the recipe for setting up Storn. In this recipe, the dependencies are
is then downlosded and installed,

Elahga & Madieeils, &
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With the all the recipes for the Storm cookbook now created the next sep is 1o define
roles. Moxes | 122 11.23 und 11,34 show the Chef roles for seriing up a claster for Siorm,
setting up Zookeeper and setting up Storm respectively
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g

To create roles on the server from the role files use the following commands:

%thnﬂuﬂduﬁmﬂﬁﬂhﬂhhm-u Supervisar nodes
s follows:

Finally, the chef.client is run on the nimbus, sookeeper and supervisor nodes (from the

workstion) an follows:

imurrt of Things - A Hands-On Approach
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11.4 Puppel

Puppet (like Chel) is also a configuration management wol that can be used o munage
conligurations on o variety of platforma, Figare 11.9 shows the deployment model for Puppet.
Puppet is usually deployed in a client-server model. The server rans the Puppet Master snd
the cliemi rums the Puppet Agents. Like the Chef-server, the Puppel Muster malutuiny the
configuration [nformation for the clients. The puppet agents cosnect 10 the masier t obain
information on the dexired stue. Puppet agents on the clients make changes if the current
state is different from the desired state. Puppet agents can be configured to automatically
check for new or updated configuration from the master a1 regulas intervaly, Like Chef,
Puppet also whes 3 doclirative modeling linguage for defining the configurations.
Let us pow look at the key concepts of Puppet:
» Resource: Resource is 2 fundamental unit of configuration, For example. file, user,
package, service, ete. Similar resources are grouped together [nto resource types.
* Resource Abstraction Layer (RAL) Resource descriptiony in a configuration are
uhstract in nature and oot thed 1o & specific OS. RAL allows scparation of resourcs
deseriptions from theis implementations. RAL consists of high-level modules (types)

und platform-specific implementations (providers), i
o Clasa: Classes define a collection of resources which are managed together as & single
unit.

& Manifest: Manifests are Puppet programs (with pp exiension). Manifesis
variows types of kogic such as resource descriptions, classes, conditional
etc. Manifests can be applied using the “puppet apply’ command. which enforces the
desited state a8 defined in the manifest file.

« Maodile: Instead of defining the entire logic in 4 siagle manifest file, Puppet allows
yoru to wpit the Jogic in multiple files which are arganized as 4 module. A module
consiats of multiple files containing the cluss definitions. Classes grosp the resoie
definitions. The clssses defined in modules can be included in the manifest file which

Bahgo & MadSanttl. @ X115
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Figure 11.5; Puppet master and agents

i applied o bring the systesms imto the desired state _
Box 11.25 shows the commands for serting up Puppet server and ¢lient,

ittt 4 Tivrgs - A Hands O Aporosch
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11.5 Puppet Case Study - Multi-tier Doployment




11.5 Puppet Case Study - Mulll-tier Daployment

£

htmmhmﬂmmmnmmm

installing HAProxy snd a file resource for configuration file (haproxy.cfg). The template

the configuwration file is shown in Box 11.27. [

intmrmet of Things - A Hards-On Approach
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To apply the Puppet module on the clien nodes, nen the Puppet agent on each client
node as follows:

116 NETCONF-YANG Case Studies

In Chupler-<4 you learned sbout NETCONF and YANG. This section describes. detailed
case sticies on ToT device management vaing NETOONF-YANG. The case studies use the
Netopeer NETUONF wools which were described in Chapler-,

Bax 11.30 provides the commands for installing Netopeer tols.

H]ll“ﬂ!u-:'



11.8 NETCONF-YANG Case Studies aah

11.6.1 Stepa for loT device Managemen! with NETCONF-YANG

1. Create 1 YANG model of the sysiem that defines the conlfigurstion and state data of the
system.

2 Compile the YANG model with the "Inciool’ which comes with Liboetconf. The ‘nctool’
gencrates o TramAP] module (calibacks C file) and the YIN file. The callbacks C file
coustaing the functions for making the changes on the device. YIN file contains an XML
representation of the YANG module. '

3. Fill in the 16T device manngement code in the TransAP1 module (calibacks C filé).
This file includes conflguration callbacks, RPC callbacks and state dita callbacks.
4. Build the callbacks C file 1o generate the library file | so).

frtmrreat af Thisgs - A Hands-On Approach
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5, Luoad the YANG modlule (contuining the data definitions) and the TransAP1 module
(mwhﬂm_mﬁuhﬂnm'wm !

. ‘The operator can mow contect from the management sysiem 1o the Nelopeer ses
using the Netopeer CLL.

|

[

7. Opeeator can issse NETCONF commands from the Netopesr CLI Communds can be
MMWMMMﬂMMHMMHM uT
deviee.

11.62 mmmmmmm 3
A case study on bullding o sman frrigution loT system was described in Chapter-9. The
amant irrigation system uses an foT device and soil moisture sensors t determine the soas
d-ﬂmhhﬂﬂ“hhﬂmwhm#ﬂm
the moisture levels go below o predefined threshold.

Let us took at how NETCONF-YANG can be used for managing the umart jerf

fshga & Maciootti, &1 3015
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wystern. Box 1131 shows the YANG mdule for the smun irrigation systesn and Figore 11.6
shows u visusl representation of the YANG module. The YANG miodule describes the
structure of the confi gurstion and state data of the syssem, RPCs for stanting snd siopping
mmumwmmmwu:m
are non configurable panumeten whereas the maoistureThreshold bs a configarable
mmmmﬂ--mmwmw
uwhmumummwm

wtatus of frrigation,

Irmrniet of Things - A Hands-On Approsch
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Upon compiting the YANG module with the ‘lnctool’, the YIN and Trans AP module
h—ﬂﬂhlmmm*mmm-m--ﬂ
irrigition syviem YANG module.




11,6 NETCONF-YANG Case Studies 451
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auto-generated file. The following additions are done m the amo-genemated file:

1. A nystem status structisre s sdded.

2 ‘The “mmnsapi_init(}' function is filled which includes the actions rm after the module s
MMﬁhMMunH-MHH-M

3. The "get_state_data()’ function is filled with the code that genernies stute information w
defined in the data model.
¢mmmmmmwhm
which is run when node in path smanirigation:smanirdgation changes.

5. RPC message callback functions ‘rpe_start_irrigation()' snd ‘rpe_stop_imigatioa()’ are
filled and the ausillary function "irrigated)’ s implemented.

irtwrrat of Things - A Hamds-On Appraach
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intarrist of Things - A Hads-On Approach
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Afler implementing the Trans API module file, ihe file is compiled und the binary (50
file) is loaded into the Netopeer-server using the Netopeer-manager oy described ia the
previous section, Afier loading the module, NETCONF commands can be issaed from the
wmum the current stutis of the sman irrigation syviem, e get
command b follows:

hnhMM#MHWMhﬂm%_
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11,63 Managing Home Intrusion Detection loT Syatem with NETCONF-YANG
A cane study on hullding & home intrasion detection syatem wus described in Chapler-9. The
purpose of the home intnsion detection system is (o detect intrasions uning sersan (sach &
PIR sensors and door sensoe) and mise alens.

Let un ook ot birw NETCONF-YANG can be used for managing the intrasion detection
systemn.  Box llﬂﬂ!hmm&ummqﬂﬁ
Figure 11,7 shows a visual representation of the YANG module.

mfﬂﬂmmmﬂhﬂnﬁuﬂuhdh
system, RPCs for wrming und disarming the system and the notifications.

Leaf nodes systeml D, systemLocet ion ndmﬁrlu-mw-ﬁmﬂum
The RPC arm-wystem sets the arming stitlis (o active, wheress the RPC disarm-system sets.
the arming status (o inactive, mwmmu-m-ﬂui
st

‘Bahgs & Madisetl, ;2
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Internet of Things - A Mands-On Apprmach
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Upon MII the YANG module with the ‘Inctool”, the YIN and TransAP|
files wre generaied. tmm-mmﬂnmmm
maodule,

raprmat of Thngs - A Hands-On Appreach
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Box 1136 shows the Trans APl module file aftor implementing the functions in the
auwgeneraed file The following wdditions are done 1o the auio- generated file:

| A wystem statun structure s added. _
2 The “transapi_ini()’ function is filled which includes the actions rn afier the module i
boacked. Mo thal the irrigation saties is st 1o false (0 in thds Tuncthin.

3 The *pet_state_datad)' function is filled with the code that genermtes state information as
definei! in the duta maodel. . .

4 The configuration callback fonction “callback _intrussondetection _intrusiondetection()
function bs filled which is run when node o path

fintrusjondelection intruniondelection changes.

. RPC message callback functions ‘rpc_arm_systemd )’ and "rpc_iikarm_sysiemd)' are filled
and the suviliary fuscton “armsystemd )’ bs inplemented

fahga & Madeen. o ot
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Intmtriat of Things - A Hanids-On Approach



470 Tools for loT

Hathga & Macsett, « 0%




11.6 NETCONF-YANG Case Studies 471
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wrtmrriet of Things - A Hands.On Aggroach
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Aftcr implementing the Trans AP module flle, the file i compiled and the binary (50 file)
s boaded into the Netopeer-server using the Netopeer - manager. Afizy loading the module.
NETCONF commands cun be isued from the Newpesr-cli. For example, 1o show the current
wtatus il Lhe inttussion detestion systerrt, use the et cominand as follows.

~ Torun the TranaAP1 module specific RFCx, the wserorpe command in used s follows:
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1.7 loT Code Generator

The loT Cide Genenitor, developed by the suthors, is u ol for gencrating loT device,
wervices and apphication code similar o the cxamples in this book. 0T Code Generaior i
included in the book website. To begin with, the user selects = 0T level for the vysuem fir
which the code is 0 be generuiod. The example shown in this secthon is of a level-1 LT
sysiem. The next step i to select an loT device as shown in Figore |18

In the neat sep, the sensors are selected as shown in Figure 119,

Afler selecting the senson, the storuge option is selected and configured s shown in
Figores 1 1.10and 11.11.

On completing the code generation wizand, the code generator generates the controlles
asdd mpplication code ns showm in Flgures 1102 and 1113

The loT Coxde Generutor has a scparste wirsnd for genersting web services code. To
grerute the seivices code, the service speifications are uplosded & a teat file, in the ormas
described in the wizard. Figures 1114 and 1115 show the wizand for generuting service
code.

On completing the service code generation wizsnd, the code grnerator pemerates the
service code m shown in Figure 11,16

Summary

In this chapter you keamed abowt vanous wols for loT including wols for
autimtion. configuration mansgement and code peneration. You keamed sbow Chet, which
i an hnfrastructure sutostation snd confl gurstion management framework. Chel adopts the

infrastructure components. You leamed about the key components and concepts of (el
inchuding Chel Server, Node, Cookbook. Recipe. Resource, Provider, Attributes, Templates,
Policy, Run Lists and Knife. You leamed how 10 develop and nn Chef recipes. Puppet it
another configuration management wol like Chel. You lesmed about the key concepes of
Puppet including Resource, Resource Abstraction Layer, Class, Manifest and Module. You
leamed about the ucps for IoT device Management with NETCONF- YANG starting frons
development of & YANG module, compilation of ihe module, imphementation of TramsAPY
modude, loading modules into the NETCONF server and running NETCONF operations.
Finally, you leamed about the loT code gencration ool which is distribaied on this book'y
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Lab Exercises

1. Box 11,33 sharws the code for the TransAP1 C module for Smart lmigation Sysiem.
The rpe_start_irrigation function in this code is called when a NETCONF RPC s
sent from (e chient 1 the server to start rrigation. The logic thut Tinks the management
system with the actual device is implementod i the irrigare functon. The irrigare
fumction in the Box | 1.33 provides a dommy code that pretends to tern on the frrgation,
Re-Implement this function to interface with the actoal 1oT device describend in section
235,

1. Write 8 YANG module for weather monitoring IoT systemn described in Chapter-9,

1. Implement o TransAP] for weather monitoring loT system.

4. A forent fire detection system is described in Chapier-9. The system is a level-5 loT
system with multiphe end-nodes and one coordinator node. In this exercise you will
design a manugement interface for the system. Follow the steps below:

o ldentily the configuration and state dula of the systemn and write YANG modules
for the end podes and coordinator mxde.

® Using the Libneiconl and Netopeer wols compile the YANG modules and
generate the Trana A moduls

# lmplement the callback functions in the TransAFl module files.

& Build the TransAF] modules. Load the YANG and Trams APl modules in the
NETCONF server

5. This casrcive in sbowt synem wide NETCONF wunsacvons for the forest fire detection
wyvarm. Follow the sicps below:

& Use the YANG snd Trans AP modules designed in the previous exsrcise for this
exercise,

# Clear the candidute datastores om the NETUONF server using the discard —
chamges commund from Netopeer-cli.  This command reverts the candidaie
canfiguration 1o the currens rusning configuration,

o Lock the candidate data stores using the lock command from Netopeer-<li.

# Lock the running duis stoees.

o Copy running configurations to candidate datastores using the copy — config
wrmeRand

o Edit the candidate datastores using the edly — con fig commund, Make some
changes in the evisting configurations.

o Validaie the candiduie datastores using the validare command.

o Cammit candidate configurations 1o running using the cosenir command.

* Unlock the candidate data stores using the smfock command.

Things - A Mands-On Aporosch
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Figure 11.11: Configuring siormge
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Setling up Raspberry Pi

The examples and exercives in this book have boen developed and tested on Rusphberry Pi
This appendiz provides the instructions for setting up New Out of Box Software (NODORS)
onto an SD cand. To ged stariedd, download the latest version of NOOBS from:
hittpedterwrw raspberrypi. org/dowmlonds

You will need an SD card of BOB or more space. Formai the SD card & FAT wsing the
the 5D Card Association’s formatting tool (hitpe/iwww sdcand orgfdownlosds/formater_4)

Extract the NOOBS rip o the 5D cand root. Insent the SD card into the 5D cand alot
on Raspherry Pi. Connect a mondior o the HDMI pont of Respherry Pl and & momse and
keybosrd 10 the USH porta. Then power up the Raspberry PL. On first boot. you will see
an optons windows as shown (a Pigure Al Ths window provides varions optioss for
operating systems including Rasphisn Linux, Arch Linnx, Pidara, RISC 05 and RaspHMC
Select Rasphian and click tnatall. Afier the installation is complete restant Raspherry P
Afer boot you will see the Raspbisn deskiop as shown in Figure Al.2

For most examples in this book. you will not require a separste display for Raspberry
Pi. We recommend either acoessing Raspberry P using VN or S5H from yous LR TRITETS
which does away with the seed fir 2 separate monitor, To wse VNC server for accowsing
Raspberry P, make sure the Raspherry Pi is on the same network s your compuier. Bon
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Figure Al.1: NOOBS options on bouting from SD cand

Al provides the comemands to install and ren VNG server on Raspberry Pi
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On your Windoww/Linus computer install the YNC viewer
(himpfwww real vie comddown kaad/viewer). Find the 1P address of Raspberry P by checking
the connecied devices on your router or by manaally scanning the addrewes. Connect 1o the
Raspberry i uning VNC viewer s shown m Figure A1

You can also connect 10 Raspberry Pi from your computer by SSH as follows:
ssh pi @ <HRaspberry - 1P. Addroacs
The default username on Raspbion is “pi* and pasyword is “mspherry .

Binbygn b Mischsadi, (0 D018
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Setting up Ubuntu Yirtual Machine

The examples amd exercises i ihis book have been developed and t=sted on Ubsenty Linux
This sppendix provides the instructions for sotting up an Ubuntis Linux vimasl machine
within other opersting systems such g1 Windows To set an Ubuniu virtual machine, the
VirnmlBox [132) soltware is used. VirtalBox ia a virtualization software fat alloes you 10
R an entire operating system mside snother eperating system. YirtualBox mma on Window,
Linus, Macimosh, and Solaris hosts

Download and install VirualBox on your local machine. Also download the laiest
Uibentu disk image (150 file) from the Ubuniu website [133]. Lasnch VialBox and then
click on the New bution (o creste & new virtual machine. Then enter & nustie for the virual
maching und choose the operating system as shown in Figure A2

Then select the pmount of menwxy 1w be allocated for the vinual machine

Allocate & quarser of the RAM on your local machine for a pood user experience as
sherwn in Figure A2 2. For examples, if you have 4GB of RAM on your local machine, then
pliocate 1GH for the virtual machine

Neni, cresic a new virmal hard disk s shown in Figure A3, Select tae virual didk
immge {VIDI) hard drive file type as shown in Figure A24, Then choose the fised size smormge
for the hand disk as shown in Figure ALS
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Fame and cperEting Frriem

Figure AL | Creating & viruss! machine with VinsalBox

Next select the wre of the vinual hand drive as shown in Figure A26, For Ubuatu, &
virtual hard drive of stleast 4GB bs reguined,

Creste the virtual hand disk and then open the settings. In the sorage section, click on
the “Choose & virtual COVDVD disk file” and sdd the downloaded Ubunm disk image (150
file) as shown in Figure A2.7.

In#hﬂmmﬂminmmmdmwm
vittusl machine & start it s shown in Figwe ALS. When the Ubunta hoots up you will see
an opthon 10 install Utwntu as shown in Figue AZ9.

Click on the Install Ubunti button and seloct the instatlution type us shown in Figure
Altﬂ.fhmhﬁ:ﬂﬂnpﬂﬂdnmhmuMhﬂﬂuﬂltﬂ
ALIL

When the insallation compleies, you will get & message W restant i shown in Figure
A2.11. Restant the Ubusts virual machine, Ubunm will boot and present the login screen.
Enter the username and passwand you provided while installation w login

Bahgs & MaSsen ) 2013
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Figure AL 10k Sclecting inmallation type

Figure Al.11; Starling installotion
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Setting up Django on Amazon EC2

This section provides instrictions for setting up Django on sn Amugon EC2 imstance. To
isunch & pew inatance open the Amuson BCZ comole and chick on ibe lanch instance banon

This will open & wizand where you can select the AMI with which you want 1o kunch
the instance as shown in Fignre A3 1. Sefect an Ubuntu AMI. When you lsunch an imstspce
you specify the instance type in the lauach wizard as shown in Figure AdL In the instance
details page you also specify the number of instances w lunch based on the selected AMI
unad gvatluhiliiv rones for the Instances

Neat you specify the sdvanced instance options and storage device configurition shewn
m Figtires A33 mnd A3.4, Proceed with the default options. In the next atep you specily the
metz-dats tugs for te instance sa ahown in Figure A3S, Thess tags are used o simplafy the
administration of BC2 stances.

Figure AL6 shows the security groups page of the instance launch wizard This page
allows you o choose an existing security group of creale & now securnity group, Security
groups sre used o open of block a speci fic network port fuor the laonched instances. Create
n new security group called and open ports 80 (HTTP), 8000 (Djaugo server), 12 (SSH)
Figure A L7 shows the summary of instance 1o be lunched. Clicking on the launch button

liumnches the insiatice.
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Figure A2 Amaron BCY (nstance lnunch wizard showing instance details

The status of the lasnched instance can be viewed i the BCD console s shown in Figurs
ALK When an instance bs launched its state is pending. |t takes & couple of minutes for the
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Figure AY3: Amazos EC2 insumoe launch wizard showing sdvanced instanos options

b bR — — s o _—

I.W“—u——_

— o R -
Figure A3.4: Amazon EC2 instance launch wizsed chowing storage device configuration

instance to come inlo the runaing state. When the instance comes into the ramming stae, it &
assigned a public DNS, private DNS, public [P and private 1P We will use the public DNS
1o securely connect to the instance uaing S5H.

Intmrrant of Things - A Hsnds-On Aporoach
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Figure ALS: Amazow EC2 instance launch wizsnd showing instance: tags

Figire A6 Amaszon ECD instance lounch wizard show ing secority groups

Bargs & Madeen 213
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Conmect 10 the FC2 instance from your local machine usiing:
ssh -i myKeyPair.pem ahustu @ publcDNS

where publicDINS is the Public DNS of the instance you created.
Bon A3.| provides the commands for installing Djasge and venifying the Diango nstallation.

Box AY2 provides the commands for cresting o blank Django project snd running
Mhangn server, When you run the Dyzngo development server you can see the defaub Djungo
project page as shown in Figure A3 10

flahga b Madset, 01
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Figure A3.10: Django defaukt project page

Setting up Django on Google Compute Engine

This section provides instructions on setting up Disngo on u Google Compuie Engine
instance. Figure A3.11 shows a screenshot of the new instance lsunch page of Google
Compute Engine console, After liunching the instance, connect o the instance from yoar
local machine using:

pouti] getproject —projects "myProject” —cache_flag values

gewtil ssh disngo-instance

goutil addfirewall djungo ~description="Incoming HTTP* —allowed="tcp-8000"

Run the commands in Box A3.| to install Djsngo on the GCE instance, Open the instance
[P adddress with port BO00 (hetpefi<instance-1P»:8000) in o browser. You will be able 0 we

the Dijango defaull projec page.

Setting up Django on Windows Azure Virtual Machines

This section provides instructions for setting up Django on o Windows Axure Virmual
Machines instunce. Figure A3.12 shows a screenshot of the new instance launch wizard of
Windows Azure Virtual Machines  Afier launching the instance, connect (o the instance
from yout local machine using:

mh <arure-instance-ip>

Enter the username and paasword you specified while creating the instunce 10 connec
1o the instance. Run the commands in Box A3 1o install Django on the Ature VM instance.
Open the instance [P address with part BOOO (hutp fi<instance-[F>:8000) in s browser. You
will be able to soe the Djarigo defuull project page.
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Figure AL 1L Launching  new instance from Google Compute Engine consale

Batga § Machset, i X013



f

Appondix-C - Setting up Django

. al ey
)
o
[+

Figure A1.12: Launching a new instance from Windows Azare console

Teking Django to Production
Although Django comes with o balbi-in lightweight web-asrver, it bs suited for development

purposes only and not recommended [or production environments
The recommended method for king Django o production is w deploy Dijango with
Apache and mod_wsgl. mod_wsgi is an Apache moctole which can host sy Python

WSGH application, inchsding Django [129]. mod_wagi is suitable for use s hosting high
performance production web sites. Bax A33 shows the communds for initalling Apschs

server with mod-wagi on an Ubunta machine

« Box ALY: inmtalling Apachs servor with mod-wagi .

i aplitads |siisl]l spachal Rpeohed 3 -SomEan
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